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A Thousand Words Paint a Picture

Every system administrator wants to automate the tedious and mundane tasks they must perform regularly. I 
love to automate the creation of HTML reports. I get a thrill out of creating timed scripts that fire off one after 
the other to perform elaborate tasks, such as moving or copying files, restarting services, downloading updates, 
performing system cleanup, archiving files, and so on. There’s just something fun about putting things in motion 
and watching them work without intervention behind the scenes while I research new services, scan performance 
data, and worry about how much disk space everyone consumes. But there’s a dark side to automation, too.

Is it just me, or do we struggle with automation? As you deduced from the paragraph above, I want to automate 
tasks, but I’m convinced there’s a conspiracy to have me automate myself out of a job. I have visions of CXOs 
sitting around sipping 25-year-old Scotch, toasting, and discussing how they’ll cast lots for my salary after I’ve 
trained our systems to care for themselves – at least to the point where some AI bot can handle, break, or fix 
things when they happen. Surely this scenario is my imagination getting the better of me, right? However, losing 
my job to Lisa, the virtual system administrator, is not the darkest aspect of automation. No, seriously, it isn’t.

To me, the worst possible issue with automation is that, when something goes wrong – and it will – it’s going 
to require someone to fix the problem. A human someone. Someone who may or may not be familiar with the 
systems, the intricate automation, or the problem itself. Think about it.

When you receive a call to fix several dozen systems that no longer deliver their promised functionality, where 
do you begin? Of course, you’ll ask for the documentation. Documentation. That’s a joke, right? You’ve met 
other system administrators, haven’t you? You know that what little documentation exists will not be very 
helpful. Without detailed documentation, you’ll have to unravel this mess on your own, while those who 
have a financial stake in whatever these systems usually deliver look at you with skepticism when you tell 
them, honestly, that this will take some time to figure out.

If you haven’t already begun to try to solve this dilemma while reading this account, you will start by disabling 
cron or Task Scheduler to stop any automated tasks that run from these system-level timer applications.

Automation is great when it works, but it can become a nightmare when one thing in the automation chain 
fails – and many things can go wrong. I’m not bashing automation, but be aware that the more you automate, 
especially without superb documentation (which you will likely never have or produce), the less you or others 
will know how every aspect of an automated system works. Trust me. Six months after implementing your own 
fancy scripts to process file transfers, updates, downloads, and service restarts, you’ll feel like you’re reading 
encrypted Martian pig Latin. And that’s if they’re your scripts. If they’re someone else’s or you walk into the 
situation described earlier, you might find the unraveling process overwhelming.

The key to automation is documentation. I hope that’s obvious from my description of what happens when 
things go haywire. However, don’t simply add documentation into the scripts themselves; you need to create a 
guidebook for your automation scheme. A visual diagram of how everything works together is also a good idea.

In one such personal scenario, I tried to alleviate a cascading failure of my automated system by calling scripts 
from other scripts so that if the first script failed, the second, third, and so on in the chain would never run. 
This would make the system more supportable, manageable, and easier to 
troubleshoot because only the first script was called by cron.

My scripts were sufficiently documented, but my guidebook was 
essential to help anyone understand all the steps in the process.

You’ve heard the idea, recalled by Spider-Man Peter Parker, 
that “With great power comes great responsi-
bility.” Automation is power, but it implies the 
responsibility to provide documentation for your 
system that performs flawlessly until something 
goes awry. When you get hit by a bus, and your 
perfect system hits a snag, ensure that someone 
else can step in and fix the problem quickly and 
with as few headaches as possible.

Ken Hess • Senior ADMIN Editor

The thrill and the threat of enterprise automation.
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52 KubeVirt
OpenShift and Rancher use 
the same toolkit to solve VM 
integration with KubeVirt, despite 
their different architectures.

56 Mini-Kubernetes
Kubernetes can be totally over 
the top for newcomers, but 
less complex solutions can get 
you on the road to running this 
container orchestration platform 
in production environments.

26 Azure Files and File Sync
Become familiar with the services 
of Microsoft’s classic file shares 
for clients on Windows, Linux, and 
macOS in the cloud

32 grommunio
Uncouple your company from 
Microsoft’s cloud strategy and 
its severe security and data 
protection issues with this 
completely open source and fully 
compatible drop-in replacement 
for Microsoft Exchange.

38 Samba Winbind Logging
The Samba team has addressed 
the complexity of and difficulty 
in troubleshooting the logging 
service that allows Linux systems 
to join an Active Directory 
domain.

40 Implementing Zero Trust
This step-by-step guide to 
implementing zero trust models 
can help you make state-of-the-
art IT security a reality.

44 CouchDB Status Messages
CouchDB offers numerous 
interesting features for acquisition 
of and filtering status messages 
that make it a fast and convenient 
data storage solution.

10  CSI Drivers for 
Kubernetes
The proper choice of driver 
for the container storage 
infrastructure in small and 
medium-sized Kubernetes setups 
is crucial toward ensuring good 
functionality and performance.

16 Storage Management
Proactive data management 
ensures efficient and reliable 
data usage, improves 
performance, and secures the 
integrity and availability of 
storage, server, and hybrid IT 
infrastructures.

20 Zenoh, Silica, and OCP
The Open Compute Project, 
Microsoft’s data storage on 
glass, and standardized protocol 
structures for the IoT era 
are pioneering open storage 
technologies for future-proof 
hardware and software that 
make storage systems more 
durable, more manageable, and 
easier to repair.

62  Securing Domain 
Controllers
Configure your domain controller 
security settings correctly with 
Policy Analyzer and current 
Microsoft baselines for a leak-
tight Active Directory.

66 Secure SSH
Public key authentication 
further supplemented with 
one-time password or hardware 
authentication methods improves 
SSH security while offering 
genuine convenience.
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Nuts and Bolts

70 Dradis
This open source framework helps 
you create plans for carrying out 
team pentests and facilitates the 
task of standardizing reports from 
different tools to create summary 
output.

72 Red Hat Insights
Insights cloud service helps 
you monitor the security, 
performance, and availability 
of Linux systems in hybrid 
cloud environments, and new 
components now let you create 
systems with different cloud 
providers.

76  Optimizing for Linux on 
Azure
Explore the advanced networking 
strategies tailored for Linux 
workloads on Azure.

TrueNAS SCALE 24.04 “Dragonfish”
TrueNAS SCALE is a Debian-based, open 
source infrastructure solution with uni-
fied storage that scales up or out. SCALE 
is easily customized and expanded 
with the help of integrated apps, Linux 
containers, and VMs. The basis for all 
deployments is OpenZFS with its excel-
lent data management capabilities. To 
scale up, add drives or deploy scale-out 
object storage by adding multiple sys-
tems to a cluster. TrueNAS SCALE means:

• Scale-out ZFS
• Converged compute and storage
• Active-active reliability
• Linux containers
• Easy setup and management

10  |   Storage
Developments, management, and new tech

Improved management, suitable drivers, standardized protocol structures, 
and advancements in future-proof hardware and software lead to more 

durable, more manageable, and easier-to-repair storage.

20 Zenoh, Silica, and OCP

The Open Compute Project, 
Microsoft’s data storage 
on glass, and standardized 
protocol structures for the 
IoT era are pioneering open 
storage technologies.

32 grommunio

This open source groupware 
serves as a real alternative 
to Microsoft Exchange for 
customers who require a 
variety of certifications and 
compliance with a long list of 
regulations.

84 Data Deduplication

Significantly improve the 
efficiency and management of 
Windows Server 2022 storage 
resources by eliminating 
redundant data, which lowers 
costs and enables more 
efficient storage management.

84  Deduplication on MS 
Server 2022
Data deduplication tools boost 
efficiency in storage management 
by improving storage utilization 
and saving network bandwidth 
during backup and replication 
processes.

90 Rclone
You don’t need native clients for 
every single service just to back 
up or synchronize your data in the 
cloud; Rclone helps you handle 
these tasks for multiple cloud 
accounts at the command line 
or in a graphical front end.
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News for Admins

 Tech News
Open Source AGPL Added as License Option for Elasticsearch

Elastic has announced that they are adding the OSI-approved AGPL as a license option for Elasticsearch. 
“We never stopped believing and behaving like an open source community after we changed 

the license. But being able to use the term open source, by using AGPL, an OSI-approved license, 
removes any questions, or FUD, people might have,” says Elastic Founder and CEO Shay Banon 
in the announcement.

Banon says the company chose AGPL because it is a widely adopted, OSI-approved license. 
Additionally, he says, “We chose AGPL because we believe it’s the best way to start to pave a 
path, with OSI, towards more open source in the world, not less.”

Read more at Elastic (https://www.elastic.co/blog/elasticsearch-is-open-source-again).

Sovereign Tech Fund Invests in FreeBSD Development

The FreeBSD Foundation announced that Germany’s Sovereign Tech Fund (STF) (https://www.

sovereigntechfund.de/) is investing EUR686,400 (around $750,000) in the FreeBSD project “to drive 
improvements in infrastructure, security, regulatory compliance, and developer experience.”

“We are deeply grateful for this significant investment from the Sovereign Tech Fund, which will 
further enhance security and infrastructure for FreeBSD developers and users,” says Deb Goodkin, 
Executive Director of the FreeBSD Foundation.

The announcement (https://freebsdfoundation.org/blog/sovereign-tech-fund-to-invest-e686400-in-freebsd-infra-

structure-modernization/) states that supported work will begin in August 2024 and continue through 
2025, focusing on the following areas:

• Zero Trust builds
• CI/CD automation
• Reduced technical debt
• Security controls
• SBOM improvements
Read more at FreeBSD Foundation (https://freebsdfoundation.org/).

Red Hat’s OpenStack Services on OpenShift Now Generally Available

Red Hat has announced the general availability of OpenStack Services on OpenShift (https://www.

redhat.com/en/technologies/cloud-computing/openstack-services-on-openshift), which is the next major release 
of Red Hat’s OpenStack Platform. 

According to the company, Red Hat OpenStack Services on OpenShift helps organizations “man-
age complexity for faster, simplified deployments of both virtualized and cloud-native applications 
from the core to the edge all in one place.” 

Features include:
• Faster deployment of compute nodes. Le
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•  Greater flexibility to run applications that are bare-metal, virtualized, and containerized from 
one platform.

•  A scalable OpenStack control plane that can manage Kubernetes-native pods running on Red 
Hat OpenShift.

• Enhanced observability features.
• Improved security and compliance scanning of the control plane.
Read more at Red Hat (https://www.redhat.com/en/technologies/cloud-computing/openstack-services-on-openshift).

Juniper Networks Offers New AI-Native Courses and Services

Juniper Networks has announced a new Blueprint for AI-Native Acceleration (https://www.juniper.net/us/

en/solutions/blueprint-for-ai-native-acceleration.html) to “streamline and accelerate each stage of adoption of the 
company’s AI-Native Networking Platform (https://www.juniper.net/us/en/ai-native-networking-platform.html).” 

The comprehensive framework includes:
• Free education to ramp up knowledge and skills.
• Trial offers to let you test the benefits of solutions.
• Flexible licensing. 
• Innovative support services to speed deployment. 
For example, the company offers a free “AI in Networking for Business Leaders” (https://www.juni-

per.net/us/en/services/services-for-campus-and-branch.html) course, along with “a range of hands-on classes 
and actionable certifications (https://www.juniper.net/us/en/solutions/blueprint-for-ai-native-acceleration/learning-

and-certification.html) that help IT practitioners plan and start their AI-Native Networking Platform 
journey.” 

Juniper also announced new AI-Native Services for Campus and Branch (https://www.juniper.net/us/

en/services/services-for-campus-and-branch.html), offering turnkey services to help simplify your network 
AIOps transition.

Learn more at Juniper Networks (https://www.juniper.net/us/en.html).

Delphix Report Cites Growing Concerns Over Data Protection

Perforce Software recently released findings from the Delphix 2024 State of Data Compliance and 
Security Report (https://www.delphix.com/report/state-of-data-compliance-and-security), providing insights 
into the handling of sensitive data in non-production environments, such as development, testing, 
analytics, and AI/ML.

The recent explosive growth of data has led to increased compliance and security issues, with 
91 percent of survey respondents citing concerns about the expanded exposure footprint.

“Our goal with this report is to share the realities of sensitive data exposures in non-production 
to help enterprises better protect their data moving forward,” said Ann Rosen, Director of Product 
Marketing for Delphix by Perforce. 

The top concern cited by respondents involves data breaches and data theft (88%), the report 
states. Other concerns include: 

•  Regulatory compliance (86%) 
•  Ransomware (86%)
•  Data corruption and alteration (82%) 
•  Audit issues and failures (82%)
Additionally, 54 percent of respondents reported having experienced data breaches and theft 

in non-production environments, while 53 percent reported data corruption and alteration, and 
52 percent cited audit issues and failures.

Read more at Delphix (https://www.delphix.com/report/state-of-data-compliance-and-security).

Endor Labs Launches Magic Patches and Upgrade Analysis Tool

Endor Labs launched two new security-related features at the recent Black Hat conference 
(https://www.blackhat.com/us-24/) in Las Vegas.

The Upgrade Impact Analysis and Endor Magic Patches offerings aim to take the hassle out of 
hard-to-perform upgrades while also mitigating security vulnerabilities.
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Upgrade Impact Analysis shows you what breaking changes a fix could cause to 
help you more fully understand the impact of a dependency upgrade. Then, if the up-
grade is too risky or complex at the time, you can use Endor Magic Patches “to stay 
safe with a minimal patch that reduces the changes down to just what’s required to 
eliminate the vulnerability,” the announcement says (https://www.endorlabs.com/learn/

introducing-upgrades-remediation-give-developers-the-confidence-to-fix).
Endor Magic Patches can help you:
•  Respond to emerging threats
•  Reduce the urgency of upgrading
•  Support FedRAMP compliance 
Learn more at Endor Labs (https://www.endorlabs.com/).

Rackspace to Offer TuxCare’s Extended Linux System Support

Rackspace Technology has committed to delivering TuxCare Extended Lifecycle Support (ELS) 
(https://tuxcare.com/extended-lifecycle-support/) to its customer base, according to a recent announcement.

Specifically, Rackspace (https://www.rackspace.com/) will deliver TuxCare ELS for CentOS 6, 7, and 8 
and Ubuntu 16 and 18. The agreement also includes TuxCare ELS for Hypertext Preprocessor.

“As various Linux operating systems near their end-of-life dates, our collaboration with TuxCare 
ensures ongoing support and security for our customers,” said Jason Henderson, Compute & OS 
Product Manager at Rackspace.

Read more at TuxCare (https://tuxcare.com/blog/rackspace-technology-to-offer-tuxcare-extended- 

lifecycle-support-services/).

Announcing eLxr: Enterprise-Grade Linux for Edge-to-Cloud Deployments

The eLxr (https://elxr.org/) project has announced the first release of its open source, enterprise-grade 
Linux distribution for near-edge networks and workloads. 

According to the project website, eLxr provides a secure and stable edge distribution, with a 
predictable release and update cadence that ensures its suitability for long life cycles and long-term 
deployments.

In the context of edge deployments, demands such as over-the-air (OTA) updates, data aggrega-
tion, edge processing, predictive maintenance, and machine learning features, “necessitate a dif-
ferent architectural approach for both near-edge devices and servers,” the announcement states 
(https://elxr.org/post/elxr-announcement/). These requirements can result in the use of multiple distribu-
tions, creating a complex, heterogeneous landscape. 

eLxr aims to provide a more homogeneous solution that:
•  Caters to applications with stringent timing requirements.
•  Relies on a smaller footprint for better performance, optimized workloads, and smaller attack 

surface.
•  Includes built-in security features and dedicated hardware features that include secure boot, 

Trusted Platform Module (TPM), cryptographic engine, and more.
“With eLxr, the power and stability of Debian and its community serve as the foundation for 

edge-to-cloud deployments, delivering an enterprise-grade Linux distribution tailored for non-tradi-
tional use cases. This project unifies the enterprise tech stack, ensuring accessibility and scalability 
across edge and server projects while fostering innovation in areas such as near-edge networks,” 
says Mark Asselstine, Principal Technologist at Wind River Systems, which contributed the initial 
eLxr release.

eLxr is an MIT-licensed Debian derivative, and the project’s goals of accessibility, innovation, 
and open source integrity ensure that users benefit from a freely available Linux without propri-
etary restrictions. 

Learn more at eLxr (https://elxr.org/).

NSA Issues Zero Trust Guidance on Automation and Orchestration

The U.S. National Security Agency (NSA) has issued guidance on “Advancing Zero Trust 
Maturity Throughout the Automation and Orchestration Pillar” (https://media.defense.gov/2024/
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Jul/10/2003500250/-1/-1/0/CSI-ZT-AUTOMATION-ORCHESTRATION-PILLAR.PDF), which represents the final pillar of 
the Department of Defense’s zero trust framework.

The latest cybersecurity information sheet highlights the following three areas where automation 
and orchestration should be put to use:

•  To address repetitive, labor-intensive, and predictable tasks for critical functions and access 
control

•  To enhance critical functions
•    To coordinate security operations and incident response
The six other zero trust framework pillars are:
•  The user pillar (https://executivegov.com/2024/07/

nsa-issues-info-sheet-on-final-pillar-of-dod-zero-trust-framework/)
•  The devices pillar (https://executivegov.com/2023/10/nsa-guidance-pushes-for-zero-trust-security-in- 

dod-devices/)
•  The network and environment pillar (https://executivegov.com/2024/03/latest-nsa-csi-promotes- 

network-and-environmental-pillar-of-zero-trust/)
•  The data pillar (https://executivegov.com/2024/04/nsa-releases-guidance-for-advancing-zero-trust- 

maturity-throughout-the-data-pillar/)
•  The application and workload pillar (https://executivegov.com/2024/05/nsa-issues-guidance-for- 

maturing-application-workload-capabilities-under-zero-trust-dave-luber-quoted/)
•  The visibility and analytics pillar (https://executivegov.com/2024/05/nsa-releases-guidance-on- 

integrating-zero-trust-models-visibility-and-analytics-pillar/)
According to the announcement, this document also offers “recommendations for automating 

routine tasks to better focus resources on investigating anomalies associated with advanced tactics, 
techniques, and procedures.” 

Read more at the NSA (http://nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/

Article/3833594/nsas-final-zero-trust-pillar-report-outlines-how-to-achieve-faster-threat-respo/).

IT Pros Report Lack of Familiarity with Secure Software Development

A new report from OpenSSF and the Linux Foundation indicates that many IT professionals are not 
familiar with secure software development concepts and practices. 

According to the Secure Software Development Education 2024 Survey (https://www.linuxfoundation.

org/research/software-security-education-study), professionals in the following key roles reported being un-
familiar with secure software development:

• System operations (39%) 
• Open source program office (OSPO) members (38%) 
• Software developers (27%)
• Open source maintainers (23%)
• Security team members (16%)
The lack of familiarity in system operations and OSPO members is concerning, the report says, 

“as these roles are critical in managing and maintaining software infrastructure and open source 
initiatives, both of which are fundamental to a company’s overall security posture.” 

Other findings from the report provide insight as to the importance of secure software develop-
ment training and how tech professionals can acquire it. For example:

•  50 percent of professionals identify a lack of training as a major challenge for implementing se-
cure software development, increasing to 73 percent among data science roles.

•  69 percent rely on on-the-job experience as a learning resource for secure software develop-
ment, but it can take more than 5 years of such experience to achieve familiarity.

•  53 percent of professionals, especially those in system operations (72 percent), have not taken 
a course on secure software development, often due to the lack of awareness about good 
courses (44 percent).

The OpenSSF itself offers training courses — including Secure Software Development Fun-
damentals — and part of the motivation behind this survey was to identify topics for future 
courses. As a result of these findings, the OpenSSF says they will focus on developing a new 
security architecture course.

Read the complete report at the Linux Foundation (https://www.linuxfoundation.org/research/

software-security-education-study).

9A D M I N  8 3W W W. A D M I N - M AGA Z I N E .CO M

N E WSADMIN News

https://media.defense.gov/2024/Jul/10/2003500250/-1/-1/0/CSI-ZT-AUTOMATION-ORCHESTRATION-PILLAR.PDF
https://executivegov.com/2024/07/nsa-issues-info-sheet-on-final-pillar-of-dod-zero-trust-framework/
https://executivegov.com/2024/07/nsa-issues-info-sheet-on-final-pillar-of-dod-zero-trust-framework/
https://executivegov.com/2023/10/nsa-guidance-pushes-for-zero-trust-security-in- dod-devices/
https://executivegov.com/2023/10/nsa-guidance-pushes-for-zero-trust-security-in- dod-devices/
https://executivegov.com/2024/03/latest-nsa-csi-promotes- network-and-environmental-pillar-of-zero-trust/
https://executivegov.com/2024/03/latest-nsa-csi-promotes- network-and-environmental-pillar-of-zero-trust/
https://executivegov.com/2024/04/nsa-releases-guidance-for-advancing-zero-trust- maturity-throughout-the-data-pillar/
https://executivegov.com/2024/04/nsa-releases-guidance-for-advancing-zero-trust- maturity-throughout-the-data-pillar/
https://executivegov.com/2024/05/nsa-issues-guidance-for- maturing-application-workload-capabilities-under-zero-trust-dave-luber-quoted/
https://executivegov.com/2024/05/nsa-issues-guidance-for- maturing-application-workload-capabilities-under-zero-trust-dave-luber-quoted/
https://executivegov.com/2024/05/nsa-releases-guidance-on- integrating-zero-trust-models-visibility-and-analytics-pillar/
https://executivegov.com/2024/05/nsa-releases-guidance-on- integrating-zero-trust-models-visibility-and-analytics-pillar/
http://nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3833594/nsas-final-zero-trust-pillar-report-outlines-how-to-achieve-faster-threat-respo/
http://nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3833594/nsas-final-zero-trust-pillar-report-outlines-how-to-achieve-faster-threat-respo/
https://www.linuxfoundation.org/research/software-security-education-study
https://www.linuxfoundation.org/research/software-security-education-study
https://www.linuxfoundation.org/research/software-security-education-study
https://www.linuxfoundation.org/research/software-security-education-study
http://83WWW.ADMIN-MAGAZINE.COM


Le
ad

 Im
ag

e 
©

 w
eb

re
po

rt
er

, p
ho

to
ca

se
.c

om

Originally, container platforms ran 
without persistent storage, but with 
users increasingly porting stateful 
applications to stateless container 
clusters, a solution for persistent 
storage was needed so containers 
could save data in a directory before 
crashing or stopping. This problem 
prompted the Container Storage Infra-
structure (CSI) in 2019 to standardize a 
series of APIs that Kubernetes can use 
to request, modify, delete, and connect 
storage to one or multiple pods.
Of course, storage vendors also pro-
vide CSI drivers that convert Kuber-
netes CSI API calls for the associated 
storage. CSI drivers control both 
legacy hardware storage systems and 
software-defined storage (SDS). In this 
article, I look at the most important 
open source CSI drivers suitable for 
small and medium-sized Kubernetes 
installations and specify their areas of 
application. A complete overview of 

all currently available Kubernetes CSI 
drivers is available online [1].

CSI Drivers

A CSI driver that dynamically creates 
storage to match incoming persis-
tent volume claims (PVCs) must be 
capable of basic functionality, such 
as creating or deleting volumes. The 
driver also must address a number 
of optional functions (e.g., creating 
snapshots, clones, and expansions) 
and different forms of access – for 
example, Read/ Write Single pod 
(RWS) and Read/ Write Multiple pods 
(RWM), where multiple PODs have 
simultaneous read/ write access to a 
PV. CSI drivers work with either block 
or file back ends. In the container 
itself, both simply appear to be linked 
subdirectories.
Block storage volumes use a local 
filesystem such as XFS or ext4, which 

the Kubernetes node manages and 
loop mounts in the container. Block 
storage PVs are faster, especially for 
write access, because they use the 
filesystem cache of the local node 
but do not support read/ write-many 
access. For the filesystem-based stor-
age classes – Network File System 
(NFS), Server Message Block (SMB), 
or CephFS – on the other hand, it is 
exactly the other way around. RWM 
mode works, but without a write 
cache, which must not exist in a 
network-based filesystem.
A Kubernetes cluster is not limited 
to a single CSI driver. You have the 
option of using several storage con-
nections at the same time, and each 
driver is assigned a storage class. If 
an application creates a Persistent 
Volume Claim (PVC), it can be given 
the name of the storage class. As a 
rule, every Kubernetes cluster has a 
storage class annotated as

In small and medium-sized Kubernetes setups, the choice of the proper container storage infrastructure driver 
is crucial for the environment’s functionality and performance. We look at the most important drivers and their 
features. By Andreas Stolzenberger

Six storage drivers for Kubernetes

 All-Occasion  
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  is-default-class=true

which then acts as the default class 
and is automatically used for all 
PVCs that do not explicitly request a 
specific storage class.
Incidentally, a Kubernetes setup can 
also work without CSI drivers. In this 
scenario, the admin either needs to 
respond manually to an application’s 
PVC and create a PV that matches the 
claim, or, alternatively, the user can 
define a series of empty PVs that can 
then be used by a claim.

Hostpath

Hostpath [2] is the simplest CSI driver 
for Kubernetes. As the name suggests, 
this storage class creates subdirectories 
in a path on the host itself, if required, 
and then loop mounts these subdirec-
tories in the pod that requested the 
PV. Hostpath offers no redundancy for 
the PVs it creates, and only works on 
a single node. However, the GitHub 
repository comes with a warning for 
users: This driver is just a demo imple-
mentation and is used for CI testing. 
Despite this warning, Hostpath is often 
used for small single-node setups. 
Both MicroK8s and K3s use Hostpath 
in the basic installation.

controller, which handles CSI tasks 
such as processing PVCs and creating 
and deleting volumes; it comes with 
a snapshot controller, which – as the 
name suggests – creates snapshots 
of PVs and can therefore also clone 
existing PVs. The second component 
is a CSI-NFS node pod, one per node, 
that maps the NFS mounts to the re-
spective pods on the node.
As a filesystem driver, CSI-NFS sup-
ports ReadWriteMany access and can 
handle dynamically and statically 
provisioned volumes in parallel (Fig-
ure 1). The latter are particularly inter-
esting where systems and applications 
outside the Kubernetes cluster enable 
access to NFS resources. Among the 
various practical scenarios, you can 
operate a scale-out web server cluster 
on Kubernetes. You can collect static 
data such as HTML pages, CSS tem-
plates, or multimedia resources on an 
NFS volume and make the data avail-
able to all web server pods. The static 
HTML data can then be managed by 
an external system that has the right 
access to the NFS share.
CSI-NFS volumes are also a good 
choice as backup drives. Pods and 
sidecar containers can back up 
data from running applications 
and from SQL dumps (e.g., to NFS 
shares). An external backup or data 

Hostpath can do little more than cre-
ate and delete file-based PVs. Also, 
the driver cannot control or limit the 
memory quota. Nothing stops a pod 
filling up the entire free disk space on 
the host by writing to the connected 
PV. Of course, the CSI driver is very 
compact, making do with a single 
container and being frugal in terms 
of its resource requirements. Thus, 
Hostpath is suitable for small edge 
installations, especially on hosts that 
are low on hardware resources. As 
described in one of my previous ar-
ticles [3], edge setups with MicroK8s 
(Canonical) or K3s (SUSE) run on 
systems with just 1GB of RAM and 
one CPU core, even though they have 
a dynamic CSI driver in the form of 
Hostpath.

CSI-NFS

The CSI-NFS driver [4] takes the sim-
ple strategy of the Hostpath driver to 
the next level. In principle, this driver 
works in a similar way by only creat-
ing subdirectories for PVs. However, 
these subdirectories do not reside in 
an arbitrary host path, but on an NFS 
server. The host in turn integrates 
the respective NFS mount into the 
requesting pod. The driver comprises 
two components. The first is the NFS 

Figure 1: The CSI-NFS driver creates volumes with ReadWriteMany access in NFS shares. These volumes are a good choice for backups.
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warehouse system can then process 
the backup data.
CSI-NFS runs independently of the 
NFS server and supports protocol ver-
sions up to version 4.1. The driver 
supports several storage classes with 
different configurations in terms of 
the NFS server, base directory, or 
protocol version. Therefore, it is also 
a good choice for virtualized setups 
(see the “Classic vs. Hyperconverged” 
box) because it works with existing 
NFS environments without an addi-
tional SDS overheap.
The CSI-SMB driver [5] is an alterna-
tive to CSI-NFS, offering a range of 
functions comparable to those of its 
NFS counterpart, but using the SMB 
protocol instead of NFS. This op-
tion is interesting in environments 
with existing Windows file servers. 
The GlusterFS [6] distributed clus-
ter filesystem also has a CSI driver. 

Unfortunately, the project and the as-
sociated add-ons seem to have been 
dormant for a few months. As a com-
mercial provider and the driving force 
behind the project for many years, 
Red Hat has largely withdrawn from 
the GlusterFS project and is set to dis-
continue support for GlusterFS at the 
end of 2024.

TopoLVM

Much like Hostpath, TopoLVM [7] is 
another single-node storage option – 
although it is not the whole story. 
The driver uses the underlying host’s 
logical volume manager (LVM), man-
aging PVs as logical volumes with, if 
so desired, a thin-provisioned pool. 
TopoLVM comprises several compo-
nents, with the controller managing 
the storage classes and the incoming 
PV claims.
The node forwards the controller’s 
requests to the lvmd driver and man-
ages the PVs’ mount points and 
filesystems. The Node OS logical 
volume manager, the lvmd service 
(LVMd), is capable of running as 
a daemon on the operating system 
of the Kubernetes node. As a rule, 
TopoLVM starts lvmd as a privileged 
container in the node pod.
LVMd needs a matching configura-
tion that specifies the volume group 
names, among other things, to work 
correctly. On first launch, lvmd can 
import this information from a 
configuration file; it then saves the 
information as a Kubernetes con-
figuration map.
Unlike Hostpath, TopoLVM sup-
ports quota management. If a PVC 
requests a volume with 5GB of 
storage, TopoLVM delivers only a 
5GB logical volume, which the con-
nected pod cannot overfill, unlike the 
scenario with Hostpath. Moreover, 
TopoLVM can create snapshots to 
back up PVs – also by LAN to exter-
nal backup storage.
As mentioned earlier, TopoLVM of-
fers more than single-node storage. 
The TopoLVM controller can manage 
several nodes and LVMds and manage 
PVs that are distributed across several 
nodes. However, these PVs are then 

only available to pods that run on the 
same node as the LVMd. LAN access 
to PVs is not possible, nor is replica-
tion between PVs on several nodes.
Therefore, TopoLVM, like Host-
path, is primarily suitable for small 
single-node setups on edge devices. 
However, the overheap of TopoLVM 
and the resource requirements of the 
driver are greater than with Hostpath. 
On the upside, the driver does offer 
quota management and features such 
as volume snapshots and resizing. 
TopoLVM is the standard CSI driver in 
the MicroShift single-node Kubernetes 
distribution.

OpenEBS

On closer inspection, OpenEBS [8] 
from DataCore (or, more precisely, 
from its Perifery division) is not just 
one CSI driver, but three: Jiva, cStor, 
and Mayastor. What they all have in 
common is the use of replication con-
trollers to mirror the nodes’ local stor-
age resources on the LAN. The local 
resources then provide OpenEBS driv-
ers, which work much like Hostpath 
or TopoLVM.
The three replication engines are 
aimed at different areas of applica-
tion. Jiva uses Hostpath as a basis, 
acting as file-based storage to support 
read/ write-many access, but without 
snapshots or a write cache. cStor, 
which relies on a basic driver like 
TopoLVM to provide snapshot-capable 
replicated block devices, is faster. Ma-
yastor plays a special role, aimed at 
low-latency applications with NVMe 
resources on the nodes.
The OpenEBS low-level CSI drivers 
can also be used entirely without a 
replication controller. For example, 
users could use the OpenEBS Host-
path instead of the CSI Hostpath 
driver on a single-node setup. The 
OpenEBS ZFS CSI driver, which cre-
ates block PVs in ZFS pools, definitely 
occupies a special slot for brave 
admins.

Longhorn

Longhorn [9] is the default storage 
option in the Rancher Kubernetes 

Classic vs. Hyperconvergent

Many admins face the question of how they 
can operate their Kubernetes cluster and 
storage in the most efficient way. Should 
the Kubernetes nodes run on virtual ma-
chines or directly on the hardware? Should 
legacy storage systems or SDS be used? Do 
dedicated nodes provide the storage, or do 
the storage resources come from the nodes 
themselves in a hyperconverged environ-
ment? These questions unfortunately have 
many possible answers.
If you are considering a complete rebuild 
of a Kubernetes cluster with your own 
hardware, a bare-metal installation and 
hyperconverged storage from the nodes is 
going to be the most efficient solution, with 
no need for external, proprietary storage 
systems with complex storage area network 
(SAN) connections. Modern hyperconverged 
SDS delivers better performance and avail-
ability at significantly lower costs than clas-
sic SAN storage. These setups can then run 
virtual machines, as well, if required. How-
ever, if you set up Kubernetes on an existing 
virtualization platform with a connected 
SAN, you need a different infrastructure. SDS 
with its own redundancy on the virtual ma-
chines makes no sense. Given the underlying 
SAN, which already ensures high availability, 
a virtual SDS just wastes capacity and per-
formance. You either need very simple CSI 
storage or the cluster can address the exist-
ing SAN storage directly.
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default, Longhorn uses ext4 to format 
the block storage, but you can change 
the storage class definition to XFS.
Longhorn comes with a simple web 
user interface that primarily gives you 
an overview of the storage resources 
used and their replication states. 
The storage classes are configured 
as a YAML declaration. Snapshots of 
PVs can be created in the graphical 
user interface, or entire drives can be 
backed up. All Longhorn needs is an 
NFS share.

Rook for Ceph

For the sake of completeness, do not 
forget the Rook operator, which sets 
up hyperconverged Ceph clusters 
on Kubernetes. I will not go into 
the details of the operator and the 
resulting Kubernetes storage here, 
because Ceph is not suitable for 
medium-sized Kubernetes setups 
and definitely not for small setups. 

Kubernetes cluster on which the ap-
plications themselves run. Instead, 
Kubernetes network plugins can be 
used to move the storage traffic to a 
separate LAN.
A Longhorn setup can control sev-
eral storage classes if required (see 
Figure 2), which means users can 
use a three-replica setting for critical 
applications while relying on unrep-
licated volumes for test setups where 
redundancy requirements are not as 
strict. The latter case is also practical 
where administrators use single-node 
Kubernetes setups. When the cluster 
is expanded, the storage system can 
also grow, adding further nodes and 
implementing redundancy.
Additionally, nodes can be tagged 
and then assigned to different storage 
classes, which means you can bundle 
nodes with NVMe or solid-state disk 
storage in a fast pool and assign 
nodes with legacy disks to a slower 
storage class with greater capacity. By 

distribution. Like OpenEBS, Longhorn 
relies on a comparatively simple sub-
structure with the addition of LAN 
replication. Longhorn creates block 
devices on selected storage nodes 
not by LVM, but as image files in the 
regular filesystem of the Kubernetes 
node. The node CSI driver then uses 
iSCSI to publish these images to the 
LAN, where the Longhorn controller 
can mirror them across several nodes.
The volume mount is handled by the 
Longhorn client, which works on 
all nodes and establishes the stor-
age connection by iSCSI. As a result, 
Longhorn either lets dedicated nodes 
provide the storage resources or uses 
hyperconverged storage on all nodes. 
Of course, iSCSI transport for PV ac-
cess and replication places a burden 
on the network, as is common with 
other storage replication technolo-
gies. However, Longhorn does not 
necessarily have to handle storage 
access over the primary LAN of the 
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The resource requirements of the 
distributed object store are high in 
terms of CPU, memory, and – above 
all – network load. Any detailed 
description of the operator and the 
configuration of a hyperconverged 
Ceph cluster is well beyond the 
scope of this article.

Conclusions

Even if it sounds soberingly simple 
and old-fashioned, every Kubernetes 
cluster should have NFS storage as 
the second CSI driver in the system. 
This driver can be used to handle 
backups with or without sidecar 
containers, to aggregate logs, or to 
set up RWM storage for clustered 
applications. That said, the NFS 
connection should not be used as 
primary storage because the write 
performance is not up to the task of 
handling I/ O-intensive jobs in con-
tainers. Drivers such as TopoLVM 
and Hostpath are only suitable for 
single-node edge setups that you are 
not planning to scale up. However, 

this setup is likely to work well on 
the network edge, especially in com-
bination with an NFS connection for 
backups.
On the other hand, if you are de-
signing the single-node setup as the 
starting point for a growing cluster or 
are starting with a three-node setup 
from the outset, you will want to use 
Longhorn or one of the OpenEBS 
storage systems to set up redundant 
and high-performance PVs. Longhorn 
is the approach of choice because 
it makes setting up and operating 
hyperconverged storage far simpler 
than OpenEBS, and you get a simple 
user interface and the integrated NFS 
backup feature on top. 
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Figure 2: Longhorn supports multiple storage classes with different settings. The long2 class in this cluster uses the XFS filesystem to 
create PVs without redundancy (replica 1).

CSI Drivers for KubernetesF E AT U R E

14 A D M I N  8 3 W W W. A D M I N - M AGA Z I N E .CO M

https://kubernetes-csi.github.io/docs/drivers.html#production-drivers
https://kubernetes-csi.github.io/docs/drivers.html#production-drivers
https://github.com/kubernetes-csi/csi-driver-host-path
https://github.com/kubernetes-csi/csi-driver-host-path
https://www.admin-magazine.com/Archive/2024/80/Simple-small-scale-Kubernetes-distributions-for-the-edge/
https://www.admin-magazine.com/Archive/2024/80/Simple-small-scale-Kubernetes-distributions-for-the-edge/
https://www.admin-magazine.com/Archive/2024/80/Simple-small-scale-Kubernetes-distributions-for-the-edge/
https://github.com/kubernetes-csi/csi-driver-nfs
https://github.com/kubernetes-csi/csi-driver-nfs
https://github.com/kubernetes-csi/csi-driver-smb
https://github.com/kubernetes-csi/csi-driver-smb
https://github.com/gluster/gluster-csi-driver
https://github.com/gluster/gluster-csi-driver
https://github.com/topolvm/topolvm
https://github.com/openebs/openebs
https://github.com/longhorn/longhorn
http://WWW.ADMIN-MAGAZINE.COM


https://www.lpi.org/lpi25/?utm_medium=print&utm_source=lnm&utm_campaign=LPI25


Storage management covers the key 
aspects of enterprise management 
of storage resources and the compo-
nents involved, both on premises and 
in hybrid clouds and multiclouds, 
including functions for resource pro-
visioning, process automation, load 
balancing, capacity planning and 
management, predictive analysis, 
performance monitoring, data repli-
cation, compression, deduplication, 
snapshots, and cloning. Other tools 
include services for cloud storage and 
container management systems such 
as Kubernetes and the like.
In contrast, storage resource man-
agement (SRM) is a sub-aspect of 
enterprise storage management. From 
direct-attached to fabric-attached stor-
age, SRM is typically more closely 
tied to deployed storage hardware, 
whether in the form of software-
defined JBODs (just a bunch of disks) 
or self-contained intelligent storage 
arrays and subsystems. SRM also ap-
plies to hyperconverged environments 
and computational storage systems.

Accessing Data

A data-centric approach is increas-
ingly observed in today’s application 
operations and the associated IT 

environments. Information is used 
as a strategic resource that needs 
to be managed, analyzed, and pro-
tected to reflect its value. This data 
landscape typically consists of local 
environments and cloud systems 
from different providers, which can 
be geographically distributed, making 
data management itself more difficult. 
Data and storage management are 
interdependent disciplines. Hardware-
related storage management relates to 
physical storage resources and media 
such as hard disk drives (HDDs), 
solid-state drives (SSDs), tapes, and 
other devices. Storage-related data 
management is about the stored data, 
regardless of the physical storage 
medium.
In addition to the associated pro-
cesses, enterprise data management 
comprises the organization, backup, 
manipulation, analysis, and manage-
ment of all relevant data throughout 
the entire life cycle, including data-
base management, data integration, 
modeling, and quality assurance. Set-
ting up processes to identify a com-
pany’s critical information is closely 
tied to how the storage management 
resources are prioritized.
For example, email might be an or-
ganization’s top priority, but storing 

and archiving email data for a spe-
cific group (e.g., chief experience of-
ficer, CXO, leadership) will be more 
critical in the financial sector than 
other areas, such as marketing. It is 
important to make sure that these 
priorities are taken into account on 
the storage side.

Standardized Interfaces

Enterprise storage systems offer sup-
port for common management plat-
form APIs. The Storage Management 
Initiative Specification (SMI-S) for 
integrating resources from different 
providers – to support shared use 
and boost operational efficiency – 
has been increasingly adopted by 
manufacturers since 2021. The aim of 
standardization from an operations 
perspective is to manage storage 
devices from different providers as 
simply and securely as possible; after 
all, thanks to SMI-S, they all look the 
same “from the outside” and behave 
in an identical way, which in turn 
enables orchestration.
Version 1.2.5a Swordfish from June 
2023 (version 1.2.6 since January 
22, 2024) delivers an extension of 
the DMTF (formerly known as the 
Distributed Management Task Force) 

The goal of storage management is to ensure efficient and reliable data usage, both to improve the performance 
of storage, server, and hybrid IT infrastructures and to ensure their integrity and availability. We look at likely 
developments in corporate IT as a result of proactive data management. By Norbert Deuschle
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Redfish specification, allowing the 
same RESTful interface to be used 
– in combination with JavaScript Ob-
ject Notation (JSON) and Open Data 
Protocol (OData) – to manage storage 
devices and services transparently 
with block storage, filesystems, object 
storage, storage network infrastruc-
tures, and servers (Figure 1). This use 
of Swordfish and Redfish configura-
tions and resources also applies to 
the management of NVMe and NVMe 
over Fabrics (NVMe-oF).
The ability to connect to the cloud 
and manage it with Amazon Simple 
Storage Service (S3) as the de facto 
standard for object storage is now an 
option for storage systems virtually 
everywhere. In addition to automa-
tion and orchestration functions, 
other components of comprehensive 
(cloud) data and storage management 
include performance monitoring, 

in on top of the current shortage of 
skilled workers.
The trend toward convergence of 
storage management at the infrastruc-
ture level with storage-related data 
management tools is not affected. 
Organizations that take a more inte-
grated approach to storage and data 
management are able to accelerate 
application delivery and get rid of 
infrastructure silos. From an adminis-
trative perspective, software-defined 
infrastructures (SDIs) have the advan-
tage that two objectives can be kept 
in mind in terms of integrative IT: 
mobility and elasticity of the storage 
layer during operation. More capacity 
or computing power means adding 
these resources on the fly.
SDI uses cost-effective, scalable re-
sources in the public cloud, which en-
ables organizations to adapt to chang-
ing requirements in a better way and 

security, governance, compliance, and 
transparent cost management.

Integrative Strategies

Software-defined storage (SDS) prod-
ucts generally offer greater flexibility 
and scalability than hardware-only 
variants. In particular, the ability to 
adapt resources dynamically and in-
dependently of the platform, expand 
them across regions, and extend them 
into the cloud enables efficient scal-
ing, but also requires more careful 
planning and implementation. SDS 
systems are thus more complex to 
manage because of their inherent 
flexibility and the multitude of op-
tions and settings that depend on the 
size and heterogeneity of the appli-
cation. This essential configuration, 
monitoring, and ongoing system op-
timization work needs to be factored 

Figure 1: Swordfish standalone configuration with v1.2.5a of the Storage Management API specification.
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respond more quickly. In technical 
terms, SDS separates the control 
plane of the storage infrastructure 
from the purely physical hardware. It 
supports centralized management of 
the various storage resources and the 
automation of the processes involved 
through storage and data manage-
ment functions such as deduplication, 
compression, snapshots, replication, 
and data encryption. Depending on 
the provider, this means that critical 
data can be managed and backed up 
fully “in the box” (i.e., without resort-
ing to additional external toolsets).
Thanks to software-controlled enter-
prise storage, both the on-premises 
storage and the native public cloud 
storage environment can now be 
managed as an integrated SDI – as 
if the public cloud were just another 
storage system identified by its user 
interface. The public cloud is typi-
cally used for storage-intensive use 
cases such as data archiving – also 
for backups, disaster recovery, or 
cloud-native DevOps. What this com-
bination gives organizations above all 
is better control because critical data 
can be kept on site to ensure legal 
compliance with data governance, 
compliance, and data protection 
regulations.

AI Support for SDIs

A data services infrastructure that 
supports hybrid (multi)cloud opera-
tion is a key element of any modern 
data management strategy. The data 
management and storage functional-
ities for rapidly growing distributed 
file and object storage systems are 
logically combined on a management 
platform to cover the widest possible 
range of use cases for unstructured 
data, while reducing the costs of stor-
age and data management.
This infrastructure also has security 
benefits. With the help of artificial 
intelligence for IT operations (AIOps), 
a highly automated infrastructure is 
in a far better place when it comes 
to acting as a resilient platform for 
managing data services. The use of 
generative artificial intelligence (AI) 
and natural language processing also 

opens up further opportunities to ac-
celerate cyber recovery with the help 
of AI functions to meet service level 
agreement (SLA), recovery time ob-
jective (RTO), and recovery point ob-
jective (RPO) targets more effectively.
One example is the collaboration of 
backup platform providers with Mi-
crosoft Sentinel and Azure OpenAI 
Service. The use of AI significantly re-
duces the time required to investigate 
and define responses to cyber inci-
dents. Armed with proactive ransom-
ware detection or critical data identi-
fication, modern AI-powered backups 
are able to use machine-learning 
(ML) technologies to minimize the 
potential risks and support threat de-
tection (e.g., by providing immediate 
warnings if data is encrypted, unau-
thorized changes are made, or other 
anomalies occur).
In this way, the introduction of AI 
and ML transforms the backup and 
recovery processes – which were, to 
a great extent, previously reliant on 
manual intervention – into a highly 
automated, data-driven process that 
enables more consistent coordina-
tion with IT service management 
tools. These tools establish a central 
interface between IT and corporate 
management, which is increasingly 
forced to assume greater responsibil-
ity for the availability and security 
of applications and systems under 
the pressure of growing regulatory 
requirements. External catalysts and 
drivers of these developments relate 
to European Union (EU)-wide politi-
cal and regulatory requirements such 
as information and communications 
technology (ICT) resilience and mea-
sures to improve cybersecurity, in-
cluding the current implementation of 
the EU Digital Operational Resilience 
Act (DORA).

DevOps Challenges

In practice, however, storage and data 
management integration in the sense 
of a consistent overarching architec-
ture between on-premises and native 
cloud resources still poses various 
challenges, especially in the DevOps 
environment – not least because the 

number of stateful applications has 
increased very rapidly and, in some 
cases, uncontrollably in recent years. 
Persistent storage systems also run on 
separate systems outside native cloud 
environments, which makes the man-
agement overhead more complicated, 
less clear, and more expensive.
Interest in the provision of stateful 
applications with Kubernetes cluster 
systems has also increased because 
organizations do not always want 
to, or are not always able to, rely on 
a separate team to manage the stor-
age. Provided you have the necessary 
expertise, having the IT team that 
manages the Kubernetes cluster also 
manage all the storage resources con-
nected to this cluster will probably be 
more cost effective, while saving time 
and facilitating operations in nearly 
all cases. As a result, the need is 
growing for increased automation of 
storage management across all types 
of clusters to which different storage 
services can be connected. Develop-
ments in the field of AI-supported 
toolsets promise a remedy.
Tools are now available on the market 
to enable shared storage-related data 
management within combined file 
and object platforms – either in the 
form of cloud-native software or as 
an appliance that combines hardware 
and software.

Docking Containers with CSI

Strong growth in the area of unstruc-
tured files and the resulting increas-
ing attractiveness of object storage for 
new applications underlines the need 
for comprehensive consolidated stor-
age management that is essentially 
based on software-defined compute 
and memory resources. In SDIs, SDS 
uses a distributed system architecture 
for primary, secondary, and archive 
data that goes hand in hand with the 
development trend of breaking down 
isolated infrastructure silos in favor of 
flexible and scalable cloud-supported 
hybrid platforms.
The automation of DevOps processes 
to accelerate the process of creating 
cloud-native and scalable applica-
tions on the basis of containers and 
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DaaS offerings, this usually translates 
to additional charges. In the case of 
on-site VDI, this means organizing 
more storage space and boosting 
performance with faster all-flash ar-
rays in response to greater service 
acceptance.
In general, subscription services or 
on-demand services will only be suc-
cessful in the future if they are guar-
anteed by matching (i.e., reliable and 
measurable) SLAs, particularly in the 
fields of data protection, energy effi-
ciency, and sustainability.

Conclusions

Today, IT organizations no longer 
simply manage storage resources: 
They also view data management as 
a unique selling point in interactions 
with customers, competitors, markets, 
and applications. Storage manage-
ment tools not only make it easier to 
monitor, manage, and troubleshoot 
all the key components of a storage 
system but also control important pa-
rameters for compression, deduplica-
tion, and performance optimization. 
Modern platforms also provide ad-
vanced functions for setting up a per-
sistent cloud-native environment with 
a high degree of automation and SLA 
functionality for application data – 
without having to tie provisioning to 
IT operations.
Containers, service networks, 
microservices, immutable infra-
structures, and declarative APIs 
are required to ensure application 
performance for hybrid cloud envi-
ronments. In combination with ro-
bust AI-supported automation, they 
together enable the implementation, 
monitoring, and management of 
loosely coupled systems, which are 
then more resilient, relatively easy 
to handle, and centrally manage-
able. In terms of sustainability, en-
ergy-efficient platform use for data 
centers will be a key factor in reduc-
ing CO2 emissions. Organizations 
will need to take this into account 
in both their purchasing decisions 
and their planning. 

involves meeting the requirements 
of stateful workloads in production. 
Operators can choose from a growing 
number of open source projects and 
vendor platforms, such as OpenEBS, 
Rook Ceph, Longhorn, GlusterFS, or 
LINSTOR, and from a range of com-
mercial implementations by SUSE or 
Red Hat, to name just two.
As in legacy production operations, 
the increasing requirements in terms 
of high availability, performance, 
compliance, data security, and cyber 
protection must be taken into ac-
count in this environment. The key 
performance features when selecting 
a system are:

  Storage as a service to be capable 
of providing the services in cloud 
style.

  A high degree of automation, so 
that provisioning does not have 
too close a tie to IT.

  Optimized integration with existing 
developer processes.

  End-to-end functionality (edge-to-
core to multicloud).

A growing number of storage-as-a-
service offerings have been observed 
– in the past year in particular – that 
aim to facilitate the provisioning and 
management of server and storage 
resources. The motivation behind 
these offerings is often to limit capital 
expenditure (CapEx) and to simplify 
procurement, deployment, and ongo-
ing maintenance, especially where in-
vestments are typically not fully used 
during operations. Cloud offerings for 
IT management services can specifi-
cally help rationalize the entire infra-
structure operation in the storage en-
vironment. Examples include backup, 
disaster recovery, or archiving as a 
service.
These offerings also apply to vir-
tual desktops with data as a service 
(DaaS), which simplifies desktop 
provisioning and therefore data stor-
age management. That said, opera-
tors must ensure that their virtual 
desktop infrastructure (VDI) has suf-
ficient storage resources to meet the 
constantly growing performance and 
capacity requirements. In the case of 

microservices plays an important 
role. The cloud-native ecosystem 
has offered specifications for stor-
age management for some time, in 
the form of the Container Storage 
Interface (CSI) standard, to achieve 
a standardized, portable approach 
to the implementation and use of 
storage services that are based on 
containerized workloads in a faster 
and easier way. By definition, CSI is 
another option for providing arbi-
trary block and file storage systems 
for containerized workloads.
CSIs can be used to interact with stor-
age on a local server or outside the 
cluster itself. CSIs are also available 
for interaction with Azure or S3 stor-
age to support the use of cloud-native 
platforms for storing pod data. The 
data persists even if a pod itself disap-
pears. Vendors such as NetApp, Pure 
Storage, IBM, HPE, VMware vSAN, 
and others offer storage plugins for 
Kubernetes and the like. On the tool 
side, open source projects such as 
Kubestr are capable of analyzing the 
relative performance values of various 
storage configurations, even across 
cloud providers.

Efficient Data Management

Modern cloud-native applications 
that are based on containers and 
microservices integrate scalable file, 
block, and object storage services 
directly in the application cluster 
and merge them with other applica-
tions and services that allocate the 
storage. This combination makes the 
cloud-native cluster self-sufficient and 
portable across public clouds and on-
premises deployments, which in turn 
helps organizations modernize their 
data centers with dynamic application 
orchestration for distributed storage 
systems in local and public cloud 
environments.
However, even where higher level 
management tools such as Kuber-
netes use distributed filesystems such 
as NFS and GlusterFS, the use of a 
container-enabled storage fabric is 
still recommended if the design brief 
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The unabated growth of data that re-
quires higher density data carriers has 
made storage one of the most exciting 
IT topics. Hard disks and solid-state 
disks (SSDs) have to be replaced every 
five years or so, creating mountains of 
electronic waste. Most of these com-
ponents end up in the shredder for 
data protection reasons. Microsoft, for 
example, claims that it scraps millions 
of hard drives every year, which is not 
compatible with the company’s ambi-
tious environmental goals of offsetting 
all carbon emissions completely in just 
a few years. This goal is unlikely to 
occur without improved storage. The 
proposed solution is Microsoft glass. 
Another solution proposed by the Ital-
ian protocol manufacturer ZettaScale 
is the Zenoh data protocol.

Old Tech

Tape, although considerably more 
durable than hard disks, SSDs, and 
flash drives, doesn’t really have 
much of an effect for long-term stor-
age – at least not when compared 
with truly long-term approaches to 
storing knowledge such as books, mi-
crofiche, or (as an extreme example) 
hieroglyphics, which are legible for 
thousands of years because they 
are carved in stone or other perma-
nent media. What’s more, physical 
destruction of hard disks no longer 
offers any guarantee of rendering the 
data unreadable. On the contrary, it is 

already possible today to regenerate 
data even from the tiniest hard disk 
remnants. Therefore, improved meth-
ods or more secure storage media are 
urgently needed.
Another problem on the protocol side 
is the large numbers of what can be 
high-volume, roundabout requests 
and data transports required for ap-
plications such as industrial Inter-
net of Things (IoT) or autonomous 
transport. Because of today’s protocol 
structures, the overall system always 
needs to know where to find the re-
quired data. If the data is elsewhere, 
the request first passes through many 
routers to its destination. All told, 
this generates massive overhead, es-
pecially in terms of energy consump-
tion for communication. The more 
branches the network has, the greater 
this problem becomes.
Compared with these basic issues, 
other challenges are more cosmetic. 
However, better technologies could 
significantly improve the situation in 
these cases, too. Just consider, for ex-
ample, the waste of storage space and 
energy and the unnecessary effect 
on service life when writing to SSDs. 
When you transfer 1MB to an SSD, 
the drives actually writes consider-
ably more data. This effect is known 
as write amplification (WA), which 
occurs because SSDs erase far more 
roughly than they write. As a result, 
more data is moved and rewritten 
during rewriting than the storage 

medium has received (garbage 
collection).
WA is measured as the write amplifica-
tion factor (WAF), the ratio of the data 
written compared with the data sent 
to the storage system. If you send 1MB 
of data to an SSD, but the SSD writes 
1.5MB, the SSD has a WAF value of 
1.5. A WAF of 1 with zero overhead 
would be ideal. Sequential write oper-
ations come closest because they store 
large contiguous blocks of data. The 
WAF is highest when small snippets 
of data are written randomly, which is 
becoming increasingly common (e.g., 
because of the growing number of IoT 
environments).
Error diagnostics and tests for certify-
ing storage media for OpenShift Con-
tainer Platform (OCP) environments 
are also complicated and time-con-
suming, because they need to make 
it as clear as possible what a storage 
medium is suitable for and what you 
can expect from it. However, each hy-
perscaler uses different tools, some of 
which might be specific to a manufac-
turer, leading to gaps in the test suite. 
Moreover, the existing SSD error cor-
rection functions have only ever been 
accessible to hyperscalers.
Not all behavioral data generated 
when using the medium reaches the 
troubleshooter on the user’s side be-
cause of data protection. For example, 
you are still unable to access human-
readable, manufacturer-specific test or 
diagnostic data when troubleshooting 

The Open Compute Project, Microsoft’s data storage on glass, and standardized protocol structures for 
the IoT era are pioneering open storage technologies for future-proof hardware and software that make 
storage systems more durable, more manageable, and easier to repair. By Ariane Rüdiger

Storage trends for taming the flood of data
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storage media because the binary 
data must not leave the data center. 
Thus far, you have been forced to 
rely on the manufacturer’s response. 
Furthermore, if you have a heteroge-
neous environment, you are forced to 
work with many different firmware 
versions.
Most of these issues expose hyper-
scalers to pressure as a result of the 
size of their installations. The pro-
tocol problem, on the other hand, 
stands in the way of autonomous 
transport and effective industrial 
IoT. It therefore comes as little sur-
prise that many innovative solution 
proposals are either hatched within 
OCP, which was founded by IT major 
league players, or introduced into the 
OCP biosphere as soon as they are 
deemed to be reasonably practicable; 
however, other efforts are taking 
place elsewhere, as well.

Flexible Placement

The WA problem was initially ad-
dressed by overprovisioning, with 
host-side load-balancing instructions 
then being introduced in 2007. In 
fall 2023, the NVM Express (NVMe) 
committee adopted a new procedure 
for optimal data placement on flash 
memory: flexible data placement 
(FDP) [1]. FDP is defined in NVMe 

environments, where the data flowed 
to the SSDs with the use of different 
“writers” (applications, contain-
ers, virtual machines, namespaces, 
microservices, write patterns, etc.). 
OCP presented the results at a stor-
age conference last year (Figure 1). 
The results were that FDP reduces 
the wear and tear on data carriers by 
half, or even two thirds, and doubles 
or triples throughput. The WAF is 
consistently considerably lower, often 
with even a value of 1 – or close to 
it. According to OCP, implementa-
tion of the new process is progressing 
rapidly.

More Transparency for Test 
and Diagnostic Data
OCP is also doing something about 
the test and diagnostics problems 
with SMART logs or manufacturer-
specific logs to which people had 
access in the past that were of little 
practical use. The information the 
logs contained was too superficial to 
help people discover and eliminate 
the cause of error.
For data protection reasons, telemetry 
logs currently can only be read by 
the vendor. OCP is trying to improve 
the situation with several specifica-
tions included in the OCP data center 
NVMe specifications. First is to define 
a health information log with SSD sta-
tistics (version 1.0) suitable for moni-
toring masses of SSD media. Second, 
is a latency monitor that isolates 
current performance peaks to enable 
real-time debugging (version 2.0). 
Third is formatted telemetry, nearing 
completion in version 2.5, that results 
in human-readable telemetry data, so 
the user has independence from the 
storage system vendor when trouble-
shooting storage media.
OCP provides a simple interface in 
C++ and Python. The new telemetry 
software can also be integrated with 
existing test platforms that work with 
the vendor-independent OpenTAP, 
OpenTest, Fava, or ConTest interfaces.
OCP has also developed the new 
Northstar certification procedure. 
The idea is to outsource hyperscale 
qualification of NVMe SSDs to 

technical proposal TP4146. The idea 
is to adopt the technology into the re-
quirements for OCP-certified storage.
Essentially, FDP is about the host 
providing a virtual pointer for where 
best to store the data in the storage 
medium. The storage system then only 
needs to be capable of understanding 
the instructions, if available, and of 
placing the data in the prescribed su-
perblock instead of choosing one itself.
If no such notification occurs (i.e., the 
data comes from a system that is not 
FDP-enabled or the NVMe system itself 
is not FDP-enabled), it’s back to busi-
ness as usual: write, read, trim (i.e., no-
tifying that specific data on the SSD is 
no longer required and can be deleted), 
and all the other security mechanisms. 
On the upside, this method ensures 
backward compatibility with previous 
storage systems or application versions. 
Applications will benefit once they 
support the new process, but they will 
still run if they don’t, and devices can 
switch FDP on or off.
FDP is already in place in version 
5.19 of the Linux kernel, in the cross-
platform xNVMe tools starting at ver-
sion 0.7, in the free Qemu hardware 
simulator starting at version 8.0, and 
in nvme-cli, the NVMe command line. 
Further implementations are underway.
The process has already been 
tested in several heterogeneous 

Figure 1: Compared with legacy approaches, FDP fends off undesirable WAF levels up to a 
higher medium utilization level than previously possible.
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manufacturers or to the test facilities 
they commission. At the end of the 
day, other users could also benefit. 
The project includes a repository for 
open tests, open test development, 
and openly available tools. The whole 
thing is glued together by a clearly 
defined continuous integration and 
continuous delivery (CI/ CD) process.

Formatted Telemetry in 
Detail
Now the aforementioned human-
readable telemetry data comes into 
play. OCP’s work is advanced in 
this respect. Up to now, trouble-
shooting has been based on NVMe 
telemetry data. Specifically, areas 1 
and 2 of the log pages, that fill the 
storage medium with information, 
have been redefined starting in ver-
sion 2.5 of the telemetry log page 
(telemetry page hereafter) to contain 
data in a total of four separate data 
segments. Additionally, a cross-
disciplinary page, the OCP String Log 
page (string page hereafter), is also 
planned as a kind of directory of all 
encrypted strings on the telemetry 
page along with their ASCII transla-
tions. Samsung has taken on the task 
of defining the format.

As for the technical details, I’ll cover 
the structure of the string page first. 
The header points to the starting ad-
dresses of the other areas of the page 
and four sections. Three of the sec-
tions contain identifiers (IDs), and the 
fourth contains the ASCII strings to 
which the IDs translate.
The first section contains the IDs for 
vendor-specific statistics, including 
sub-sections. Each ID entry comprises 
the ID to which it points, a field with 
a length specification, and details of 
the offset to the start of the respective 
section. Section 2 contains vendor-
specific event IDs. The event fields 
are structured in the same way as in 
the statistics section, but with an ad-
ditional Debug Type field.
The third section contains further 
vendor-specific event IDs defined by 
OCP. The entries are structured in 
the same way as those in the vendor-
specific event ID section. Finally, the 
fourth section contains the human-
readable ASCII strings along with the 
associated IDs. The entries in the first 
three sections are sorted such that the 
entry with the shortest ID is assigned 
a counter value of 0; the longer an ID, 
the higher the counter.
The telemetry pages access this string 
page. A telemetry page is divided into 

a header and four sections (Figure 2). 
Sections 1 and 2 are particularly im-
portant for human-readable diagnostics 
data, which is why they are the main 
focus here. Section 1 has a fixed size 
and must not affect I/ O latency during 
readout. Section 2 is defined by the 
vendor and can influence I/ O latency.
The data in section 1 is broken down 
further. Each unit contains an OCP 
header; statistics; and first in, first out 
(FIFO) event memory. A maximum 
of 16 named FIFO event buffers are 
permitted; otherwise, their number is 
defined by the vendor.
The header defined by OCP for data 
section 1 contains basic information 
on the version, profiles, statistics 
(number of entries, which is vendor-
specific), the number of FIFO buffers, 
the log pages for NVMe SMART and 
health information, and the extended 
OCP SMART and health information.
In addition to the data, the indi-
vidual entries in the statistics field 
each include an ID, information on 
persistence, a reference namespace, 
and the data volume. The format sup-
ports several profiles that can differ in 
terms of the data section layout and 
in terms of the statistics, FIFO buffers, 
and events that are acquired. The ID 
tells you whether the statistics were 

Figure 2: Structure of the OCP telemetry page with the structure of data section 1 and the OCP header.
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Highly Modular Design

Microsoft has also already given some 
thought to system design. The three 
important components are the me-
dium shelf, along with autonomous 
handling robots, and the read and 
write systems. Unlike today’s tape 
systems, the three work completely 
independently of each other, which 
means that a highly modular system 
can be designed to reflect the require-
ments of the target use environment.
Conceivably, you could operate 
write-only units in one area and 
then transport the written media 
to another area where they are ar-
chived and read as required. Write 
technology then is not necessary, 
which lends itself to a heterogeneous 
archive structure. A preliminary study 
showed that data archives differ 
greatly in terms of the volume of data 
written and read, depending on their 
purpose. In principle, however, the 
volume of data read decreases with 
the age of the data, which is one rea-
son why the archive medium must be 
durable but inexpensive.
With modular systems of this kind, 
any system can be expanded to meet 
requirements. The racks comprise 
smaller racks that can be connected 
in series and set up parallel to each 
other. Only written media are stored 
there and are then ready for data 
retrieval. Each rack level has a rail 
along which a handling robot moves. 
The robot retrieves written media 
from the racks, takes them to the 
reading systems, and returns them to 
storage once the read is complete.
The robots can switch from a specific 
rail on the rack to the one above 
or below it by a tilting mechanism. 
In other words, if a robot fails or is 
blocked, the entire rack is not neces-
sarily down – only the area directly 
below that robot.
At the 2024 OCP Summit, Microsoft 
presented its groundbreaking pro-
posal to the open source community. 
The call went out to developers in 
all companies affiliated with OCP to 
develop the required components as 
quickly as possible and make them 
ready for use. Microsoft did not 

itself remains intact. To store more 
data, new disks are simply added. 
Glass is also insensitive to electro-
magnetic compatibility (EMC), which 
means that a digital legacy could fi-
nally become truly permanent.

Write Levels on a Glass 
Plate
Glass data carriers are written by a 
femtosecond (1015) pulse laser that 
penetrates the glass during writ-
ing. The data is therefore protected 
by the surface of the glass medium. 
Microsoft writes up to 200 separate 
data layers in a square glass medium 
about the size of a CD.
The laser creates line-like markings 
in the glass, which Microsoft re-
fers to as voxels. Depending on the 
orientation of the polarization, the 
voxels can be rotated, which means 
a voxel can represent more than 
one bit. Each level can be described 
separately with voxels. Thanks 
to cryptographic procedures, the 
written data (1) is redundant and 
(2) cannot be read without decryp-
tion. It also cannot be manipulated 
retrospectively, which would make 
technologies such as blockchain 
superfluous, at least in part.
Around 1,000 voxels per level are 
bundled into a square field that, 
with all of its levels, is the basic 
unit when reading the data carrier 
with a polarization-sensitive micro-
scope in daylight conditions. The 
different orientation of the voxels 
polarizes the incident light, and this 
polarization is measured. When 
reading, it is not the medium that 
moves but the reading beam (beam 
steering) to minimize the risk of 
breakage.
With this method, reading speeds 
similar to the latest Linear Tape 
Open (LTO) standards can be 
achieved in the laboratory. Micro-
soft claims to have already read 
square media completely from cor-
ner to corner in the lab. The read 
signals are decoded for everything 
on a square 1,000-voxel field on the 
data carrier by artificial intelligence 
and machine learning.

defined by OCP or by the vendor. 
The persistence indicator tells you 
whether the data is retained after a 
reset or failure. The oldest entry is 
assigned a serial number of 0.
Each individual entry in a FIFO 
buffer contains several fields: a de-
bug type (e.g., NVMe, PCIe, reset), 
a matching ID, the data volume, 
vendor-independent data, the vendor 
identification for the specified ID, 
and vendor-specific data.
The data in data section 2 is struc-
tured like the data in field 1, but 
without the OCP header. Instead, the 
addresses of the data in area 2 are 
specified as an offset to the start field 
of data section 1. From the identifiers, 
you can now read the data you need 
from the system in the string page.
This format is close to adoption and 
looks likely to make the lives of stor-
age troubleshooters in hyperscale en-
vironments far easier. One hopes, and 
it is even likely, that this technology 
will establish itself in other storage 
environments.

Glass Storage

Microsoft has taken an in-depth look 
into the issue of storage medium 
transience. The result is an ad-
vanced strategy for a storage system 
on glass media. Project Silica [2] 
was launched by Microsoft around 
six years ago at the University of 
Cambridge. In 2022, it presented its 
initial results at a Microsoft science 
conference.
The material has some very attractive 
advantages. The handling of glass 
is known to be very durable when 
needed. When no longer needed, 
glass can be melted down and made 
into new glass. The material is one 
of only a few that do not notably 
degrade when melted and reformed. 
Glass is also easy to transport, even if 
a little care is required, and it can be 
formed into any shape desired. Raw 
materials are also readily available 
and comparatively cheap.
Microsoft’s ideal vision is huge stor-
age banks of transparent data carriers 
in the cloud, which can remain in 
operation as long as the data center 
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provide any forecasts on the time 
required for this step.

A Protocol for the New Age

Another open source innovation, al-
though (yet) outside the scope of OCP, 
was recently presented to the general 
public on an IT press tour in Madrid: 
the Zenoh data protocol [3]. This 
network protocol is expected to play a 
similarly important role in data trans-
port to IP in the development of the 
Internet as Kafka does today for real-
time data streaming, or to certain pro-
tocols in robotics. Zenoh could replace 
important protocols in both worlds.
The originator of the idea is Italian 
protocol manufacturer ZettaScale. 
Around a third of the approximately 
60 employees there are involved in the 
further development and implementa-
tion of Zenoh. The development work 
is taking place in France and the Neth-
erlands. Historically, the company is 
an ADLINK Technology spin-off. The 
strategic partner is TTTech Auto, an 
Austrian company that specializes in 
automotive, robotics, and IoT.
Zenoh is intended to put an end to 
the patchwork of protocols typical of 
today’s edge-to-core implementations. 
This protocol confusion is the main 
reason for delayed IoT and robotics 
implementations in the industrial sec-
tor and for the high energy consump-
tion caused by data transport.
In contrast to other solutions, Zenoh 
is not host-centric, but data-centric 
and consistently decentralized. It 
combines the handling of data at rest, 
transported data, and data currently 
used in computing processes in all 
areas. Its abstractions are location 
independent. Queries can be distrib-
uted across heterogeneous systems. In 
terms of the publish-subscribe-query 
(pub-sub-query) structure, it is similar 
to REST. The work is well advanced. 
The protocol is due for certification 
in line with ISO 26262 Automotive 
Safety Integrity Level D (ASIL D, the 
highest integrity requirements) in the 
near future. The standard describes 
the safety of autonomous vehicles.
Zenoh has already been used in the 
US Indy Autonomous Challenge, a 

race for autonomous vehicles, as well 
as in autonomous vehicles and trains 
run by German national railway op-
erator Deutsche Bahn. The field of ap-
plication in each case is autonomous 
communication between vehicles 
or robots and their environment. 
An evaluation by Open Robotics 
showed that Zenoh performed best 
of all the protocols. Compared with 
the Data Distribution Service (DDS) 
protocol, which is often used in this 
environment, it drastically reduces 
the number of discovery packets 
and therefore increases the number 
of data packets transported during a 
unit of time – particularly in multicast 
environments.
Zenoh offers native libraries for major 
modern programming languages (e.g., 
Rust, C or C++, Python, JavaScript, 
REST, etc.). Shared memory is sup-
ported. The protocol is based on the 
data layer, but can also work with 
existing network or transport layers. 
Thanks to its tiny overhead of just 5 
bytes, it also works in the smallest 
embedded and other environments, 
as well as on Linux, macOS, Win-
dows, and – currently as an alpha 
version – QNX. Potential platforms in-
clude Arduino, ESP32, Mbed, Zephyr, 
and others, along with automotive 
micro-synthetic aperture radar 
(MICROSAR) by AUTOSAR Classic.
The protocol also works on any topol-
ogy: peer-to-peer, routed, or with a 
broker. The pub-sub-query mecha-
nisms satisfy a data request from the 
next node that has the data available, 
minimizing transport routes for data 
by doing so. Requests can be an-
swered simultaneously by all nodes 
on which the required data is avail-
able, because they no longer have to 
pass through a central cloud, but only 
to the sources of the required data.
If a car has an accident when cross-
ing an intersection and the accident 
needs to be investigated at a later 
time, the data from each vehicle (and 
from traffic lights or other optical 
sensors located at the scene of the 
accident) could be provided automati-
cally to the investigation team for the 
exact time of the accident. The inves-
tigation team does not have to know 

exactly which device they need to ac-
cess at the scene of the accident, be-
cause the black boxes in the vehicles 
might no longer have any information 
about the critical moment.
Datasets that can be queried (query-
ables) can also extend across replica-
tions or partitions but are still recog-
nized when queries are answered. 
Requests to storage are represented 
by a queryable and a subscriber that 
orders data from there.
Zenoh’s energy efficiency, with its 
improvements of several orders of 
magnitude, is the result of greater 
process efficiency, because only a 
small amount of energy is required 
to assemble and process a dispatched 
packet. Moreover, only the necessary 
payload bytes are sent, with very little 
overhead and by the shortest possible 
route.
ZettaScale now also offers an online 
platform, similar to Confluent for 
Kafka, that can be used to provide, 
manage, and monitor cloud-to-micro-
controller infrastructures.

Conclusions

Approaches such as ZettaScale’s 
Zenoh and glass storage media clearly 
demonstrate that storage and IT have 
by no means reached the end of their 
potential for taming the flood of data. 
Instead, they may well be setting off 
for completely new shores to handle 
the tasks that await them. Admins 
can see some promise in battling to-
day’s storage and protocol worlds at 
data centers, as the approaches cur-
rently being pushed toward maturity 
by OCP show. Be ready to keep your 
eyes peeled so you can get involved 
as soon as the threshold of practical 
maturity has been crossed. 

Info

[1]  SNIA: flexible data placement:  

[https://  www.  snia.  org/  educational-library/ 

 flexible-  data-  placement-  open-  source- 

 ecosystem-  2023]

[2]  Project Silica:  

[https://  www.  microsoft.  com/  en-us/ 

 research/  project/  project-silica/]

[3]  Zenoh: [https://  zenoh.  io]
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The unabated trend toward cloud-
based infrastructures has given rise 
to many new web applications and 
services that differ in terms of their 
architecture from the legacy client-
server model. Storage management is 
no exception, with object storage for 
virtually unlimited volumes of data 
on the rise in the form of services 

that offer compatibility with Amazon 
Simple Storage Service (S3) – or at 
least similar functionality. Microsoft 
is also looking to become a serious 
player in this field, offering blob con-
tainers, queues, and tables as storage 
for cloud-native applications in the 
Azure cloud.
Azure Files is Microsoft’s way of im-
plementing serverless, fully managed 
file shares in the cloud to integrate 
clients on Windows, macOS, and 
Linux over the Server Message Block 
(SMB) or Network File System (NFS) 
protocol [1]. (See the “Legacy CIFS, 
SMB, and NFS” box.) Users can still 
rely on familiar approaches (e.g., the 
graphical File Explorer, the command 
line, PowerShell, and Linux Shell). 
In a best case scenario, clients and 
end users will not even notice a dif-
ference compared with working on 
a legacy local file server. Moreover, 
the service comes with a REST API, 
referred to as FileREST API in the on-
line documentation, to enable access 
over HTTPS.
Organizations pursuing a cloud strat-
egy cannot simply replace existing 
SMB- and NFS-based applications 
and services with state-of-the-art 

alternatives overnight, which raises 
the question of how to migrate exist-
ing applications that are based on 
these protocols to the cloud. Although 
you could simply move servers you 
previously operated on-premises to 
virtual machines in the cloud, Micro-
soft’s Azure Files [2] offers a leaner 
alternative.

Getting Started on the 
Azure Portal
To get started with Azure Files, you 
first need a storage account in the 
Azure cloud. The quickest way to set 
things up is to select Create a resource 
at the top of the vertical menubar 
on the left of the Azure portal. You’ll 
find Storage accounts in the list of 
services and the Azure Marketplace 
where you can select Create | Storage 
account. Alternatively, you could use 
PowerShell or the Azure command-
line interface (CLI) to create a stor-
age account with shares, but I will 
continue to follow the wizard for the 
time being.
Select your subscription and, if al-
ready available, the target resource 
group. If you are looking to map a use 

Azure Files and Azure File Sync are Microsoft’s classic file shares for clients on Windows, Linux, and macOS 
in the cloud. We introduce you to their services and guide you through their setup. By Christian Knermann
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Legacy CIFS, SMB, and NFS

LANs in corporate environments are still in-
habited by business-critical applications that 
adhere to traditional principles and rely on 
conventional file shares. Windows in particu-
lar relies on the SMB/ Common Internet File 
System (CIFS) protocol, but macOS and Linux 
(with the cifs-utils package) also use it.
Microsoft coined the original term “Common 
Internet File System,” and it is still a part of 
everyday life. On closer inspection, however, 
CIFS only refers to the first standardization 
proposal that Microsoft submitted to the 
Internet Engineering Task Force and not 
the SMB protocol, which has now reached 
version 3.1.1. Therefore, I will only be refer-
ring to SMB in this article. The free Samba 
program package allows Linux and Unix 
derivatives to act as SMB servers and even 
(to a limited extent) as domain controllers in 
Active Directory (AD), although they rely on 
NFS by default.

Get to know Azure Files and Azure File Sync

 Files Without Borders
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further network configuration tasks, 
depending on the application, be-
cause many company networks, but 
also Internet providers, block TCP 
port 445, which is used for SMB. If 
your SMB clients themselves reside 
in the Azure cloud, you won’t have 
a problem. For local clients you will 
need a virtual private network (VPN) 
or ExpressRoute connection between 
your local network and the Azure 
network with a private endpoint for 
Azure Files within your Azure virtual 
network. Microsoft explains what 
you need to think about in terms of 
network operation in the online docu-
mentation [4].

Data Protection

The Data protection tab does not 
address data protection in the legal 
sense; instead, it means protection 
against accidental deletion. Micro-
soft prescribes a retention period of 
seven days for file shares. It is im-
portant to note that this only refers 
to the deletion of the file share as a 
whole and not to individual data in 
the share. In other words, the pro-
tection function is no substitute for 
backups and snapshots, which you 
will want to configure for each file 
share.
On the tab for encrypting inactive 
data, you can choose Microsoft man-
aged keys (MMKs) or customer man-
aged keys (CMKs). In the first case, 
Microsoft has the keys and takes care 
of rotating them regularly. You can 
also manage your own keys, but then 
you have to take care of the rotation 
process yourself. You also need to 
authorize Azure Files to access your 
keys to enable read and write re-
quests from clients.
Optionally, you can add tags to the 
storage account to make it easier 
to categorize resources and display 
consolidated billing in large environ-
ments. The final step is to verify the 
selected settings and create the stor-
age account; it will appear a short 
time later under Storage accounts 
in the Azure portal’s main menu. 
When you select the object, the por-
tal shows you a submenu where you 

(NTLMv2) protocol to support iden-
tity-based authentication by Kerberos 
and shared keys, only host-based 
authentication is available for NFS ac-
cess. Also, Azure Files only supports 
optional Internet access for SMB from 
version 3.0 upward and not for NFS. 
Therefore, I will focus on SMB shares 
herein.
Regardless of performance, redun-
dancy also influences the maximum 
size of file shares. Locally redun-
dant and zone-redundant accounts 
can hold up to 100TB with the 
optional large file shares, whereas 
geo- and geo-zone-redundant ac-
counts are restricted to a maximum 
of 5TB. You can also enable support 
for large file shares at a later date, 
but you cannot undo this once the 
option has been enabled. In terms 
of costs, you can configure a lower 
maximum capacity for individual 
shares at a later date.
On the Advanced tab, keep the default 
settings. TLS 1.2, the highest avail-
able minimum version for transport 
layer security, is already enabled 
here. Optionally, you can restrict copy 
operations to storage accounts in the 
same Microsoft Entra ID Tenant or ac-
counts with private endpoints to the 
same virtual network. At press time, 
Microsoft was still tagging this func-
tion as a Preview.

Access over Public Networks

Further options for restricting access 
can be found on the Networking tab. 
Public access from all networks is 
active by default, and that includes 
from the Internet. Alternatively, you 
can restrict public access to selected 
virtual networks and IP addresses or 
disable it entirely so that only private 
access remains, for which you need 
to configure a private endpoint con-
nection. The preselected Microsoft 
network routing preference means 
that data traffic is routed as near as 
possible to the client in the Micro-
soft cloud, whereas Internet routing 
means routing close to the Azure 
endpoint.
Even when public access is active, 
it does not eliminate the need for 

case fully in the cloud, the resource 
group containing the SMB or NFS cli-
ents is the obvious choice. When you 
name the storage account, note that 
this part of the URL is used for access 
over public networks, which means 
it must be globally unique. If you try 
something generic, such as azurefiles 
or azfiles, the portal will respond with 
an error message because the name is 
already in use. In this example, I use 
cloudyfilethings as the account name 
for the examples.

Differences in the Azure 
Accounts
In terms of performance, Microsoft 
distinguishes between standard (a 
universal v2 account that relies on 
hard disk storage) and premium 
(also known as FileStorage) ac-
counts. The standard account, ac-
cording to Microsoft, covers most 
use cases with up to 1,000 input/ 
output operations per second 
(IOPS). Besides file shares, this type 
of account offers blob containers, 
queues, and tables as storage re-
sources and supports locally redun-
dant (LRS), zone-redundant (ZRS), 
geo-redundant (GRS), and geo-zone-
redundant (GZRS) storage [3].
The premium account uses solid-state 
disks (SSDs) as the data carriers and 
is recommended for applications that 
require particularly low latency and 
more than 1,000 IOPS. A FileStorage 
account can exclusively contain ei-
ther file shares, page blobs, or block 
blobs, but no other storage resources 
at the same time, and only offers the 
LRS and ZRS redundancy types.
Another important difference is not 
immediately apparent. Standard ac-
counts only support versions 2.1 to 
3.1.1 of the SMB protocol, whereas 
NFS is reserved for premium ac-
counts. Also note that Azure Files 
currently only supports NFS up to 
version 4.1 and that restrictions ap-
ply. For example, functions such as 
delegations and callbacks of all kinds, 
Kerberos authentication, and encryp-
tion during transfer are missing.
Whereas Azure Files for SMB relies 
on version 2 of the NT LAN Manager 
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can modify the advanced options 
selected during setup, along with the 
network, data protection, and encryp-
tion settings. This process only works 
if the function dependencies allow it. 
For example, enabling an option for 
large file shares restricts the choice of 
redundancies.

Shares with Backups and 
Snapshots
Select File shares under the Data 
storage section of your storage ac-
count and create an initial share; I 
use cloudysharethingy as the name 
for this example. Besides defining 
a name, you can edit the tier in the 
general information section, which 
is all about defining the primary pur-
pose of the file share. The Hot tier 
is used for universal file shares that 
support direct interaction with end 
users working in a team and as a 
basis for Azure File Sync.
The Cool tier optimizes storage for 
use as an online archive, and the 
Transaction optimized tier is recom-
mended for transaction-intensive 
server applications without par-
ticularly strict latency requirements. 
Premium is only available for storage 
accounts that use SSD-based pre-
mium storage. I selected Hot for my 
first share.

On the Backup tab, Microsoft enables 
daily data backups by default and 
stores these for 30 days. Alternatively, 
you can configure an individual 
backup policy. The available options 
are easy to understand. Instead of a 
daily backup, you can opt for backups 
every four, six, eight, or twelve hours.
Once the share has been created, you 
can then manually initiate an initial 
backup under the Operations sec-
tion with the Backup tab or simply 
wait for the first scheduled backup to 
run. Once a backup is available, you 
can either restore the entire share or 
retrieve individual folders and files. 
In addition to backups, you can cre-
ate up to 200 incremental snapshots 
for each share by selecting Snapshots 
under the Operations section; you can 
store these files for up to 10 years for 
read-only access.

Connecting Windows, Linux, 
and macOS
To begin, I’ll start by connecting 
the share manually on a client. If 
you do not have any other form of 
identity management (I will return 
to this in a moment), you will need 
an access key as a password. This 
key can be found under Security + 
networking | Access key at the stor-
age account level. The Azure portal 

offers you two keys that you can use 
interchangeably and rotate indepen-
dently, which means you can replace 
one of the keys while you are using 
the other.
Now connect a network drive on 
a Windows client in Explorer, for 
which you will need the fully quali-
fied domain name (FQDN) of the 
storage account and the share as the 
target; in this case, it is \\cloudyfile 
things.file.core.windows.net\cloudy 
sharethingy. Enter the name of the 
storage account in the field for the 
username and one of the two access 
keys as the password (Figure 1). You 
will now see the share in the cloud 
as a network drive in Explorer. As an 
alternative to the graphical dialog, 
you can pop up a command line on 
Windows and type

net use Z: U
  \\cloudyfilethings.file.core.windows.net\U
  cloudysharethingy U
  /USER:cloudyfilethings "<access key>"

or you can use PowerShell:

New-SmbMapping U
  -LocalPath Z: U
  -RemotePath "\\cloudyfilethings.file.U
   core.windows.net\cloudysharethingy" U
  -UserName "cloudyfilethings" U
  -Password "<access key>"

Figure 1: Accessing Azure Files with File Explorer is hardly any different from accessing local file shares.
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to determine in which subscription 
and resource group the service will 
be located and give it a name (cloudy-
syncthingy in this example). As with 
the storage account, you can allow 
access by all networks or only by 
private endpoints; proceed to tag the 
resource, if so desired, and create it.
Now switch to the new resource. In 
the submenu, select Sync group and 
create a new group. Besides a name, 
you also need to select the subscrip-
tion, the target storage account, and 
a share that will play a bidirectional 
role as the source and target for 
synchronization with your local file 
server.

Configuration for Windows 
Server
If not already in place, install the 
PowerShell module for Azure Resource 
Manager on the local file server by 
running

Install-Module -Name AzureRM

in an admin PowerShell, which 
prompts you for the NuGet provider 
and permission to use the PSGal-
lery repository, both of which you 
confirm.
Now download and install the Azure 
File Sync agent, which is available 

Fortunately, Microsoft offers several 
options for granular identity and au-
thorization management, including 
integration with Entra ID, the cloud-
based identity and access management 
(IAM) tool formerly known as Azure 
AD, and integration with a local AD [5], 
which requires synchronization of the 
local AD with the cloud in Microsoft 
Entra Connect, the product formerly 
known as Azure AD Connect.

Setting Up Synchronization 
Services
SMB shares that you migrate to the 
cloud with Azure Files look just like 
local resources to end users, but 
what do you do if the bandwidth is 
too low or the latency too high, and 
users complain about poor perfor-
mance when they try to work with 
data stored there? This is where 
Azure File Sync enters the scene. 
It uses one or more Windows serv-
ers – that can even reside at differ-
ent sites – for local caching. This 
arrangement cleverly combines the 
advantages of centralized storage in 
the cloud with the faster speed of 
local access.
On the Azure portal, select Create a 
resource from the main menu, search 
for Azure File Sync, and set up a new 
resource of this type. The first step is 

Folders and files that you save in the 
file share on Windows from this point 
on will also appear when you use the 
Browse item to view the share on the 
Azure portal. The Connect option in 
the header of the view also supplies 
scripts for Windows, Linux, and ma-
cOS, which you can use to integrate 
the share in the future without any 
manual overhead (Figure 2).

Granular Authorizations – 
Only with IAM
Note that although the connection 
is quickly configured with an access 
key, it does not support granular 
authorization. In other words, when 
you mount a share, you automatically 
have full administrative authoriza-
tion. Microsoft only recommends this 
type of access in conjunction with 
VPN connections and private end-
points, but not for public access over 
the Internet. In the share itself, you 
cannot easily assign NTFS permis-
sions to users and groups from your 
local domain because the storage ac-
count in the cloud does not recognize 
these IDs. Therefore, the use of an 
access key to integrate a share is only 
suitable for a few server applications 
that do not require direct interaction 
with end users; it is definitely not 
going to be your option for teamwork.

Figure 2: The Azure portal offers scripts to help users mount shares on Windows, Linux, and macOS.
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for Windows Server 2012 R2, 2016, 
2019, and 2022 [6]. The setup routine 
shows the ubiquitous license agree-
ment, prompts you for the installation 
path, and optionally uses a proxy 
server and Microsoft Update.
The configuration wizard connects to 
either the Azure cloud or to separate 
cloud instances for the Chinese mar-
ket or the US government. As a rule, 
AzureCloud is going to be the right 
choice. After logging in to the cloud 
with an admin account, select your 
subscription, the resource group, and 
the storage synchronization service.
The wizard then registers your server 
in the cloud and tests the network 
connection. If both actions are suc-
cessful (Figure 3), the server appears 
on the Azure portal in the storage 
synchronization service resource in 
the Registered servers option under 
the Sync section.
Next, navigate to the view of the 
previously created synchronization 
group, and under Server endpoints, 
select Add server endpoint. In the 
next step, set up your local server and 
a path on the server as the remote 
synchronization point.

If you want to transfer large volumes 
of data, Microsoft also supports 
the Data Box and Data Box Heavy 
methods [7] as alternatives to 
network-based synchronization. In 
this case, the data then finds its way 
to the cloud by means of Microsoft 
sending you a special Data Box stor-
age device to which you copy the 
desired data offline before mailing 
the device back to Microsoft.
With cloud tiering disabled by default, 
the service synchronizes all data be-
tween your local server and the cloud. 
If you enable cloud tiering, the service 
only stores hot data locally, whereas 
cold data remains in the cloud. If data 
is already available both locally and in 
the cloud before the initial sync, Azure 
File Sync keeps both files in the event 
of conflicts. Alternatively, you can de-
fine the local server as the lead, which 
means that files that already exist in 
the cloud are overwritten in the event 
of file conflicts.

Conclusions

Despite trends toward the cloud, 
many use cases still rely on legacy 

SMB and NFS shares on the local 
network. Azure Files sees Micro-
soft support file shares that do not 
require conventional file servers 
in the cloud. From the perspective 
of clients on Windows, Linux, and 
macOS, users are unlikely to notice 
any difference.
However, you will need to integrate 
your local AD with the Azure cloud 
to implement end-to-end manage-
ment for identities and authoriza-
tions. Where bandwidth or latency 
requirements dictate, additionally 
implementing the Azure File Sync 
service ensures continuous synchro-
nization of local file servers and file 
shares in Azure Files. 

Info

[1]  Introduction to Azure Files:  

[https://  learn.  microsoft.  com/  en-us/  azure/ 

 storage/  files/  storage-files-introduction]

[2]  Azure Files: [https://  azure.  microsoft.  com/ 

 en-us/  products/  storage/  files]

[3]  Planning for redundancy: [https://  learn. 

 microsoft.  com/  en-us/  azure/  storage/  files/ 

 storage-files-planning#  redundancy]

[4]  Network operation consider-

ations: [https://  learn.  microsoft. 

 com/  en-us/  azure/  storage/  files/ 

 storage-files-networking-overview]

[5]  Managing identities: [https://  learn. 

 microsoft.  com/  en-us/  azure/  storage/  files/ 

 storage-files-planning#  identity]

[6]  Azure File Sync agent:  

[https://  www.  microsoft.  com/  en-us/ 

 download/  details.  aspx?  id=57159]

[7]  Azure Data Box: [https://  learn.  microsoft. 

 com/  en-us/  azure/  databox/]

Figure 3: The Azure File Sync agent bridges the gap between local file servers and shares in 
the cloud.
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Microsoft’s Exchange Team published 
a blog post on August 8, 2024, about 
decommissioning Exchange Server 
2016. Although the intention was 
definitely not to make people switch 
to an open source groupware, the 
announcement was enlightening:
 

Exchange 2016 is approaching 
the end of extended support and 
will be out of support on October 
14th, 2025. If you are using 
Exchange Server 2019, you will 
be able to in-place upgrade to the 
next version, Exchange Server 
Subscription Edition (SE), so 
Exchange Server 2016 will need to 
be decommissioned at some point. 
If you plan to stay on-premises, we 
recommend moving to Exchange 
2019 as soon as possible. [1]

 
A long list of todos and caveats fol-
lows, including reboots after upgrade. 
No wonder Microsoft’s general strat-
egy toward its cloud (Microsoft 365 
and Azure) is worrying users, includ-
ing many groupware administrators 

who are currently looking for other 
options. Not so long ago, Australian 
vendor Atlassian took a similar ap-
proach, attempting to force their cus-
tomers – users of Confluence, Trello, 
and Jira – into the vendor-owned 
cloud. Like Atlassian customers, now 
more and more Exchange administra-
tors are checking the market, and ven-
dors of open source alternatives are re-
porting growing numbers of customers.
However, what’s equally stirring up 
the groupware market is security and 
data protection. Over the past few 
years, several severe issues popped up 
in or around Microsoft Exchange or its 
Azure Cloud. After Chinese hackers 
stole a master key to Microsoft’s Azure 
cloud, the US government did not 
spare harsh words, calling out Micro-
soft for “shoddy security, insincerity” 
and “cascades of security failures” [2].

MAPI: The Curse of 
Exchange Protocols
Under the pressure of new European 
Union regulations such as the General 

Data Protection Regulation (GDPR) or 
the Cyber Resilience Act (CRA), it’s no 
wonder customers are browsing alter-
natives. As long as you’re only dealing 
with Linux and open source clients, 
you will be perfectly happy to use 
standard open protocols – from IMAP 
to POP (mail) and from CalDAV (calen-
dars) to CardDAV (contacts). Your client 
of choice will be Mozilla Thunderbird 
or KDE’s Kontact, whose protocols will 
work fine with mobile devices, too.
However, if your users need or want 
Windows clients with Microsoft 
Outlook or a bit more sophisticated 
support for smartphones, then 
the situation is different. Outlook 
and Exchange communicate over 
a large set of APIs and protocols 
usually known as the Exchange 
protocol stack, and in most compa-
nies, Outlook is deeply integrated 
into a number of special applica-
tions needed for daily work. Only 
a few other groupware products 
can achieve similar features, open 
source or otherwise.
Vendors usually try to tackle that 
issue with Outlook plugins, changes 
to the Windows registry file, or 
both, but adminstrators tend to 
dislike any changes to the client’s 
configuration, and both plugins and 
registry changes have caused problems 
in the past.

Grommunio is a completely open source and fully compatible drop-in 
replacement for Microsoft Exchange that uncouples your company 
from Microsoft’s cloud strategy and its severe security and data 
protection issues. By Markus Feilner
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where he went into many, sometimes 
funny, details of his work [6].
Many Windows and Exchange admin-
istrators know the Messaging Applica-
tion Programming Interface (MAPI), 
but that term is “somewhat ambigu-
ous,” explains Engelhardt. “It is used 
for concepts as well as for the data 
mode, programming interfaces, and 
network protocols on the wire.” The 
grommunio website continues:

and have published all of their work 
on GitHub. Thus, a grommunio server 
speaks exactly the Exchange language 
its Outlook clients expect – natively, 
but in open source. (See the “From 
the FSFE and EU” box.)
Because grommunio behaves as an 
Exchange server would, you sim-
ply have no need for a risky plugin 
or quirky registry entries. Not only 
is grommunio open source, it also 
builds on a huge set of trustworthy, 
renowned, and proven equally stable 
and secure open source software in 
the back end.
In tedious work spanning more than 
four years, reading thousands of 
pages of specifications from Micro-
soft and testing and occasionally 
correcting and amending them (Micro-
soft was always helpful and coop-
erative), the grommunio developers 
managed to create an open source 
server application (gromox) within 
grommunio that speaks Exchange 
protocols natively, with a wide range 
of clients.
Accomplishing that feat took not only a 
lot of time but also patience, as grom-
munio’s lead developer Jan Engelhardt 
demonstrated in his presentation at 
FOSDEM’24 in Brussels (Figure 1), 

grommunio: Native Support 
for Outlook
Grommunio [3] is a startup from 
Austria that promises a “drop-in re-
placement” for Microsoft Exchange. 
No Outlook plugin, no registry 
entry, no changes to clients, and 
no need to sit at and click on a cli-
ent’s desktop during migration – so 
the Vienna company claims. The 
goal is for every Windows system 
and almost every smartphone (in-
cluding Apple clients) to connect 
seamlessly through standard tools 
available on every modern system 
and talk exactly the way they would 
to Exchange servers. Grommunio’s 
customers confirm that grommunio 
performs as advertised; Deutsche 
Telekom is even selling grommunio 
as part of its Open Source Collabora-
tion Open Telekom Cloud [4].

A Full Stack Re-Engineered

The grommunio developers chose a 
completely different approach: In-
stead of plugins and workarounds, 
they have been (re-)implementing 
more than 50 protocols and APIs of 
the Exchange stack in open source 

Figure 1: Grommunio knows a steadily growing number of Exchange protocols. This list is from a presentation at FOSDEM’24 by Jan 
Engelhardt [6]. 

From the FSFE and EU

Re-implementing Microsoft standards is 
only possible thanks to the Free Software 
Foundation Europe (FSFE) and European 
Commission: From 2008 to 2012 the FSFE 
fought through a series of court cases (many 
antitrust) against Microsoft. The European 
Commission followed the FSFE’s claims: 
Microsoft must not limit access to its APIs 
and must release all interoperability in-
formation without restrictions. Everything 
else would be abuse of its monopoly and a 
violation of the free market’s rules. When 
Microsoft refused to comply, the EU commis-
sion cast billions of dollars of fines on them, 
finally breaking their resistance. Microsoft 
released the specifications, and it’s only for 
that reason that a project like grommunio 
is possible. The FSFE has maintained a long 
record of the case they finally won [5].
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Thanks to Microsoft, all docu-
mentation is freely available, 
the specifications amount to 
“132+ documents on 8400+ 
pages, in addition to the In-
ternet mail protocols (i.e. RFC 
5322, 5545, etc.) that must be 
supported anyway.”

Engelhardt and his team at grommunio 
dived deep into these documents and 
also helped to fix some problems. This is 
how grommunio became a contributor 
to the open stack of specifications used 
by Microsoft and all its customers. [7]

MAPI and Exchange isn’t the 
only language grommunio speaks 

(Figure 2). Autodiscovery is used 
for client configuration (just enter 
your email address and DNS and 
the server will do the rest for you); 
Exchange Active Sync (AES) syncs 
and controls your mobile phones; 
and Exchange Web Services (EWS) 
in the world’s first open source 

implementation 
that connects not 
only Apple clients 
but also Linux 
programs such as 
Evolution, Thunder-
bird, and KDE Kon-
tact with the grom-
munio server [8]. 
Also, grommunio 
Meet (a Jitsi 
implementation), 
grommunio Chat 
(Mattermost), grom-
munio Files (Next-
cloud), Archive, 
Antispam, and di-
rectory management 
(LDAP, Samba) are 
all integrated and 
based on standard 
tools like Postfix 
and NGINX.

Figure 2: Grommunio is more than just groupware and integrates many other open source tools, from Nextcloud to Jitsi and Mattermost. It 
also offers archiving, chat, video conferencing, and mobile device management. © Jan Engelhardt, FOSDEM’24 [6]

Figure 3: The grommunio console interface isn't only used during installation; it offers a fast and easy-to-use 
access point for basic configuration.
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setups can be done in grommunio’s 
admin user interface.
By specifying a separate LDAP back end 
for their organizations, administrators 
can establish independent yet seamless 
integration with individual user’s back 
ends, a configuration especially needed 
in hosted environments. This immedi-
ate, organization-level integration allows 
hosters and customers to maintain en-
terprise policies without the otherwise 
common sync or replica issues and 
removes many inconvenient steps in 
authentication and user management.

(SPNEGO) support). Grommunio 
Web features Open ID Connect, in-
cluding support for two-factor au-
thentication (2FA) and Web Content 
Accessibility Guideline (WCAG) 2.1 
compliance.
Grommunio is also the world’s 
first groupware with a multitenant-
enabled LDAP server. Administrators 
of extensive hosted environments, es-
pecially, will appreciate that they can 
configure complex setups with a few 
mouse clicks: All configuration for the 
multitenancy needed in large-scale 

Demo, Docker, and 
Installation
A grommunio demo on 
its website, Linux pack-
ages for many distribu-
tions, and ISO images for 
download and installation 
can help you get started. 
Docker images are avail-
able, as well, and all 
sources can be found on 
GitHub. SUSE already has 
RPMs in their repositories 
(zypper se gromox). The 
ISO images from the com-
pany’s website are based 
on openSUSE Leap and 
can be installed in any 
virtualization.
Figure 3 shows a fresh 
grommunio installation 
on a KVM Libvirt system 
in virt-manager, with the help of the 
grommunio console user interface. The 
tool that guides you through the instal-
lation is also available after a login; on 
console 1, press F2 to see the menu-
based configuration utility.
If you’re running the grommunio 
example from the ISO files, you will 
have the full power of SUSE Linux 
underneath, including network setup 
with YaST or the like. No matter which 
distribution you are using, the grom-
munio configuration files will always 
reside in /etc/gromox (Figure 4).

Administration

Administering grommu-
nio can be done through 
Files, the console user 
interface (CUI), the API, 
or the web interface (Fig-
ure 5). The Admin API 
for PowerShell (AAPIPS) 
gives you a grommunio 
PowerShell interface. 
Keycloak supplies single 
sign-on in Active Direc-
tory environments, as 
well (with Simple and 
Protected Generic Se-
curity Service Applica-
tion Program Interface 
(GSSAPI) Negotiation 

Figure 4: The ISO image of grommunio comes with a full-featured SUSE Linux underneath. All the 
well-known tools such as YaST and Zypper are available. Grommunio’s configuration can be found 
and changed in plain-text files.

Figure 5: Grommunio offers a modern, intuitive, and comprehensive management interface that allows 
settings for a full domain, services, users, and roles – here in the web version.
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Clients and Features

For many users, Outlook on their 
smartphone will be the number one 
client platform on which they interact 
with grommunio, and they won’t no-
tice any differences. A user also can use 
both the web application (Figure 6) 
and the grommunio desktop applica-
tion (Figure 7) created with the help 
of the Electron framework.
The cross-platform Electron makes 
the desktop app look exactly the 
same on any platform, creating a 
consistent user experience and a 
safe environment independent of a 
browser. The only difference is that 
the desktop app runs as a standalone 
application and has its own menubar 
where you can select the grommunio 
server to which you want to connect – 
making the desktop app a multi-
account client. The client is available 
for Windows and Apple clients, and 
packages exist for a variety of Linux 
systems (Debian, RPM, AppImage, 
and tar.gz).

grommunio Next Brings 
Microsoft Graph
The grommunio developers still aren’t 
done. Their roadmap is ambitious, 
with plans for the implementation 

of artificial intelligence (AI) and Mi-
crosoft Graph, for which the team is 
already delivering tech previews.
Grommunio Next [9] is the first open 
source Graph API web application to 
provide all the familiar productivity 
features you need (Figure 8). It is the 
future main web application for ac-
cess to your mail, calendar, contacts, 
tasks, notes, and more.
For those of you who haven’t heard 
of Microsoft Graph yet, it’s a unified 
API platform [10] that connects vari-
ous Microsoft 365 services, providing 
a seamless way to access and manage 
data across tools such as Outlook, 

Teams, SharePoint, Office (Microsoft 
365), OneDrive, and more. With Micro-
soft Graph, developers can build appli-
cations that interact with user data and 
organizational resources, such as email, 
files, calendars, and user profiles.
The Graph API offers a single end-
point which streamlines access to 
information from the entire Microsoft 
365 ecosystem, removing the need to 
work with multiple separate APIs.
Graph is kind of a meta-API that al-
lows you to address single fields in 
an Excel document for read and write 
with a simple API command. Natu-
rally, such a behemoth of an API is 
very complex and takes a great deal 
of time to design and develop. The 
importance of this task, says Micro-
soft, lies in Graph’s ability to integrate 
a wide range of data and services, of-
fering organizations a holistic view of 
their operations.

Real-Time Data

By allowing access to data in real 
time, Microsoft Graph enables ap-
plications to automate workflows, 
enhance collaboration, and improve 
productivity. For example, an applica-
tion can pull calendar information 
to schedule meetings, manage cloud 
storage by interacting with OneDrive, 
or monitor organizational insights. It 
supports enterprise needs for security 
and compliance, because developers 
can access data while maintaining the 
same governance and control policies 

Figure 6: The user web client features mail, calendar, contacts, tasks, notes, file sync, chat, 
archive, web conference, and more.

Figure 7: For those who don’t want to use Outlook or a browser window, grommunio offers 
its own Electron-based client that can connect to multiple servers.
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applied within Mi-
crosoft 365 and can 
help enable AI and 
automation.
Many analysts see 
Graph as the future 
back end for all Mi-
crosoft applications, 
so it’s no surprise 
that many compa-
nies are working to 
integrate it into their 
products. Grom-
munio is the first 
groupware vendor 
to do so. A tech pre-
view of grommunio 
Next [11] is already 
available for test-
ing, and it shows a 
webmail and group-
ware client for the 
browser that is con-
nected to the grom-
munio server by Microsoft Graph. 
Again, grommunio’s implementation 
of Graph is the first open source 
implementation for groupware.

AI and More

Another big topic the grommunio 
developers are addressing is AI, but 
on a reasonable scale. The integrated 
AI tools rather focus on helping the 
user than on creating hallucinated 
content. Grommunio Antispam 3.9.0 
(released in July 2024) includes GPT-
based spam detection, and upcoming 
are AI-based assistants for email sum-
mary generation (available 2024Q4) 
and for functions such as autotasking 
in grommunio Web (2025Q1).

Summary

Grommunio offers a fresh new start 
for open source groupware, and it 
serves as a real alternative for Mi-
crosoft Exchange. With its variety of 
certifications and compliance with 
a long list of regulations, customers 
with strong security and data protec-
tion needs will especially benefit from 
the switch. The version released in 
August brought certification from the 
German Federal Office for Information 

[6]  Engelhardt, J. “Exchanging Microsoft: 

Implementing 27 MS Exchange Protocols & 

APIs in OSS with grommunio.” Fosdem’24, 

Brussels, Belgium, February 3-4, 2024: 

[https://  fosdem.  org/  2024/  schedule/  event/ 

 fosdem-2024-2731--servers-exchanging- 

 microsoft-implementing-27-ms-exchange- 

 protocols-apis-in-oss-with-grommunio/]

[7]  grommunio @FOSDEM 2024: [https:// 

 grommunio.  com/  jan-at-fosdem-2024/]

[8]  Exchange Web Services and Linux clients: 

[https://  grommunio.  com/  grommunios- 

 exchange-web-services/]

[9]  grommunio Next demo:  

[https://  next.  grommunio-demo.  com/]

[10]  Microsoft Graph overview: [https://  learn. 

 microsoft.  com/  en-us/  graph/  overview]

[11]  grommunio Next tech preview:  

[https://  github.  com/  grommunio/ 

 grommunio-next]

Security (Bundesamt für Sicherheit 
in der Informationstechnologie (BSI), 
which is somewhat similar to the US 
National Institute of Standards and 
Technology (NIST)).
Accessibility, according to WCAG 2.1 
has been on board for some time, and 
there’s more in the pipeline. Accord-
ing to the website, grommunio scales: 
The vendor claims to be faster than 
Exchange and more efficient than any 
other open source groupware. Seems 
like it’s time for a test run. 

Info

[1]  Decommissioning Exchange Server 

2016, Microsoft, August 2024: 

[https://  techcommunity.  microsoft. 

 com/  t5/  exchange-team-blog/ 

 decommissioning-exchange-server-2016/ 

 ba-p/  4214475]

[2]  Scathing federal report. NBC News, The 

Associated Press, April 2024:  

[https://  www.  nbcnews.  com/  tech/  security/ 

 scathing-federal-report-rips-microsoft- 

 shoddy-security-insincerity-res-rcna146177]

[3]  grommunio: [https://  www.  grommunio.  com]

[4]  Telekom Open Source Collaboration: 

[https://  grommunio.  com/  open-source- 

 collaboration/]

[5]  FSFE and EU vs. Microsoft:  

[https://  fsfe.  org/  activities/  ms-vs-eu/]

Figure 8: Grommunio is the first open source project to implement Microsoft’s future API, Microsoft Graph. 
On the roadmap, and already available as a Tech preview, you can see the Graph-enabled groupware client 
connected to grommunio Next.
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The Winbind service offers various 
services for the name service switch 
(NSS) and pluggable authentication 
modules (PAMs). On the Windows 
side, Winbind communicates with 
the Local Security Authority (LSA), 
Netlogon, and Lightweight Directory 
Access Protocol (LDAP) services of a 
domain controller to localize user ac-
counts, read user data, and ultimately 
authenticate users. You can use Sam-
ba’s own net tool, but also Realm [1], 
as the front end for joining a client to 
a domain. With Realm, you need to 
specify the --client-software=winbind 
option to ensure that the Winbind 
service and not the system security 
services daemon (SSSD) is used to 
join a domain.

Cluttered Logfiles

The primary Winbind process cre-
ates a separate child process for each 
logical AD domain that the service 
wants to access. Each process is also 
assigned its own logfile, where you 
will find varying amounts of infor-
mation depending on the configured 
logging level. If you experience is-
sues with integration into a Windows 
environment, you should set the 
logging level to a high value to glean 

as much information as possible for 
debugging.
The problem in this case is that the 
sheer volume of log data makes it dif-
ficult to understand communication 
between the Winbind process and a 
domain controller. The individual en-
tries each comprise a header and the 
message. Besides a timestamp, the 
header also contains various other de-
tails, such as the configured logging 
level, Winbind’s process ID, the log 
message class, and the Winbind func-
tion that was used, as shown in the 
following example of a log message 
from the nss_winbind library:

[2023/05/04 16:20:51.998105, 3, U
  pid=1153814, effective(0, 0), U
  real(0, 0), class=winbind] U
  ../../source3/winbindd/winbindd.c:U
  502(process_request_send)
process_request_send: U
  [nss_winbind (1153856)] U
  Handling async request: GETPWNAM

Because Winbind performs asyn-
chronous function calls, the logfiles 
are difficult to read. The log message 
examples in Figure 1 illustrate this 
problem. The first entry belongs to a 
query for the user named JOE from 
AD domain ADDOMAIN, with the 

aim of discovering the user’s security 
identifier (SID). The next message 
then outputs a SID. However, if you 
then use the wbinfo tool to validate 
the data, you will see that Joe has a 
SID ending in 1110 and the SID ending 
in 1107 belongs to Alice:

$ wbinfo --name-to-sid ADDOMAIN/joe
S-1-5-21-118052468-2300894008-U
  1344842092-1110 SID_USER (1)
$ wbinfo --name-to-sid ADDOMAIN/alice
S-1-5-21-118052468-2300894008-U
  1344842092-1107 SID_USER (1)

The problem now is simply that you 
cannot establish a relationship be-
tween the individual log messages 
because of the asynchronous function 
calls, which is precisely the problem 
the developers solved in Samba 4.17.

Winbind Tracing

To solve this relationship problem, 
the headers of the individual log mes-
sages have been extended to include 
a traceid field. In Figure 1, you can 
see this field and that the values for 
the field differ between the two mes-
sages. In the first case, the trace ID is 
92, but in the second case it is 90. This 
output makes it immediately clear that 

In Winbind v4.17, the Samba team has addressed the complexity of and difficulty in troubleshooting the logging 
service that allows Linux systems to join an Active Directory domain. By Thorsten Scherf
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Whereas the traceid and depth 
header fields are available regard-
less of the defined logging level, 
flow traces require a logging level 
of 20. You can easily set this by 
typing the

# smbcontrol all debug 20

command.

Conclusions

The new logging functions help you 
by making it easier to read the Win-
bind logfiles, giving you the ability 
to track down errors more quickly. 
Moreover, the samba-log-parser tool 
lets you view just the messages that 
are relevant to your use case. 

Info

[1]  Realm and Winbind:  

[https://  www.  freedesktop.  org/  software/ 

 realmd/  docs/  guide-active-directory-client. 

 html#  idm139657557854144]

# samba-log-parser U
  --traceid 92 /var/log/samba/

The beauty of the tool is that, to see all 
the messages of a trace ID and the file 
from which the messages originate, you 
only need to specify the ID and the log 
directory (Figure 2) – regardless of the 
logfile in which the message is stored. 
You can also use timestamps to sort the 
existing logs for a specific trace ID and 
generate a new logfile. As in the last 
example, samba-log-parser then shows 
the file from which the individual mes-
sages originate:

# samba-log-parser U
  --traceid 82 U
  --merge-by-timestamp /var/log/samba U
  > traces-82-by-timestamp.log

This option is helpful because you 
now have a chronological sequence of 
all messages for the specified trace ID 
in the traces-82-by-timestamp.log file. 
Finally, the tool also shows a flow 
tracing, which means you only get to 
see the functions, without any details, 
that a particular request uses. This 
output can be helpful for complex 
queries to establish the functions that 
are called without having to read the 
log messages. The samba-log-parser 
command then looks like:

# samba-log-parser U
  --traceid 81 U
  --flow /var/log/samba

the messages belong to different que-
ries. If you are looking for the entries 
that belong to a specific query, you 
can now simply use a new tool, which 
has been around since Samba 4.19, to 
find the trace ID of log messages.
Besides traceid, another new field, 
depth, lets you easily identify the 
nesting level of an individual request. 
This information is quite helpful, 
because a single query can gener-
ate many different sub-requests. The 
depth ID helps you identify the rela-
tionship between individual messages 
and the order in which the individual 
functions were called.
To identify the nesting level visu-
ally, Winbind even indents the sub-
requests that belong to a trace ID by 
four spaces in each case. Thanks to 
this new type of Winbind log tracing, 
it is now very easy to identify the in-
dividual function calls that belong to 
a query so that you can clearly trace 
the communication paths.

Configuration and New Tool

To make sure Winbind uses these two 
new header fields in the log messages, 
you need to set a new option in the 
/etc/samba/smb.conf configuration file:

# winbind debug traceid = yes

To view all log messages that belong 
to a specific trace ID, simply use the 
new samba-log-parser tool:

Figure 1: Because of Winbind’s asynchronous function calls, logfiles cannot be read sequentially.

Figure 2: The new samba-log-parser tool shows all messages from different logfiles for a trace ID.
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The zero trust model was published 
in 2010 by John Kindervag, who was 
employed by IT analysts Forrester 
Research at the time. However, the 
foundations for zero trust were laid 
down as early as 1994 by Stephen 
Paul Marsh in his doctoral thesis at 
the University of Stirling (Scotland).
The strategy only really became pop-
ular in 2020 when, as a result of the 
coronavirus pandemic, many com-
panies had to switch to home offices 
and new labor models at short notice, 
putting their previous safety solu-
tions to the test. As a result, many 
companies defined zero trust as the 
core of their cybersecurity setups and 
launched projects to match.
The steps from the basic model to a 
concrete implementation are pains-
taking, partly because the model was 
initially very network-centric (zero 
trust networks) and primarily postu-
lated generic requirements. However, 
the zero trust architecture [1] from 
the US National Institute of Standards 
and Technology (NIST) and a position 
paper from Germany’s BSI [2] (for 
which the institute expressly invites 
suggestions, comments, and criticism) 
have since been released.

Basic Principles

Zero trust originally focused on 
security in network infrastructures, 
with the focus on preventing lateral 
movement (i.e., preventing attack-
ers from moving relatively freely 
on the network to attack systems 
after working around the firewall). 
The next basic idea was not trusting 
individual components, but rather 
carrying out continuous verification 
at different points and on different 
levels: never trust, always verify. 
The fundamental cornerstones of 
zero trust are derived from:

  Continuous verification or, to be 
more precise, repeated verification 
of users, devices, and applications 
during access and in ongoing ses-
sions, because they are all consid-
ered inherently insecure

  The minimum principle, which is 
the assignment of only the mini-
mum required authorizations that, 
ideally, should also be assigned 
just-in-time (JIT; i.e., only as soon 
as and while they are needed)

  Multilevel security, with checks 
carried out repeatedly and at dif-
ferent levels

Also cited frequently is microsegmenta-
tion of networks to reduce attack sur-
faces, create more points for verifica-
tion, and contain the spread of attacks. 
However, this measure is just one tech-
nical implementation among many.
Figure 1 provides a slightly differ-
ent and broader view: Users rely on 
their devices to access services on the 
network. In turn, services are at the 
system and application levels to access 
and manipulate data, and software 
forms the basis. Access is also sup-
ported for service accounts and non-
human identities, but the principle 
remains the same. On the one hand, 
the figure illustrates the complexity of 
zero trust as a strategy, because it does 
not just apply in a single place. On the 
other hand, it shows how it is possible 
to break down the comprehensive 
model into smaller parts and focus on 
a variety of security measures across 
the entire chain, which then come to-
gether to form a zero trust approach.

Important Technical 
Components
Figure 1 shows the areas in which 
measures are focused when establish-
ing zero trust security:

  Identities with identity and access 
management (IAM) and especially 
multifactor authentication (MFA), 
which ideally no longer works 
with passwords (passwordless 
authentication)

The many facets of the zero trust implementation process can be a 
source of frustration, which is why we offer a step-by-step guide to 
implementing zero trust models to help you make state-of-the-art IT 
security become a reality. By Martin Kuppinger

Zero trust planning and implementation

 Take Your Mark

Le
ad

 Im
ag

e 
©

 m
ag

ic
ey

es
, 1

23
RF

.c
om

40 A D M I N  8 3 W W W. A D M I N - M AGA Z I N E .CO M

TO O L S Implementing Zero Trust

http://WWW.ADMIN-MAGAZINE.COM
http://123RF.com


  Devices with terminal device 
security and device management

  Networks with microsegmenta-
tion and zero trust network access 
(ZTNA)

  Systems with hardening and access 
control in conjunction with IAM.

  Applications with hardening, access 
control by IAM, and, if possible, 
dynamic authorization by policy-
based access management (PBAM)

  Data security and data governance
  Software with supply chain security

Figure 2 shows additional interdisci-
plinary functions. Of note are policy 
management and monitoring in the 
broadest sense (i.e., topics such as 
extended detection and response, 
XDR). Other aspects such as inci-
dent response management; security 
information and event management 

technical tools for cross-system policy 
management.
Ultimately, these very large numbers 
of fields of action are the result of 
the many facets of cybersecurity that 
cannot be reduced to individual tech-
nologies. On the other hand, organi-
zations do not typically need to start 
from scratch, but already have vari-
ous elements in place. It is therefore 
usually more a question of complet-
ing and optimizing rather than com-
pletely rebuilding cybersecurity.

Organizing and Planning

The key to success with zero trust 
is easy to define and comprises two 
aspects. The first is reducing complex-
ity, and the easiest way to resolve this 
problem is to break it down into small 

(SIEM) and security orchestration, 
automation, and response (SOAR) 
tools as part of monitoring; and 
attack surface management are 
also key components of a zero trust 
solution.
Policies or guidelines, which NIST 
also emphasizes in its zero trust ar-
chitecture, are important elements. 
Security must be controlled by poli-
cies, which has long been the case 
at various levels, such as firewall 
policies for network access. What is 
still missing, but is not an obstacle to 
implementing zero trust models, are 
consistent solutions at all levels (e.g., 
PBAM in the application access au-
thorization area) and consistent tools 
for policy management and gover-
nance. Consistent policy governance 
can also be implemented without 

Figure 1: Zero trust encompasses many areas of IT, so successful approaches require numerous measures.

Figure 2: Zero trust relies on policy-based control of access across different units and on continuous monitoring.
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parts, which IT managers then look at 
individually – but without losing sight 
of the big picture – before putting ev-
erything back together. Figure 1 shows 
that zero trust comprises many ele-
ments that can be resolved separately. 
In other words, the aim is to define 
and implement manageable projects 
in a zero trust program while defining 
the superstructure (e.g., overarching 
monitoring and policy governance).
The second aspect is concretization. 
Although zero trust is an abstract 
concept, the individual elements can 
easily be concretized. What do you 
need to improve network security? 
What does modern IAM look like? 
For these simple, clear-cut questions, 
the basic idea behind zero trust (i.e., 
never trust, always verify) acts as an 
acid test. You need to ask yourself 
whether the chosen approach is one 
of many layers in a multilevel security 
model with continuous monitoring 
or whether IT is just creating another 
layer that it trusts.
The first step before defining projects in 
a program is to understand what needs 
to be done. The best starting point is a 
business impact analysis (BIA) to help 
you understand which parts of busi-
ness operations and the underlying IT 
and operational technology (OT; e.g., 
in production) are particularly critical, 
which together with attack surface 
management (ASM) makes it possible 
to determine where criticality for busi-
ness operations and risks from attack 
surfaces are particularly high. On this 
basis and armed with the knowledge 
of the basic building blocks in a zero 
trust approach, a rough ideal scenario 
can also be sketched out that lists the 
necessary elements and can in turn be 
mapped against the assessed risks and 
critical areas.
The next organizational step is gap 
analysis, a critical comparison of the 
required and prioritized components 
and the current status. This step 
helps to identify the biggest gaps and 
subsequently to develop a roadmap 
to further improve the current state of 
the cybersecurity infrastructure in line 
with zero trust. The result is the logi-
cal sequence of a concrete program 
and project planning.

You should always keep critical 
comparison in mind. Unfortunately, 
defensive arguments are often used in 
gap analyses because individual de-
partments and managers feel attacked 
when gaps and the need for change 
are brought up. However, the objec-
tive is to take the next step toward 
state-of-the-art security strategies and 
technologies – not to criticize what 
has been achieved so far.
When progressing toward a zero trust 
model, it is also important to rethink 
the organization. As a rule, this part 
is the responsibility of the person in 
charge of IT security or the chief in-
formation security officer (CISO). In 
practice, however, this is not always 
the case for all elements. In some 
organizations, IAM is still assigned to 
the IT infrastructure and not to the 
CISO. Network security is sometimes 
the responsibility of a separate net-
work and communications division; 
application security is often organized 
in a decentralized way; and terminal 
device security is often the task of cli-
ent management. Ideally, companies 
would want to adapt to ensure that 
all security-related issues are dealt 
with by the CISO. If this arrangement 
is not feasible, the other departments 
must be involved in the zero trust 
project, and the CISO must receive 
the necessary backing from IT man-
agement and the executive board.

The Correct Starting Point

One frequently asked question is, 
“Where should the journey to zero 
trust start?” Strictly speaking, the an-
swer can be found in the systematic 
approach outlined above. The risk 
and gap analyses clearly show the 
most critical topics. IT teams need 
to prioritize these issues within the 
framework of budget availability, 
but at least one area is always going 
to be a good choice.
As Figure 1 shows, zero trust starts 
with identity and authentication. If 
not yet implemented, MFA is always 
going to be a good place to get the 
ball rolling because it is a central ele-
ment of zero trust. The same applies 
to the development and expansion or 

modernization of IAM, which includes 
not only authentication, but also the 
management of all types of identities 
and user accounts, the control of ac-
cess authorizations, and PBAM for 
dynamic access authorization.
On the other hand, you should also 
understand that no single solution 
will allow you to make zero trust ar-
chitectures a reality. Even approaches 
such as ZTNA, where “zero trust” is 
part of the name, are only partial ele-
ments in this kind of solution. A dif-
ferentiated assessment must be made 
as to whether and to what extent 
these elements are necessary.
Other sub-elements such as microseg-
mentation are important, as well, but 
by no means always necessary. For 
organizations that work with flexible 
working models and access from dif-
ferent locations, but only use cloud 
services and do not have internal 
IT, microsegmentation is irrelevant; 
however, it does play a role if many 
IT services are still operated internally 
in data centers.

Conclusions

Ultimately, besides IAM and MFA as 
the logical technical starting points, 
the correct entry point for zero trust is 
solution-oriented work, which helps 
you develop concrete and program-
matic planning from an abstract, com-
plex, and often diffuse strategy and 
implement the planning, step by step. 
One thing is clear: Zero trust is not out-
dated, but a model that will continue to 
shape cybersecurity in the coming years 
in concrete implementations long after 
the hype has disappeared. 

Info

[1]  NIST zero trust architecture: 

[https://  www.  nist.  gov/  publications/ 

 zero-trust-architecture]

[2]  BSI position paper: [https://  www.  bsi. 

 bund.  de/  SharedDocs/  Downloads/  DE/ 

 BSI/  Publikationen/  TechnischeLeitlinien/ 

 Zero-Trust/  Zero-Trust_04072023.  pdf? 

 __blob=publicationFile&  v=4] (in German)

Author

Martin Kuppinger is the founder of and Principal 

Analyst at KuppingerCole Analysts AG.

42 A D M I N  8 3 W W W. A D M I N - M AGA Z I N E .CO M

Implementing Zero TrustTO O L S

https://www.nist.gov/publications/zero-trust-architecture
https://www.nist.gov/publications/zero-trust-architecture
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeLeitlinien/Zero-Trust/Zero-Trust_04072023.pdf?__blob=publicationFile&v=4
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeLeitlinien/Zero-Trust/Zero-Trust_04072023.pdf?__blob=publicationFile&v=4
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeLeitlinien/Zero-Trust/Zero-Trust_04072023.pdf?__blob=publicationFile&v=4
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeLeitlinien/Zero-Trust/Zero-Trust_04072023.pdf?__blob=publicationFile&v=4
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeLeitlinien/Zero-Trust/Zero-Trust_04072023.pdf?__blob=publicationFile&v=4
http://WWW.ADMIN-MAGAZINE.COM




Whether the Internet of Things 
(IoT) or a server landscape, mi-
croservices or cron jobs, applica-
tions produce all kinds of status 
messages that you need to col-
lect and evaluate. Whether it’s an 

alert from the robot lawnmower, 
the abrupt termination of a long-
running task, or simply a weather 
warning, storing the various mes-
sages centrally and evaluating 
them independent of their structure 
is always going to be a challenge 
(Listing 1).
CouchDB can help with centralized 
acquisition and subsequent filter-
ing of status messages (e.g., by 
number, hour, or source). Its main 
advantage, and one that it shares 
with other NoSQL databases, lies in 
the schema-free nature of the data. 
Each CouchDB dataset can have its 
own structure, as long as it can be 
mapped in JSON format. This free-
dom means that many different sta-
tus messages can be managed and 
queried in a single database without 
the need for tables adapted to the 
structure of the messages.
If the format of a status message 
changes, you just need to reflect this 
in the queries; no changes need to be 
made to the database that stores the 
messages. A document-based data-
base of this type makes sense for dis-
similar data structures such as status 
messages from different sources. 
If the database – like CouchDB – 
also supports simple clustering, 

replication, and query options, it is 
definitely worth a second look.
CouchDB is one of the original 
NoSQL databases. Damien Katz de-
veloped the software back in 2005. 
The basic idea came from his previous 
job as a senior developer at Lotus 
Notes, distributed collaboration 
software. He combined the schema-
less, document-oriented approach of 
Lotus Notes with the – at the time – 
relatively new MapReduce technol-
ogy, which can query large amounts 
of data on distributed systems. 
CouchDB has been an Apache proj-
ect since 2008. Version 1.0 in 2010 
has evolved into version 3.3 today.
“Couch” was originally an acronym 
for “cluster of unreliable commod-
ity hardware,” which reflected the 
fact that the system also works well 
without powerful high-availability 
servers. However, a second meaning 
(represented by the logo with the 
couch) could refer to the simplicity 
with which databases can be set up 
without a fixed schema.
The capabilities of CouchDB go 
beyond a pure key-value store. The 
database system shines with a mul-
timaster replication model, ACID-
compliant (atomicity, consistency, 
isolation, and durability) document 

CouchDB offers numerous interesting features for acquisition and filtering of status messages that make 
it a fast and convenient data storage solution. By Oliver Kurowski

Manage status messages in CouchDB with MapReduce
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{ "timestamp":"202405141201",
  "source": "gardenrobot-1",
  "message": { "type":"alert",
               "value":"animal" }
}
{ "timestamp":"202405141220",
  "source": "gardenrobot-1",
  "message": { "type":"warning",
               "value":"low power" }
}
{ "timestamp":"202405150200",
  "source": "server"
  "message": { "type":"task done",
               "value":"night backup",
               "result":"done",
               "errors":[] }
}
{ "timestamp":"202405160800",
  "source":"18739949083333",
  "rss":"weatherchannel",
  "region":"Berlin",
  "message": { "type":"warning",
               "value":"rain",
               "category":"heavy",
               "chance":"80%" }
}

Listing 1: Example Status Messages
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some of the settings and add some 
extra, non-standard entries to the 
settings. Replication takes you to 
a list of current and past replica-
tions. You can also create a new 
replication at this point. Selecting 
News lets you integrate news from a 
blog, Documentation contains links 
to various documentation sources, 
Verify lets you check the installa-
tion, and Your Account is where you 
manage the current admin account 
or set up new admin accounts.

Storing Messages
The question now is how the status 
messages get into CouchDB, for which 
no special CouchDB format or protocol 
exists. All actions rely on the HTTP 
REST standard. Whether browser, 
Python, curl, Postman, or Lisp – any-
thing that speaks HTTP REST can be 
used. Of course, many languages have 
helpers and wrappers that translate 
more complex tasks into the HTTP 
calls, but – at the core – all actions are 
GET, PUT, POST, or DELETE calls, and on 
port 5984 by default. After the install, 
you can change the port if needed.
The hierarchy of a CouchDB installa-
tion is relatively flat, starting with da-
tabases, and internally each database 
stores JSON documents as logical and 
physical units. A document can con-
tain additional data and binary non-
JSON formats as attachments.

{ "couchdb":"Welcome", "version":"3.3.3", U
  "git_sha":"40afbcfc7", "uuid":U
  "3b74c04721ee61dbe9db74ac3c69e8f8", U
  "features":U
  ["access-ready", "partitioned", U
   "pluggable-storage-engines", U
   "reshard", "scheduler"], U
  "vendor":{"name":"The Apache Software U
                    Foundation"} U
}

The vendor name can be changed 
easily later on, as can the port and 
other settings that have not been ad-
dressed here. The built-in front end, 
Fauxton, is fine for getting to know 
the basics of CouchDB. I’ll assume 
you have a local installation and 
can reach Fauxton on http:// local-
host:5984/ utils. Initially, you will see 
a database overview (Figure 1).
The two internal databases _replica-
tor and _users are already in place. 
As shown in Figure 1, the Databases 
choice in the sidebar shows all ex-
isting databases and their details. 
You can also adjust the security set-
tings here for each database and de-
lete databases. Once a database has 
been created, it cannot be renamed 
or automatically emptied. The 
installation type can be found in 
Setup, with the choice of Configure 
Single Node or Configure Cluster.
The Active Tasks item takes you to 
all active tasks in CouchDB. Con-
figuration is where can you adjust 

storage, indexing functions or MapRe-
duce technology in JavaScript, and 
the Mango query language.
The needed binaries and informa-
tion for installing CouchDB can 
be found on the project’s website 
[1]. For Windows and macOS, just 
download the installers directly; for 
CentOS/ Debian and Ubuntu, a little 
typing at the command line is all it 
takes to install the packages directly 
from the repositories, where the 
source files also reside.
CouchDB is written in Erlang/ OTP 
(Open Telecom Platform), a func-
tional language from the world of 
telecommunications. The strengths 
of this language type are its simple 
parallel processing, fault tolerance, 
and robustness. From the outset, 
CouchDB development focused on 
distributed databases on the net-
work. Erlang was the tool of choice 
for this application to ensure specif-
ically the security and consistency 
of data in a cluster with a high load.
During installation, you need to 
distinguish between a standalone 
install and a variant as part of a 
cluster; the standalone installation 
is fine if you just want to gather an 
initial impression.

Fauxton

CouchDB does not use its own 
transport format for communication 
but relies entirely 
on its HTTP 
REST API. After 
completing the 
installation with 
the default val-
ues, the CouchDB 
instance listens 
on port 5984. 
Depending on the 
installation (local 
host or IP address 
or domain name), 
with a call in your 
browser or a GET 
request sent to 
the base address, 
you can request a 
short status mes-
sage as a test: Figure 1: The Fauxton interface initially shows a database overview.
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The names of everything that is impor-
tant for the CouchDB system itself start 
with an underscore – be it the system 
databases _users and _replicator, docu-
ments (e.g., _design), or document 
fields (e.g., _id and _rev). The user can-
not create databases or documents and 
fields with a leading underscore unless 
they belong to the CouchDB system.
A username and admin password 
were already entered during the in-
stallation. For the sake of simplicity, 
this account is also used in Fauxton 
and for creating databases with curl 
or Python. If you have a username/ 
password combination of admin/admin, 
the attribute as used in the calls is

Authorization: Basic YWRtaW46YWRtaW4=

Of course, you will want to create 
different users and roles in produc-
tion operation. Just for the sake of 
completeness, it should be men-
tioned that you can automatically 
check (validate_doc_update function) 
or change (update function) the data 
when saving documents.

Databases

Starting with the Database view in 
Fauxton, create a database named 
messages by clicking the Create 
Database button at top. The Non-
partitioned setting is fine here. Very 
large databases can be partitioned 
if you create them such that que-
ries are only ever made against a 

specific subset of 
the data. After cre-
ating a database in 
Fauxton, you are 
taken directly to 
the Database view. 
The command-line 
alternatives to the 
actions described 
for Fauxton are 
shown in Listing 2. 
The response from 
CouchDB is a short 

{ok:true} if successful or an error 
message if not:

{"error":"file_exists","reason":U
 "The database could not be created, U
  the file already exists."U
}

Communication with CouchDB is 
most likely going to be through an 
application. In the basic structure, 
a program must send GET, PUT, POST, 
and DELETE requests and populate the 
URL, the authentication headers, and 
the data to be transferred. Everything 
else is controlled by the content of the 
requests. Listing 3 shows a simple ex-
ample in Python: a basic program that 
creates a database and outputs the re-
sult of this operation. The database is 
created on the first run, a second run 
would provoke an error message.
The CouchDB security strategy stipu-
lates that access to a database must 
be governed by means of users or 
roles. In the Fauxton database over-
view, you can set the access rights 
for each database in the Actions col-
umn (Figure 2). Creating a database 
automatically defines the logged-in 
user (admin in this example) as the 
admin. If you remove all users and 
roles under the Permissions item of a 
database, you end up with a public 
database anyone can read and write 
without authentication, which is fine 
for an initial test in a local environ-
ment. Authentication headers are 
no longer required for the requests, 
which certainly saves some typing 
when you are trying out curl at the 
command line.
Just as easily as the database can be 
created, it can be deleted again with a 
DELETE instead of a PUT request (List-
ing 2), but be careful: The delete ac-
tion happens immediately. All data in 
the database is lost. In Fauxton, you 
can delete a database in the Actions 
column of the database overview. 
Fauxton prompts you before deleting, 
just to be on the safe side.
A database in a CouchDB installation 
encapsulates data and queries. With 
one exception, CouchDB has no real 
joins, so you do not need to consider 
whether documents in messages can 

### Create a database
$ curl -X PUT localhost:5984/messages -H "Authorization: Basic YWRtaW46YWRtaW4="

### Delete a database
$ curl -X DELETE localhost:5984/messages -H "Authorization: Basic YWRtaW46YWRtaW4="

### Show details of a database
$ curl -X GET localhost:5984/messages

### New document with PUT
$ curl -X PUT http://localhost:5984/messages/first_message -d '{"message":"Hello"}'

### New document with POST
$  curl -X POST http://localhost:5984/messages -d '{"_id":"second_message","message":"World"}' -H 

"Content-type: application/json"

### Retrieve document with GET
$ curl -X GET http://localhost:5984/messages/first_message

### Retrieve all documents in a database
$ curl -X GET http://localhost:5984/messages/_all_docs

### Retrieve selected documents including content
$  curl -X POST http://localhost:5984/messages/_all_docs?include_docs=true -d '{"keys":["first_

message","second_message"]}' -H "Content-type: application/json"

Listing 2: Command-Line Communication

import json
import urllib3
http        = urllib3.PoolManager()
COUCHDB_URL = "http://localhost:5984"
AUTH        = 'Basic YWRtaW46YWRtaW4=' # admin/admin
HEADERS     = {'Content-type': 'application/json','Authorization': AUTH}
def create_database (database_name):
  url    = f'{COUCHDB_URL}/{database_name}'
  result = http.request('PUT', url, headers=HEADERS)
  return (json.loads(result.data))
print(create_database ("messages"))

Listing 3: Creating a Database in Python
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create a document 
with valid JSON 
by clicking Create 
Document in the 
desired database. 
CouchDB then 
suggests a UUID 
as the _id; you can 
change this value 
before saving, if so 
desired.
Now is a good 
time to store the 
list of status mes-
sages from List-
ing 1 in the mes-
sages database with 
one of the three 
options (Figure 3). 
One more thought 

regarding the selected IDs of the 
documents: If sorting by time or other 
ascending values is an important crite-
rion, an ID with a leading timestamp is 
recommended. Without programming 
a query, you can limit the time range 
with CouchDB’s built-in resources by 
adding the appropriate options startkey 
and endkey to the internal _all_docs 
query. (I get back to this later.)
However, it is not always possible to 
guarantee uniform IDs, especially with 
many status messages arriving from 
different systems, which is why the 
format of the ID is not taken into ac-
count in this example; you will want 
either to use POST to store the messages 
without specifying a _id field or to 
adopt the CouchDB UUID from Fauxton 

after running Create 
Document.

ACID, Append 
Only, MVCC
The revision 
number, which 
CouchDB auto-
matically inserts 
into the document 
when it is first 
saved, has a cen-
tral function in the 
CouchDB system. 
If you don’t spec-
ify the revision 
number, which 

blank when creating the document. 
CouchDB then assigns a universally 
unique ID (UUID) for the new docu-
ment. POST requests to CouchDB have a 
Content-type:application/json header. 
After successfully storing a document, 
CouchDB returns the ID and the initial 
revision number of the new document. 
In the event of an error, the database 
outputs a message to that effect:

{"ok":true,"id":"second_message","rev":U
 "1-183d19dc77574e297dc791f3723caf41"}

Even in a program, saving a docu-
ment with PUT or POST does not pose 
any major challenges. If you don’t 
feel like using the command line or 
writing code, you can use Fauxton to 

be linked to documents in another da-
tabase. Within a database, each docu-
ment has a unique ID, but the same ID 
can also occur in other databases. Once 
created, some database information 
and statistics can be retrieved by GET 
requests. Please remember, authentica-
tion is not necessary if no users and no 
roles are defined for this database.

Documents

To save, you can either use a PUT re-
quest with the ID as part of the URL or 
a POST request to the desired database. 
A POST request with a new document 
must contain the _id field. If it is 
missing, or if the ID of the document 
is irrelevant, you can leave the field 

Figure 2: Configuring users and roles in the Permissions view in the Fauxton graphical user interface.

Figure 3: When creating a document in Fauxton, always consider whether an ID preceded by a timestamp is a good choice.
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comprises a consecutive version num-
ber and a hash of the content, docu-
ments can be neither changed nor 
deleted. Moreover, without a specified 
revision number you have no update 
options. Why is that?
Data is stored in CouchDB by append-
ing newer data to older data. It fulfills 
the ACID conditions. A data record 
is either written completely or – in 
the event of an error – not written at 
all. Changes to a data record are ap-
pended to newer versions of a docu-
ment, thus eliminating the need to 
lock data records during write opera-
tions. As long as you do not explicitly 
delete the data of the old revisions, 
you can retrieve the entire history of a 
document with old revision numbers.
To manage concurrent data changes, 
CouchDB uses the multiversion con-
currency control (MVCC) approach, 
which relies on the revision number. 
This property plays an important 
role, especially when several read/ 
write operations take place in very 
quick succession. If two users open 
and modify document A with revi-
sion number 1-c6438911bbf in one 
program, the first program that enters 
the previously valid revision number 
when saving wins. The save action 
increments the document’s revision 
number. The version that is backed 
up second now has an outdated revi-
sion key, which means a document 
update conflict error is reported. 
At the end of the day, the user 

program is responsible for conflict 
management.
The situation is different with 
CouchDB replications. If the same 
document is changed in a cluster and 
replication is delayed (e.g., because of 
faults), the database system decides 
which version wins and keeps the sec-
ond document as the previous version.

MapReduce and Views

Without its own queries, CouchDB 
is initially just a key-value store 
with the option of delimiting the 
document set on the basis of IDs. 
Individual documents are read with 
a GET request that specifies the data-
base name and the document ID. To 
retrieve multiple documents, Couch-
DB’s own _all_docs query is used at 
the database level.
This query already anticipates the 
opportunities that MapReduce of-
fers. The _all_docs function returns 
a list of all documents in a database, 
including the current revision num-
bers. What is missing, though, is the 
content of the documents. If you add 
the include_docs=true parameter to 
the URL of the query, CouchDB also 
outputs the document data in the doc 
entry in each line.
To narrow down the list of desired 
documents, you can use the _all_
docs query with startkey=<xxx> and 
endkey=<yyyy> to define the range 
of keys within which you want to 

receive the documents. However, 
these queries only make sense if the 
document IDs are structured such 
that they can be easily narrowed 
down (e.g., by specifying the time).
If you want the database to load a 
few very specific documents, send 
an _all_docs POST request with the 
keys":[<key1>,<key2>,...] attributes. 
Again, the document content is only 
returned if you stipulate include_
docs=true. However, the capabilities 
of CouchDB are by no means limited 
to saving documents schematically 
and retrieving them again by specify-
ing the ID.
For example, perhaps you only want 
status messages that include an alert 
to appear or just all status messages 
of a certain type. How can you imple-
ment this if you can only search for 
the ID of a status message and these 
IDs are also random UUIDs? CouchDB 
is not a plain-vanilla key-value store 
but can use MapReduce indexes to 
create queries other than by ID. The 
standard approach is to program 
your own map and reduce methods in 
JavaScript. Other languages can be 
implemented, as well, by changing 
the query server setting of the in-
stance. Internal reduce functions such 
as _count or _sum are implemented na-
tively in Erlang and are therefore very 
powerful during indexing.
An important point with MapReduce 
is that you have no access to other 
documents during indexing. Each 
document is considered separately. 
However, you can embed a referenced 
document in the result at query time 
with _include_docs=true. The map 
function always expects a complete 
document as an input parameter. 
Depending on the desired index, the 
emit(key,value) command writes an 
entry to the index:

function (doc) { emit(doc.timestamp, 1); }

The value can be freely selected and 
can be zero. Note that, if you want 
to group the list later with a reduce 
function, you will need a value that 
can be totaled or counted. Later, you 
will want statistics on the number of 
messages per hour, so first add a 1 as 

{
  "_id": "_design/queries",
  "_rev": "6-856a5c52b1a9f33e136b7f044b14a8e6",
  "language": "javascript",
  "views": {
    "by-timestamp": {
      "map": "function (doc) {\n  if (doc.timestamp) {\n    emit(doc.timestamp, null);\n  }\n}"
    },
    "by-hours": {
      "map": "function (doc) {\n  if (doc.timestamp) {\n    emit(doc.timestamp.substr(8,2), null);\n  }\n}"
    }
  }
}
# Result of a query /messages/_design/queries/_view/by-timestamp
{"total_rows":3,"offset":0,"rows":[
{"id":"386270ebaf851375fc95465741019679","key":"202405141201","value":1},
{"id":"386270ebaf851375fc9546574101a657","key":"202405150200","value":1},
{"id":"386270ebaf851375fc95465741020597","key":"202405160800","value":1}
]}

Listing 4: Design Document with Views
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Of course, you do 
not want to receive 
all the list data 
as a result. Enter-
ing the keys in an 
internal B+ tree 
lets you quickly 
implement the de-
sired subset que-
ries. The start-
key="20240515" 
parameter shows 
all status mes-
sages from May 
15, 2024, when 
you call the view, 
whereas the end-
key="20240516" 
parameter limits 
the view range to 

messages before May 16 of that year.
A time range can be limited by com-
bining startkey and endkey in one 
call. Bear in mind that the end key is 
part of the result for a standard query. 
Accordingly, a query of

startkey="20240516"&endkey="20240516"

returns no results because the search 
starts on and only returns results up 
to 20240516.
The standard query returns a list of 
IDs and keys, but not the contents of 
the documents. Either the user pro-
gram can download the documents 
individually from the list of IDs, or 
you need to specify the include_
docs=true parameter in the query. As 
with _all_docs, the data document 
can then be found in the output list 
below doc in each line.
The example also reveals the limits 
of queries with mapping. This query 
does not reveal which messages oc-
curred in the morning or at night. 
Subset searches only work from front 
to back. To search for the time, you 
need a second view that only outputs 
the hour (Listing 5).

Reduce Function

Because the topic of reduce functions 
is relatively extensive [2], I will only 
look at CouchDB’s own _count func-
tion here. Once a reduce function 

apart from the special ID, the save 
processes are also the same. Whether 
you choose PUT/POST or you use 
Fauxton, you just add the design 
document to the database as usual. 
Note that you must replace the line 
endings of the functions with new-
lines (\n) when you save the design 
document.
After saving or modifying a design 
document with views, indexing all 
documents stored in this database 
starts in all of the design document’s 
views. Depending on the number 
of documents, this process can take 
some time. You can monitor the prog-
ress in Fauxton under Active Tasks 
or by sending a GET request (with au-
thentication) to http:// localhost:5984/ 
_active_tasks. If you add new data 
documents later on or modify a data 
document, this function is automati-
cally called up for this one document. 
The call updates the existing index. 
The result of a query can be viewed 
directly in Fauxton (Figure 4).
The results are a little more compact 
if you use a curl query or simply 
point the browser at http:// local-
host:5984/ messages/ _design/ queries/ 
_view/ by-timestamp. In the query 
results, the desired index (timestamp) 
is now defined as the key with sorting 
in ascending order. If the index has 
documents, each view provides the 
ID of the document and the key-value 
from the emit statement.

a value to each key. The reduce step 
is optional; it is necessary if you want 
to, say, total the results of the list 
or group the query. To help you get 
started, one of the natively integrated 
reduce functions (e.g., _sum or _count) 
is a good choice. A MapReduce func-
tion that writes an index and option-
ally aggregates it is known as a view 
in the CouchDB world.

Design Documents

Queries and other functions are stored 
in documents in the database in which 
the data documents are also stored. 
The document ID always starts with 
_design/<name>, which is why it is 
known as a design document. Not all 
queries in a database have to be saved 
in a single design document; on the 
contrary, it makes sense to distribute 
them across different design docu-
ments for performance reasons. You 
can imagine a design document as 
being something like a container for a 
number of CouchDB functions (view, 
update, filter, validate). Right now, the 
MapReduce functions stored as views 
in the design document are of interest. 
To retrieve a list of all timestamps for 
the status messages, you need to save 
a design document with the views and 
the map function in the messages data-
base (Listing 4).
Because design documents are com-
pletely normal data documents, 

Figure 4: You can view the result of an index update in Fauxton.
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is available in a view, the mapping 
results are no longer output as a list, 
but totaled by the reduce function.
To evaluate the number of status mes-
sages per hour, you need to modify 
the by-hour view slightly (Listing 5). 
A 1 is written to the index as a sepa-
rator for later counting and summa-
rizing. A normal call of the view first 
totals all rows and outputs the sum as 
the result. In this case, the key field is 
null (Listing 6), but this result isn’t 
exactly the one expected. The secret 
lies in the group=true parameter in the 
query, which specifies that the total 
output be sorted by key, and returns 
the desired results (Listing 7).
Now not only simple values can be 
used as keys, but also arrays, so that a 
single view can group and count the re-
sults in several levels, including a map 
function that outputs an array as the 
key, outputs another value (1 in this 
case) as value (Listing 8), and queries 
the appropriate grouping parameters 
group_level=<x>. A group_level of 0 
does not group at all, and the reduce 

function in the example 
only returns a 4. If you 
set group_level=1, the first 
entry in the array is used 
for grouping and counting, 
whereas group_level=2 tells 
CouchDB to combine the 
first two entries and count 
them in groups.
Of course, this can be 
combined with the famil-
iar startkey and endkey 
(e.g., to evaluate only the 
gardenrobot-1 source). 

Again note the logic that the end key 
is not included in the output. You need 
an end key that is greater than gar-
denrobot-1. Because you do not know 
what the next largest key is, the end 
key must be either gardenrobot-1x or 
gardenrobot-1,{}, because an empty 
object ranks higher than any string.

Replication

The messages database is the central 
point where all status messages are 
received. However, for performance 
or storage reasons, it makes sense to 
store the sorted status messages in 
different databases: one database for 
IoT, one for weather warnings, and 
another for server messages. Thanks 

to CouchDB’s replication capabilities, 
a solution is easily found. To begin, 
create three additional databases as 
described at the beginning of the arti-
cle: iot_messages, weather_messages, 
and server_messages.
Each database in a CouchDB instal-
lation can act both as a replication 
server and as a replication client. 
Two databases can also replicate each 
other. During replication, it does not 
matter whether or not the databases 
are in the same CouchDB instance. 
You can even set up a replication of a 
database from instance 2 to instance 
3 in CouchDB instance 1.
Replication takes place from the 
changes feed of a CouchDB database, 
which is where the document IDs of 
changed (or newly created) docu-
ments are stored. Creating, updating, 
or deleting a document appends the 
ID and revision number of the docu-
ment to the changes feed. Previous 
entries for a document disappear 
from the feed so that each document 
ID only appears once.
For replications from Source to Target, 
the revision number of a changed 
source document must be greater 
than the revision number of a target 
document for the replication to be ex-
ecuted. A small example will illustrate 

{
  "_id": "_design/queries",
  "_rev": "6-856a5c52b1a9f33e136b7f044b14a8e6",
  "language": "javascript",
  "views": {
    "by-timestamp": {
      "map": "function (doc) {
        if (doc.timestamp) { emit(doc.timestamp, null); }
      }"
    },
    "by-hour": {
      "map": "function (doc) {
        if (doc.timestamp) { emit(doc.timestamp.substr(8,2), null); }
      }"
    },
    "by-hour-count": {
      "map": "function (doc) {
        if (doc.timestamp) { emit(doc.timestamp.substr(8,2), 1); }
      }",
      "reduce": "_count"
    },
    "by-source-type-count": {
      "reduce": "_count",
      "map": "function (doc) {
        if (doc.source && doc.message.type && doc.message.value) {
          emit([doc.source, doc.message.type,doc.message.value], 1);
        }
      }"
    }
  }
}

Listing 5: Views by Timestamp and Hour

$ curl -X GET localhost:5984/messages/_design/queries/_view/by-hours-count
{"rows":[
{"key":null,"value":4}
]}

Listing 6: Reduce Without Grouping

$ curl -X GET localhost:5984/messages/_design/queries/_view/
by-hours-count?group=true
{"rows":[
{"key":"02","value":1},
{"key":"08","value":1},
{"key":"12","value":2}
]}

Listing 7: View Grouped by Key

$ curl -X GET localhost:5984/messages/_design/queries/_view/by-source-type-count?group_level=1
{"rows":[
{"key":["18739949083333"],"value":1},
{"key":["gardenrobot-1"],"value":2},
{"key":["server"],"value":1}
]}

Listing 8: Reduce and Group
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paradigm for designing queries 
against large volumes of data, and it 
is particularly powerful when com-
bined with grouping.
There are many other interesting top-
ics related to CouchDB that I have not 
covered. In addition to attachments is 
the ability to attach binary data (e.g., 
images and other formats) to, and 
retrieve it from, a document. Also, 
Mango is the declarative CouchDB 
query language that allows data to be 
queried without MapReduce. Finally, 
the cluster and replication model 
with configurable shards and copies, 
among other things, is a strong argu-
ment for getting to know the data-
base. I hope you have fun doing so! 

Info

[1]  Installation: [https://  couchdb.  apache.  org]

[2]  MapReduce: [https://  de.  slideshare.  net/ 

 slideshow/  couchdb-mapreduce-13321353/ 

 13321353]

and version number. However, when 
the file in Source is changed a second 
time, the revision number increases 
to 3-…, and the document can be 
replicated to Target.
Deletions of documents are not 
actually deletions, either. Instead, 
the database tags the document as 
_deleted:true, and the revision num-
ber is incremented and can then no 
longer be called up. If the document 
is deleted on Target in the previous 
case, it is given a higher revision 
number, like a change, and replicating 
it again would be unsuccessful. You 
would need to modify the document 
in Source again for the revision num-
ber to continue to increment so that 
the document can again be replicated.

Conclusions

This article has probably only whet 
your appetite for opportunities with 
CouchDB. MapReduce is a powerful 

this important point: Start a one-time 
replication from the database Source 
to the database Target (but not back). 
The Source database receives the new 
document,

{"_id":"d1",_rev:"1-1k9xyc",U
 "name":"Kurowski"}

which is now replicated in the Target 
database, where the identical docu-
ment is created. A change then occurs 
in the Target database, which results 
in a revision number increase in 
Target:

{"_id":"d1",_rev:"2-7ks112l",U
 "name":"Oliver Kurowski"}

If the document is also modified in 
Source, no replication to Target fol-
lows, because the revision number is 
not higher, but the same. In this case, 
the data is not consistent: Two dif-
ferent documents have the same ID 
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Traditional enterprise virtualization 
clusters run on physical servers, on 
which Kubernetes clusters, whose 
nodes run on virtual machines (VMs), 
are then based. This kind of architec-
ture is fraught with many drawbacks. 
On the one hand, two layers means 
additional license and subscription 
costs. On the other hand, both the 
VM and container layers virtualize 
resources such as networks and stor-
age, which impairs performance in 
many installations.
In some organizations, Kubernetes 
nodes already make up the major-
ity of VMs in the cluster while the 
number of classic VM-based applica-
tions steadily decrease. The tide has 
turned from many VMs and a few 
containers to many containers and a 
few VMs. Kubernetes can take care of 
these remaining VMs with an add-on 
named KubeVirt, which allows you 
to remove the obsolete virtualiza-
tion layer from the data center and 
place the server hardware with all the 
containers and VMs entirely under 
Kubernetes’ control.

Add-Ons for VMs

Although you usually think of con-
tainers when you hear the word 
Kubernetes, strictly speaking, Kuber-
netes is an open cluster management 

framework. Given the right choice of 
custom resource definitions (CRDs) 
and add-ons, the framework is not 
only capable of managing containers 
but can also handle virtual networks, 
distributed storage, and, of course, 
the matching security rules and ac-
cess authorizations.
Extensions for Kubernetes save 
their current configurations in the 
system’s own key-value store (typi-
cally etcd) and provide a REST API. 
They use these configurations to 
field instructions from the Kuber-
netes framework. To use the add-on 
features, you need to formulate a 
matching request to the Kubernetes 
framework. The “child” used in the 
request (i.e., the resource type to be 
managed) then points to the add-on 
API to which Kubernetes transfers 
the request.
Extensions also use the Kubernetes 
framework to communicate with each 
other, which makes it easier to ab-
stract the resources. Where an add-on 
needs access to a persistent volume, 
for example, it makes this request to 
the storage class managed by Kuber-
netes. The requesting add-on does not 
need to know which storage driver 
is running in the cluster or how it 
provides the volume. Kubernetes also 
abstracts network resources according 
to the same principle.

KubeVirt Basics

KubeVirt [1] is integrated into the 
framework like all other add-ons. Red 
Hat founded the open source project 
back in 2016 as a follow-up project 
to the oVirt enterprise virtualization 
system, where development work was 
discontinued at the end of 2022. On the 
back end, KubeVirt uses well-known 
and established technologies such as 
libvirt and the Qemu and KVM stack. 
KVM controls the virtualization func-
tions of the CPUs, while Qemu simu-
lates the machine and its peripherals. 
As a result, KubeVirt can run on any 
system whose CPU provides virtualiza-
tion functionality. You can also use a 
VM for a trial installation, provided it 
is capable of nested virtualization (i.e., 
running a VM in a VM).
To avoid the need for KubeVirt to 
change the host operating system 
setup, it bundles the Qemu KVM 
stack’s virtualization functions 
themselves into containers. These 
containers do need to be running 
in privileged pods on the respective 
host to be able access the host CPUs’ 
virtualization features. On the client 
side, KubeVirt introduces another 
command-line interface (CLI) tool, 
virtctl, for controlling the VMs 
in addition to the regular kubectl 
command.

We describe how OpenShift and Rancher use their different architectures to integrate KubeVirt, an extension 
used by Kubernetes to operate virtual machines in addition to containers. By Andreas Stolzenberger

KubeVirt integration in OpenShift and Rancher
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As a fully integrated Kubernetes 
extension, KubeVirt also offers 
enterprise-level VM features such as 
automatic VM failover if a host goes 
down. The matching storage add-
on, which must provide persistent 
volumes (PVs) as block storage for 
KubeVirt, takes care of data carrier 
redundancy. A simple filesystem such 
as NFS does not work here.
If you are familiar with Kubernetes, 
you can set up KubeVirt manually. All 
you need is a K3s or MicroShift single-
node setup, a little patience, and many 
lines of YAML definitions. Although a 
manual installation will work, it does 
not lend itself to ease of use. KubeVirt 
works better when integrated into a 
distribution. The two major Kubernetes 
distributions, OpenShift (Red Hat) and 
Rancher (SUSE), use very different ar-
chitectures to integrate KubeVirt.

KubeVirt on OpenShift

In Red Hat OpenShift, or its free vari-
ant OKD, KubeVirt can be installed 
easily on an existing cluster from the 
OperatorHub registry platform – as-
suming the cluster is running on 
physical servers or the OpenShift 
nodes support nested virtualiza-
tion. As mentioned earlier, KubeVirt 
requires a storage class that can pro-
vide block PVs 
for VMs.
To build VMs, 
you will first 
want to cre-
ate appropriate 
templates. The 
KubeVirt opera-
tor comes with 
a catalog of tem-
plates, and it can 
clone existing 
RAW or QCOW 
disk images 
(Figure 1). Alter-
natively, you can 
install the VM in 
the traditional 
way (e.g., from 
an operating sys-
tem ISO).
Qemu simu-
lates the same 

Integration with Red Hat

The integration of KubeVirt on Open-
Shift leaves little to be desired. The 
web graphical user interface (GUI) of-
fers many convenient functions, even 
with some compromises compared 
with traditional enterprise virtualiza-
tion platforms. For example, if you 
want to make changes to a VM’s disk 
assignments once the definition is 
completed, you won’t find all the func-
tions you need in the graphical inter-
face. If worst comes to worst, you will 
find yourself back editing the YAML 
code in legacy Kubernetes style.
Additionally, you might find that a 
soft VM shutdown in the web GUI 
fails to work. The user interface does 
not have a Force Power Down button. 
In cases like this, the workaround is 
the CLI, where you can force the re-
calcitrant VM to shut down by typing:

virtctl stop <VM-Name> --force

Generally speaking, you need to 
remember that combining Open-
Shift, OpenShift virtualization, and 
OpenShift storage creates a large 
and resource-intensive setup of the 
type that is more likely to be found 
in large data center installations. A 
stack like that is not a good choice 

hardware and firmware on the Kube-
Virt VM as is also used on conven-
tional KVM desktop VMs. The Q35 
machine type can also run the latest 
Windows systems thanks to UEFI 
secure boot. Paravirtualized VirtIO 
devices take care of storage and LAN 
adapters on the VM.
Node tags let you decide which nodes 
in the OpenShift or OKD cluster can 
run VMs, which means that organiza-
tions can decide whether they want 
to run container and VM workloads 
together on a single node or prefer to 
separate VMs and application pods 
and assign them to different node 
groups. OpenShift and OKD can use 
all supported and block-storage-
capable drivers as storage. In hyper-
converged scenarios, most admins 
will likely use the OpenShift storage 
operator, which is based on the Rook 
and Ceph open source projects. How-
ever, external tools such as Trident for 
NetApp storage systems also work.
The HyperShift project is also of inter-
est for service providers. It uses the 
KubeVirt operator’s VM functions to 
run several separate virtualized Open-
Shift clusters on a single physical 
cluster. In this way, several clusters 
can be operated with separate root 
access, yet still share underlying re-
sources such as Ceph storage.

Figure 1: OpenShift and OKD seamlessly integrate KubeVirt’s virtualization functions into the GUI, providing a range 
of ready-made VM templates.
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for a small three- to five-node envi-
ronment in a branch office.

Rancher Harvester

SUSE implements KubeVirt a little 
differently by relying on the separate 
hyperconverged tool Harvester. Much 
like the CoreOS project (Fedora/ RHEL), 
SUSE uses a lean immutable Linux 
distribution named Elemental for SLES 
and openSUSE Leap. Elemental only 
includes the supported hardware driv-
ers, the kernel, a container runtime, 
and Kubernetes. All other functions are 
containerized. If you are interested in 
building your own immutable images, 
note that SUSE offers the Elemental 
toolkit [2] for this purpose. The images 
can then be used to establish lean K3s 
cluster nodes, for example.
The Harvester distribution combines 
an Elemental image with the basic 
Kubernetes functions, Longhorn 
(distributed iSCSI storage for Kuber-
netes), KubeVirt, and a simple web UI 
similar to that in Rancher. During the 
straightforward Harvester installation 
from the Elemental boot image, you 
can choose whether to create a new 
cluster or add the node to an existing 
cluster. The first node is the web GUI 
on a virtual IP address, which means 
that other nodes in the cluster can 
also take over this role. For simple 
test setups, though, Harvester will al-
ready work with a single node.
Once installed, Harvester comes up 
with a very simple interface that is 
reminiscent of familiar enterprise vir-
tualization environments. Users can 
upload ISO images and create and 
start new VMs in just a few steps.
The VM GUIs are accessed from a 
browser-based virtual network com-
puting (VNC) console. The usual 
functions (e.g., snapshots and live 
migration) are also available. You 
probably will not even notice the 
Kubernetes underpinnings. Also, you 
have no option in Harvester to run 
regular container workloads.
The environment uses a LAN adapter 
on the Harvester nodes for its man-
agement network. You can then as-
sign further network interfaces to 
bridged VM networks. VMs on these 

virtual LANs then have direct net-
work access.
Much like OpenShift, the Harvester 
GUI occasionally lacks functionality. 
For example, if you want to change 
the boot sequence of the data carri-
ers after installing a VM, you will not 
find an option for doing so; instead, 
you have to edit the YAML code.

VMs? Yes; Containers? No

With the feature set it offers, Har-
vester is a standalone hyperconverged 
approach for VMs only, but a Harvester 
cluster can be integrated into an 
existing Rancher environment with 
just a few steps. If your organization 
already uses Rancher, you can set up 
the connection to Harvester and then 
use the Rancher GUI to manage the 
Harvester functions. Things only start 
to get really interesting if you use the 
Harvester node driver. Rancher relies 
on this driver to steer the process of 
rolling out and managing additional 
Kubernetes clusters with K3s or RKE2 
nodes running on Harvester.
You first need to configure the desired 
cluster configuration in a menu – that 
is, define the number of nodes you 
will be using, the Linux and Kuber-
netes distributions the cluster will 
use, and the resources (e.g., disks, 
CPUs, and memory) you want to as-
sign to the VMs. Rancher then rolls 
out all the required VMs on Harvester, 
configures the environment, and 
adopts the newly rolled out Kuber-
netes clusters into a Rancher multi-
cluster management setup. These vir-
tual Kubernetes clusters on Harvester 
VMs can share resources such as 
underlying Longhorn storage.
As mentioned, Kubernetes initially 
only provides a hyperconverged clus-
ter for VMs and distributed storage 
under the Harvester hood. Applica-
tion containers are not used. The 
open source tool offers a solid feature 
set with comparatively frugal hard-
ware requirements, which means it 
can easily serve as a drop-in replace-
ment for expensive vSphere installa-
tions. Harvester really starts to buzz 
in combination with Rancher-flavored 
multicloud management, allowing 

you to automate the process of rolling 
out and managing multiple Kuber-
netes clusters on Harvester.

Conclusions

Although OpenShift and Rancher use 
the same toolkit to solve VM integra-
tion with KubeVirt, the architectures 
are very different. Whereas OpenShift 
integrates VMs directly and supports 
parallel operation of VMs and pods 
on the same nodes, Rancher separates 
the VM platform from the container 
platform with Harvester on its own 
nodes. Both approaches have their 
advantages and disadvantages. What 
I like about Harvester is that it is also 
a great choice as a vSphere replace-
ment in small to medium-sized instal-
lations. The Rancher management 
integration is a good thing to have, 
especially when it comes to managing 
multiple virtual Rancher clusters on 
the Harvester platform.
OpenShift’s virtually seamless integra-
tion of VMs with containerized ap-
plications is a great success. From the 
administrator’s point of view, there is 
hardly any difference between an ap-
plication in a container pod or a VM, 
especially given that containers and 
VMs can run alongside each other on 
virtual networks. That said, OpenShift, 
including the virtualization compo-
nent, targets larger infrastructures, and 
only makes sense in environments 
with more than eight nodes. 

Info

[1]  KubeVirt: [https://  kubevirt.  io]

[2]  Elemental toolkit: [https://  github.  com/ 

 rancher/  elemental-toolkit]
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No matter what your technical prob-
lems, containers make everything 
easier, better, and faster – at least 
that’s the rosy promise of the glossy 
brochures. However, some distribu-
tors of container platforms that in-
clude Kubernetes provide an excellent 
tool that, once it has been rolled out, 
keeps on adding components that can 
quickly overwhelm newcomers with 
its complexity to cover various miss-
ing aspects of container operation.
Each of these components, whether 
addressed by the tool itself or as an 
add-on, comes with its own system 
requirements and drags in other com-
ponents that also need to be rolled 
out before anything else happens. The 
many solutions in a provider’s port-
folio did not come about by chance 
but are part of a carefully developed 
product strategy. The idea is to cover 
every eventuality, discourage admins 
from shopping around, and ensure 
maximum returns.

By the time you have implemented a 
production-ready Kubernetes (K8s) in 
this way, you will have paid a large 
amount of cash to the distributor 
and your choice of hardware vendor, 
fought your way through countless 
pages of documentation, and prob-
ably worked for weeks to knock all 
the add-ons and the tool itself into 
a production-ready state. It’s easy to 
understand why many admins lose 
interest in containerization before 
they have even gotten started.
In this article, I focus on Kubernetes 
per se and the means for achieving 
the smallest possible K8s setup that is 
as complete as possible for a produc-
tion or development environment.

Basics

Any container platform certainly 
needs scalable, redundant storage; 
versatile software-defined networking; 
and comprehensive security features. 

The obvious question is: How do you 
set up Kubernetes without breaking 
the bank? What options do you have 
for building an executable Kubernetes 
that is suitable for production use 
outside the sphere of influence of 
the major distributions? How do you 
create a small but capable K8s play-
ground for your first steps?
Plenty of ready-made solutions can 
address all of these challenges; after 
all, K8s business has been a rev-
enue driver for countless technology 
groups for years. However, keeping 
track and developing a suitable strat-
egy can be a challenge.

Test or Production?

Even if you only want to build a 
small Kubernetes for your own needs, 
you must ask a central question: Does 
the setup need to be suitable for pro-
duction use? Much depends on the 
answer.

Kubernetes can be highly complex, with massive setup routines that are totally over the top for newcomers. If 
you want to try out Kubernetes or run it in production, you have a number of options, even if you decide not to 
use the comprehensive packages from established vendors. By Martin Loschwitz

Production-ready mini-Kubernetes installations
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Intuitively, the vast majority of ad-
ministrators will probably think of 
redundancy first, and Kubernetes is 
all about redundancy on several lev-
els. The very principle of a distributed 
and scalable platform is diametrically 
opposed to a solution without any 
redundancy. First is the redundancy 
that Kubernetes itself requires. Cen-
tral components such as the sched-
uler, the Kubernetes API, and the 
cluster manager need to be operated 
redundantly in production setups; 
otherwise, the failure of individual 
systems will wreak havoc across the 
entire platform.
Second, a redundant Kubernetes is 
useless if storage for the running 
container instances is not set up to 
be redundant; again, its failure would 
paralyze the entire platform. Whether 
redundant or not, Kubernetes can be 
rolled out by almost identical meth-
ods, either as a single-node setup for 
development purposes or as a highly 
redundant installation. Obviously 
a redundant setup requires more 
hardware than a simple development 
environment, but in both cases the 
installation can at least be virtual.
The infrastructure surrounding a Ku-
bernetes installation requires more 
thought. In the context of a develop-
ment environment, the most impor-
tant consideration is that you need 
a way to create standards-compliant 
volumes in Kubernetes (persistent 
volumes and persistent volume 
claims). Whether they then point to a 
local logical volume manager (LVM) 
volume in the background is pretty 
much irrelevant.
However, this situation changes if you 
are looking at a production setup. Re-
dundant storage can be implemented 
in various ways. Besides legacy 
network-attached storage (NAS) or a 
storage area network (SAN), you can 
use more modern approaches such as 
Ceph or Longhorn. However, you do 
need to procure, install, and set up 
the required hardware before you can 
get started with Kubernetes itself.
In the example here, I assume that at 
least five servers are available for the 
production scenario: three systems 
for the Kubernetes control plane, a 

local Kubernetes instance to test your 
workloads and check whether your 
configuration works in the intended 
way.
The Kubernetes market can be con-
fusing here, with various solutions 
vying for your favor, most of which 
claim to be just as suitable for small 
development environments as for 
redundant production setups in data 
centers. The real problem is a lack of 
clarity: If you haven’t had much ex-
perience with Kubernetes in the past 
and just want to familiarize yourself 
with the principles, you can quickly 
become confused when you hear 
about K3s [2], k0s [3], minikube [4], 
Microkubes [5], and the many other 
variants.
These names relate to K8s distribu-
tions, all of which enrich the vanilla 
version of Kubernetes with their own 
components and setup logic and set 
up the whole kit and caboodle so 
you can get places with just a little 
typing at the command line. Where 
they differ – if at all – is mainly in the 
components they use to enrich the 
environment. As crazy as it sounds: 
“Not invented here” plays a major roll 
in the colorful world of Kubernetes. 
Vendors often only decide to launch 
their own K8s distributions because 
they want to create a unique selling 
point compared with other manufac-
turers, which, from the point of view 
of the K8s newcomer, doesn’t make 
things any easier.
If you want to start with a local 
setup, you first need to set up a clas-
sic virtual machine (VM). Ideally, you 
will want to run Debian GNU/ Linux 
12 or Ubuntu 24.04. Preferably, you 
should also install a runtime envi-
ronment on the system that lets you 
operate containers on Linux. In both 
cases, the choice will typically be the 
Docker Community Edition (Docker 
CE). More modern distributions 
such as Ubuntu 24.04 come with a 
runtime environment in place, in the 
form of Podman, which can be used 
immediately.
One thing that practically all mini K8s 
distributions have in common is that 
their authors attach great importance 
to getting a complete Kubernetes up 

Ceph-based distributed storage sys-
tem, and two additional systems for 
(redundant) container operations.

Beware of Vanilla

A warning is appropriate at this point: 
Administrators who have not yet had 
any experience in the K8s world, in 
particular, tend to stumble into a trap 
by rolling out the vanilla Kubernetes 
distribution (i.e., the containerized 
software that can be found on the 
Kubernetes homepage [1]). As things 
stand at present, though, this ap-
proach is strongly discouraged – an 
opinion shared in the Kubernetes 
community.
Since its inception, K8s has been 
based on the principle that an official 
Kubernetes version exists whose cen-
tral role is to specify the Kubernetes 
API and define the rules. Although 
the open source upstream (vanilla) 
Kubernetes can be rolled out, you 
won’t enjoy such a setup for long, 
because it explicitly gives you only 
the absolute minimum of services to 
operate with minimum redundancy. 
The management tools are missing, 
as are tools for connecting the basic 
Kubernetes installation with external 
services such as software-defined 
storage (SDS) or software-defined net-
working (SDN).
Although technically possible, a great 
deal of effort is required to create an 
environment that is production- or 
even just development-ready. Expe-
rienced Kubernetes admins go so far 
as to describe running a local vanilla 
Kubernetes as a form of administra-
tive self-boycott. If the experts already 
fear such a task, K8s newcomers are 
very much advised not to tread this 
path. You do not need to take such a 
course of action: Far removed from 
the huge Kubernetes environments 
are rugged and agile solutions that 
enable the operation of a standards-
compatible K8s cluster.

Many Options

Development setups kick off this tour 
of the mini-K8s universe. In these 
setups, you typically want to create a 
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and running as quickly as possible. 
It comes as little surprise to hear that 
K3s, for example, can be set up on an 
existing virtual instance in next to no 
time (Figure 1). K3s is a significantly 
pared down distribution, originally 
created by the Rancher developers, 
that is still fully compatible with the 
Kubernetes API. In the meantime, 
the focus has shifted to edge comput-
ing, IoT, and continuous integration 
and continuous delivery (CI/ CD) 
applications.
Installing K3s is very easy (see the 
“Insecure Installation” box): A short 
curl command is all it takes to roll 
out all the components in a single-
node installation and, after about 30 
seconds, view a list of the available 
K3s nodes on the screen:

$ curl -sfL https://get.k3s.io | sh --
$ sudo k3s kubectl get node

In the standard installation, though, 
this simply means the Kubernetes 
control plane itself.
Right now, you are still missing a K3s 
agent that can run containers. To do 
this, first find the token for authenti-
cating agents and then launch the vir-
tual instance, specifying its address:

$ NODE_TOKEN=U
  $(cat /var/lib/rancher/k3s/server/token)
$ sudo k3s agent U
  --server https://<Server-IP>:6443 U
  --token ${NODE_TOKEN}

These commands produce a com-
plete Kubernetes that can create vol-
umes and manage containers on the 
specified IP. If your VM is powerful 
enough, you can start experimenting 
right now with something quite close 
to a production setup.
At first glance, you will probably not 
realize how many components K3s 
integrates out of the box. I already 
mentioned SDS and SDN; K3s sup-
plies working components for both: 
Volumes can be created, locally at 
least, by an LVM provider, and Flannel 
software gives you SDN. Although it 
is considered one of the simpler SDN 
solutions for Kubernetes, it is fine for 
test setups and for the vast majority of 
production environments. Flannel can 
also be combined with various net-
work components within Kubernetes 
(e.g., with the Istio mesh solution).
By the way, you are not restricted to 
rolling out K3s in single-node mode. If 
you later want to recreate a develop-
ment K3s setup in production, you 

can call the setup script with various 
parameters that roll out the Kubernetes 
control plane redundantly. You can tell 
that K3s was originally the mini-K8s 
distribution in the background with 
Rancher and was designed for this pur-
pose. I’ll get back to Rancher later.

k0s Impresses

The situation with k0s is very simi-
lar to that with K3s (Figure 2). This 
Kubernetes distribution by Mirantis, 
a cloud computing company, is also 
available as free software and can be 
installed in a few simple steps. Here, 

Figure 1: K3s lets you roll out Kubernetes in small environments for development or production purposes. © K3s

Insecure Installation

In terms of installation, both K3s and k0s 
deserve an admonishment. The principle of 
loading a shell script from the network with 
curl and using sudo to execute it directly 
as root on the target host naturally causes 
any security-conscious admin to break out 
in a sweat; you would want to download the 
script manually and examine it meticulously 
before running it. However, because you are 
using curl to set up Kubernetes on a virtual 
instance, the damage would not be so great 
in case of an incident and could be simply 
remedied by ditching the instance and creat-
ing a new one.
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My choice of describing K3s and k0s 
for this article has nothing to do with 
bias. In fact, the various Kubernetes 
distributions in the same league are 
not too different in terms of content 
and technology. If you choose mini-
kube or MicroK8s instead of K3s or 
k0s, you will quickly realize that their 
installation procedures are similar. 
After completing the install, you will 
have a comparable feature set in each 
case, and the way things are handled 
is pretty much the same.

Production, Fast

If you are looking for a flexible and 
not overly complex solution to roll 
out a production Kubernetes setup for 
your company, you first need to make 
sure the conditions mentioned earlier 
for a production Kubernetes are met. 
You need to be clear about the SDS so-
lution you will be using and about the 
SDN solution you intend to deploy.
For the sake of simplicity, assume 
in this example that the all-rounder 
Flannel will be handling SDN, with 
Ceph shouldering the SDS load. Ceph 
can be rolled out as a service in 

of two nodes in the file k0sctl.yaml. 
To make the control plane highly 
available, and therefore suitable for 
production, you can edit the file ac-
cordingly and then implement the 
saved configuration, output a configu-
ration file compatible with kubectl, 
and display the running pods:

$ k0sctl apply --config k0sctl.yaml
$ k0sctl kubeconfig > kubeconfig
$ kubectl get pods U
  --kubeconfig kubeconfig -A

Like K3s, k0s comes with ready-made 
integrations for SDN and SDS. How-
ever, it takes a different approach, 
at least in terms of the network, by 
giving you Calico, which is far more 
comprehensive and complex than 
Flannel. When it comes to storage, you 
face a little DIY. The k0s developers 
recommend combining the tool with 
OpenEBS. However, this block-mode 
storage platform was dropped from 
the k0s scope of delivery a while back 
and, according to the authors, needs 
to be installed by the Helm package 
manager. The k0s documentation [6] 
contains instructions for this task.

too, it is advisable to start a single 
virtual instance for development and 
test purposes on which to carry out 
the work. Again, Ubuntu 22.04 is a 
good choice. The steps are quickly 
completed: Use curl to download the 
k0s binary, which you then use to roll 
out the Kubernetes cluster:

$ curl -sSLf https://get.k0s.sh | sudo sh

If k0s is available locally, install 
a single-node control plane for 
Kubernetes and then start the desired 
services and check their status:

$ sudo k0s install controller --single
$ sudo k0s start
$ sudo k0s status

The kubectl command-line tool can 
be deployed at this point.
Like K3s, k0s also claims to be suit-
able for production environments. By 
running the command

$ k0s init > k0sctl.yaml

after the install, k0s creates a basic 
configuration for a cluster consisting 

Figure 2: k0s offers services similar to K3s and enables the operation of a Kubernetes with all the required services in a small footprint. 
High-availability options are also available for production environments. © Mirantis
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Kubernetes by Rook [7], which au-
tomatically gives you a management 
option. The SDS part of the setup 
only plays a minor role in the con-
figuration of Kubernetes itself.
I already looked at Rancher in the 
context of K3s, but Rancher is also 

ideal for rolling out production Kuber-
netes setups (Figure 3). This concept 
is easy to understand when you think 
about what Rancher actually is.
Rancher is itself based on Kuber-
netes and integrates a Kubernetes 
control plane. It can also be used 

to roll out and control many differ-
ent Kubernetes instances in parallel. 
Once you have set up the Rancher 
control plane, you can add further 
hosts to the software and then roll 
out your own small Kubernetes clus-
ters on them with the command-line 

Figure 3: Rancher can roll out fully functional, yet manageable, K8s instances in this useful dashboard. © Magnolia

Figure 4: For all K8s setups, Rook is recommended as a storage solution that can be set up in very little time to run in K8s itself. © Rook
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solutions presented here, but don’t 
expect to get it straight out of the box. 
Some follow-up can be expected, at 
least for production environments. 
Given that Kubernetes can be highly 
complex, you will certainly not want 
to find yourself flying blind in your 
own environment.
Regardless, if you want to try out K8s 
or run it in production, you have a 
number of options, even if you decide 
not to use the comprehensive pack-
ages from established vendors.  

Info

[1]  Vanilla Kubernetes:  

[https://  kubernetes.  io/  releases]

[2]  K3s: [https://  K3s.  io]

[3]  k0s: [https://  k0sproject.  io]

[4]  minikube:  

[https://  minikube.  sigs.  K8s.  io/  docs]

[5]  Microkubes:  

[https://  www.  microkubes.  com]

[6]  k0s installation instructions: [https://  docs. 

 k0sproject.  io/  v1.  23.  6+k0s.  2/  install/]

[7]  Rook documentation:  

[https://  rook.  io/  docs/  rook/  latest-release/ 

 Getting-Started/  quickstart]

and running on the same systems. 
Systems with the Kubernetes services 
of a K8s cluster rolled out by Rancher 
therefore also need storage devices 
(hard disks or flash drives) for Rook 
to offer redundant storage.
Of course, such a setup can be oper-
ated on virtual instances – or at least 
tested there – if you will be using 
bare metal later in production. Either 
way, you can achieve a production-
ready setup quickly on the basis of 
Kubernetes with Rancher and Rook, 
without having to deal with countless 
add-ons and product variants.

Conclusions

In both development and production 
operations, Kubernetes can be used 
to create clusters quickly that comply 
with all technical standards and that 
work well.
At this point, however, a word of 
warning is in order: The work re-
quired in the K8s universe includes 
monitoring workloads, both those of 
K8s itself and the services running on 
it. Observability is massively impor-
tant. Providers know this, and their 
products install a variety of additional 
tools (e.g., Prometheus, OpenTelem-
etry) in addition to Kubernetes for 
precisely this reason. Security add-
ons also play a role.
You will need this functionality even 
if you opt for one of the less complex 

interface or graphical user interface. 
These clusters can then be deleted or 
reconfigured easily.
What impresses most is that you can 
set up Rancher just as quickly as K3s 
or k0s. In practical terms, you simply 
start a Docker container,

$ sudo docker run U
  --privileged -d U
  --restart=unless-stopped U
  -p 80:80 U
  -p 443:443 rancher/rancher

and the Rancher web user interface 
is then available on port 443 of that 
container. Additional bare metal hosts 
can now be created here, for which 
Rancher can use SSH to open con-
nections so that you can make the 
required configuration changes. It 
makes sense to prepare all the sys-
tems involved at the outset to support 
a secure shell connection from the 
Rancher control host.
The operating system install can also 
be automated by life-cycle manage-
ment, if so desired. Once you have 
installed the first high-availability 
Kubernetes cluster on the target sys-
tems with Rancher, you can roll out 
Rook (Figure 4) for high-availability 
storage directly afterward.
However, be careful. As I mentioned 
earlier, the mini-setup described as-
sumes that the controller and stor-
age services are hyperconverged 
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Domain controllers (DCs) are a cen-
tral element of the network architec-
ture; they manage the authentication 
and authorization of user identities 
and computers in a Windows do-
main. Attacks on DCs can be carried 
out with a variety of methods, includ-
ing pass-the-hash, exploitation of 
software vulnerabilities, and insider 
threats. A compromised DC gives at-
tackers potentially far-reaching access 
to the network, including the ability 
to manipulate user accounts, change 
policies, escalate access authoriza-
tions, and steal sensitive data. More-
over, the integrity of the information 
stored on the network is at risk be-
cause attackers are able to manipulate 
or delete data. Therefore, you need 
to secure your DCs, as well as the 
servers and workstations that access 
them. The free Microsoft Security 

Compliance Toolkit (SCT) [1] provides 
an important basis for this endeavor.
Active Directory (AD) is one of the 
most sensitive structures on the net-
work. This central role makes the 
DC a preferred target for hackers and 
cybercriminals. Unfortunately, the de-
fault domain controller policy respon-
sible for DC security settings only 
provides rudimentary configurations 
that often do not offer the protection 
you need. In this article, I look at how 
security can be optimized with the 
help of Microsoft baselines and the 
free Policy Analyzer.

Securing Networks

The baselines from the SCT are a set 
of preconfigured security settings 
based on best practices and expert 
recommendations. One key benefit 

of this collection of settings is that 
it provides a solid foundation for 
security configuration, significantly 
reducing the need to research and 
configure each setting manually, 
which saves time and resources while 
making sure the systems are resilient 
to known threats and attack vectors. 
The baselines also make it easier 
to meet legal and industry-specific 
compliance requirements by sug-
gesting configurations that comply 
with common security standards and 
regulations.
Unfortunately, the settings of the 
Default Domain Controller Policy are 
pretty rudimentary and do not imple-
ment numerous items that Microsoft 
recommends in its own security 
baselines. A comparison (which I 
will come to in a moment) gives 
you an overview of the important 

Configure your domain controller security settings correctly with Policy Analyzer and current Microsoft 
baselines for a leak-tight Active Directory. By Thomas Joos
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options that are not set – despite be-
ing recommended by Microsoft. You 
will always want to implement the 
Microsoft security baselines in all en-
vironments. The default settings after 
installing AD might be guaranteed to 
work in any environment, but they 
offer no more than a minimum level 
of security, and that is just not good 
enough in these times.
Microsoft offers security settings in 
the form of SCT baselines that you 
can distribute automatically by Group 
Policy, with areas for the Default 
Domain Controller Policy in AD. This 
policy specifically protects the do-
main controller. The toolkit includes 
the Policy Analyzer, a tool that lets 
you determine the delta between 
your current policies and Microsoft’s 
recommendations. It makes sense to 
compare the settings and, ideally, to 
implement the specifications to the 
extent possible.
You can automatically implement the 
current Microsoft security recommen-
dations as Group Policy templates in 
the Active Directory for domain con-
trollers, member servers, standalone 
servers, and workstations. Of course, 
it is also possible to change individual 
settings. However, you should only 
do this if the values are causing is-
sues on your network. In this case, 
though, it often makes more sense 
to check why parts of the network or 
some applications cannot handle the 
configurations devised by experts. 

documented there, giving you a com-
prehensive picture of what the base-
lines implement on the network.

Installing Policies on a DC

The use of the policies is simple. SCT 
comes with a number of ADMX and 
ADML files to match. You only need 
to copy these to the C:\PolicyDefini-
tions directory on a DC if they are not 
already in place, as is the case, for ex-
ample, if you are implementing poli-
cies for Windows 11 23H2, because 
they are not included in the scope of 
delivery of Windows Server 2022.
If you work in an organization with 
central storage locations for ADMX 
files, you will need to copy the SCT 
templates to this directory. The ADML 
files contain the language information 
of the policy in question. Microsoft 
provides a Baseline-ADImport.ps1 
script to help you import policies by 
copying the required files into the 
correct directories. However, this does 
not mean that the servers will execute 
the policies; it only ensures that all 
the required files are in place in a 
production environment.
The script also imports the new group 
policies into AD, but does not link 
them, which means they are not ac-
tive as yet but are available for edit-
ing. Implementation takes place later 
when the settings are imported into 
new or existing group policies (e.g., 
the Default Domain Controllers Policy) 

Disabling should be your last resort 
because it ultimately affects security. 
In any case, it makes sense to check 
all the changes in a test environment 
first, if possible.

Group Policies

Security recommendations are imple-
mented on the basis of group policies 
that you integrate into Active Direc-
tory. To secure servers, simply down-
load the Windows Server 2022 Security 
Baseline.zip file. The Policy Analyzer 
mentioned earlier is delivered to your 
computer in the PolicyAnalyzer.zip 
file. The first archive contains various 
guidelines specific to the Windows 
server’s task, including, for example, 
special policies for DCs, but also for 
member servers and for servers that 
are not part of AD domains.
Documentation in the form of Excel 
tables is included in the scope of 
delivery. The New Settings in Win-
dows Server 2022.xlsx spreadsheet 
documents all configurations for 
Windows Server 2022, including the 
registry items that the policy settings 
change. All settings are available 
in FINAL-MS Security Baseline Win-
dows Server 2022.xlsx. Several tabs 
are available for this at the bottom 
of the spreadsheet. The GP Reports 
directory also contains HTM files for 
all policies from the SCT that can 
be opened in your browser. All the 
configured settings are listed and 

Figure 1: The Microsoft baselines are implemented as a Group Policy, with the option of flexible configuration.
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or by linking the imported policies 
to containers or organizational units. 
The Default Domain Controllers Policy 
is linked to the Domain Controllers 
container in which the DC computer 
accounts reside, where you can, of 
course, use and extend AD’s standard 
policies.
Microsoft also offers the MSFT Win-
dows Server 2022 – Domain Controller 
policy (Figure 1), which can be linked 
to the Domain Controllers container 
parallel to the Default Domain Con-
trollers Policy. However, at this point, 
it is a good idea to proceed very care-
fully before you set the values from 
the baselines. You need to make sure 
the policies do not overwrite each 
other. Although the settings only ap-
ply to the DCs, they affect all comput-
ers, services, and users who log on 
to the DCs. Despite this, it still makes 
sense to implement the baselines as 
separate policies. If problems occur, 
you then just need to disable the new 
policy. If you import all the new set-
tings into the default policy, things 
are more difficult.

Implementation of Policy 
Settings
The easiest way to implement the 
Microsoft recommendations is to open 
the Group Policy Management Con-
sole (GPMC) on the DC and import 
the policy backups from the Security 
Compliance Toolkit directory into your 

production Active Directory as new 
policies. Alternatively, you can use the 
PowerShell scripts I mentioned earlier. 
You will then need to link the policies 
to the domain or, in the case of DCs, 
to the Domain Controller container 
(e.g., by drag and drop).
For the implementation, create a new 
Group Policy named Windows Server 
2022 Domain Controller in the GPMC 
Group Policy Objects context menu. In 
the context menu of the new policy, 
select Import Settings, which launches 
a wizard. In the wizard, specify the 
GPOs (or GPO) directory in the SCT 
archive. After opening the directory, 
the wizard displays all group policies 
located in this directory. Select the 
desired template to tell the wizard to 
import all the settings into the new 
Group Policy object (GPO). You can 
also create multiple policies. If you 
used the Baseline-ADImport.ps1 script, 
the policies already exist in AD but 
are not yet linked. In other words, 
you have several ways to implement 
the settings on the network.

Comparison with Current 
Configuration
As already mentioned, Policy 
Analyzer gives you a quick and 
easy option for comparing differ-
ent group policies. To do this, you 
need a backup of the current group 
policies. To simplify the process, 
Microsoft also provides policy 

rules files (.PolicyRules). You need 
MSFT-WS2022-FINAL.PolicyRules from 
the Documentation directory of the 
Windows Server 2022 baseline files. 
Copy the file to the Policy Rules 
directory, which is located in the 
Policy Analyzer directory.
In a production environment, save 
your existing policy in the Group 
Policy Management Console. To back 
up all policies, simply right-click on 
Group Policy Objects and click Back 
Up All; then, select a directory and 
save the group policies. As men-
tioned, this backup serves as the ba-
sis for a comparison against the base-
lines. In this case, the main interest 
is in the Default Domain Controllers 
Policy (Figure 2). If you like, you can 
save just this one policy.
Next, launch Policy Analyzer from the 
download directory. You do not need 
to install the tool. In Policy Analyzer, 
get started by clicking on the Policy 
Rule sets in field at the bottom; then, 
select the Policy Analyzer directory 
and the Policy Rules subdirectory. 
You already copied the policy rules 
of the current Windows Server 2022 
baselines to this directory.
To launch a comparison with your 
current policy, click Add, then select 
File | Add files from GPOs. Navigate 
to the folder with the backup of your 
existing group policies and complete 
the process by selecting Import. Then 
save the process as a .PolicyRules 
file (e.g., as the Default Domain 

Figure 2: Before comparing the existing rules with those of the baselines, it makes sense to make a backup of the GPOs.
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the domain controllers are already 
suffering capacity problems. In this 
case, extended system monitoring 
can cause the DCs to respond more 
slowly, but if you are at this point, 
replacing the hardware is the order 
of the day rather than reducing the 
recommended security levels.

Conclusions

In general, the current Microsoft base-
lines should always form the basis 
for securing networks with Windows 
computers. Caution is always required 
when implementing policies on do-
main controllers, or you could experi-
ence scenarios in which entire Active 
Directory environments no longer 
work correctly. Policy Analyzer is a 
powerful tool that helps you establish 
security with group policies and lets 
you compare several GPOs against 
each other. You do not have to use all 
settings, but it makes sense to use as 
many as possible. 
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unchanged and disable all new set-
tings in one fell swoop if issues occur, 
simply by disabling the security base-
line. The disadvantage is that you have 
to manage several group policies.
Of course, you could go through the 
individual differences and transfer 
them to your default domain control-
ler policy manually, but this is a very 
time-consuming process and requires 
painstaking documentation. The most 
important values can be found under 
Computer Configuration | Policies | 
Windows Settings | Security Settings. 
Various folders with security baseline 
configurations are stored here. Pay 
particular attention to the settings 
in Security Options, which is where 
the security baseline governs user 
accounts and client communication 
with the domain controller. These 
settings can also be found in the 
MSFT Windows Server 2022 - Domain 
Controller.htm file in the Windows 
Server 2022 Security Baseline\
Windows Server-2022-Security-Base-
line-FINAL\GP Reports directory.
At the same time, the baseline also 
generates rules for the Windows 
firewall, which are not included in 
the default domain controller policy 
– nor are the numerous logging ac-
tions. These rules can be found under 
Computer Configuration | Policies | 
Windows Settings | Security Settings | 
Advanced Audit Policy Configura-
tion in the group policies. You will 
generally want to implement these 
configurations in all environments. 
Negative effects are unlikely unless 

Controllers Policy). This policy is then 
also visible in Policy Analyzer.
With these steps, you have integrated 
the baseline policies into Policy 
Analyzer by their policy rules file 
and a recent backup of your Default 
Domain Controllers Policy, which you 
also saved as a policy rules file.
These steps integrate the baseline 
policies into Policy Analyzer by 
their policy rules file and the current 
backup of your Default Domain Con-
trollers Policy, which you also saved 
as a .PolicyRules file. For the com-
parison, select your imported Default 
Domain Controllers Policy followed 
by MSFT-WS2022-FINAL. This is the 
policy rules file you copied from the 
current baselines for Windows Server 
2022. Do not select any other policies; 
you only need these two. Now click 
on the View/ Compare button. The 
process takes a few seconds. When 
done, you will see a precise compari-
son of your current Default Domain 
Controllers Policy and the baseline.

Adjusting Values for DC 
Security
The comparison helps you quickly 
identify strongly recommended op-
tions that are not set in your environ-
ment. As described earlier, you will 
generally want to implement the com-
plete policy for your domain control-
lers. To do this, you can use the policy 
from the security baselines as a second 
policy for the DCs. The advantage is 
that you can leave the default policy 
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If you want to open access to SSH, 
and possibly even to users on the In-
ternet, you need to harden authenti-
cation, preferably with a combination 
of key pairs, discoverable and non-
discoverable credentials, multifactor 
authentication, authenticator apps, 
and other methods. SSH with public 
key authentication should be your 
default setting.

Public Key Authentication

To get started, you need to create 
an SSH key pair with the ssh-keygen 
command. Even now, the process 
is fraught with pitfalls: Given that 
massive attacks on RSA2048 are com-
monplace, you can expect RSA3072 
to become the focus of cryptoanalysts 
soon. Anyone still using RSA with key 
lengths of 2048 bits or less needs to 
take action, urgently.
In this article, I create a key pair with 
the use of elliptic curves (elliptic 
curve digital signature algorithm, 
ECDSA). To find out more about el-
liptic curve cryptography, please take 
a look at the English-language paper 
by the Germany Federal Office for 
Information Security (BSI) [1]. The 
type of key pair, whether ECDSA or 

ED25519, and therefore the choice of 
curve, has practically no influence on 
security. Both methods are considered 
to be very secure; ED25519 delivers 
slightly better performance under cer-
tain conditions.
To begin, generate a key pair for test 
purposes (Figure 1), upload the pub-
lic key to the target system, and log in 
with the new key pair:

$ ssh-keygen -t ecdsa -b 384 U
             -f ~/.ssh/ecdsa_2024-03
$ ssh-copy-id U
  -i ~/.ssh/ecdsa_2024-03.pub thomas@pihole
$ ssh -i ~/.ssh/ecdsa_2024-03 thomas@pihole

Having a private key and password 
to match boosts the level of security. 
After logging in, you need to edit the 
/etc/ssh/sshd_config configuration 
file for the SSH daemon on the target 
system. You will also want to disable 
SSH login for root with the Permit-
RootLogin no option and disable the 
password authentication option with 
the PasswordAuthentication no option.
SSH keeps active connections open 
when the server restarts, which 
means you can run

systemctl restart sshd

to restart the SSH daemon without 
locking yourself out. At this point, 
open another SSH connection as 
a test to make sure the public key 
authentication-based login works. 
This single step,

$ ssh U
  -o PreferredAuthentications=password U
  -o PubkeyAuthentication=no root@pihole

checks whether root login and pass-
word-based login still work.

The Second Factor

Public key authentication is an 
important step. However, a com-
promised key pair means that un-
authorized persons might be able to 
gain access to the system. Anyone in 
possession of the private key can try 
to unlock it; there is no such thing 
as a separate, second factor. Many of 
you will be familiar with the time-
based one-time password method 
(TOTP) from Google Authenticator. 
The sender and recipient initially 
agree on a shared secret key; after 
a defined period of time, typically 
30 seconds, a cryptographic hash, 
the one-time password (OTP), is 

Public key authentication further supplemented with one-time password or hardware authentication 
methods improves SSH security while offering genuine convenience. By Thomas Reuß
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Linux users – at least that was the 
result of a (not entirely representa-
tive) survey at this year’s Chemnitz 
Linux Days. Anyone in possession 
of a FIDO2 stick [2] can use it for 
SSH authentication – provided SSH, 
at least version 8.2p1 or prefer-
ably version 8.3, is available on the 
target system. If you want to use 
discoverable credentials (formerly 
known as resident keys), you need 
SSH 8.3 or later. Up to and includ-
ing SSH 8.2p1, users are restricted 
to non-discoverable credentials (pre-
viously referred to as non-resident 
keys).
The difference between discoverable 
and non-discoverable credentials es-
sentially lies in the storage locations 
and the associated mechanisms. 
Discoverable credentials are stored 
directly on the authenticator itself; 
that is, they reside there. They can 
include security tokens such Yu-
biKeys [3], but also Apple Secure 
Enclaves on the iPhone, hardware 
security modules (HSMs) on Android 
devices, or Trusted Platform Modules 
on a laptop.
The term “discoverable credential” 
is so called, because the client can 
determine a list of possible keys in 
the authenticator that matches the 
respective relying party ID (rpID), 
which could be an email address, 
phone number, or username. Auto-
complete only works with discover-
able credentials.
Figure 2 shows the login procedure 
by discoverable credentials. The rely-
ing party (RP; e.g., a website) sends 
a nonspecific authentication request 
to the client, such as a browser. The 
client queries the authenticator, a Yu-
biKey in this case, which determines 
all discoverable credentials for the ap-
propriate RP. In the web browser, you 
then select the desired discoverable 
credentials, which in turn are used 
to sign the request of the requesting 
party.
This example demonstrates one of 
the benefits of discoverable creden-
tials. Now that the authenticator 
includes the relevant user handles 
(email addresses, usernames, phone 
numbers, etc.), you no longer need 

google-authenticator in a terminal 
and answer the questions as follows:

$ google-authenticator
Make tokens "time-base": yes
Update the .google_authenticator file: yes
Disallow multiple uses: yes
Increase the original generation U
  time limit: no
Enable rate-limiting: yes

After doing so, you will see a QR 
code that you can scan with Google 
Authenticator, as well as some emer-
gency codes.
In principle, the QR code should 
also work with other TOTP pro-
grams, such as KeePassXC. In this 
case, you need to copy the secret 
key instead of the QR code. TOTP 
can be set up in the context menu 
of the password entry in question. 
You need to enter the secret key in 
the matching text box.
The remaining options are just as 
easy to set up. Use the RFC 6238 op-
tion to set the algorithm to SHA-1, 
the period to 30 seconds, and the 
code length to six characters. Then, 
simply enter the TOTP code currently 
displayed to complete the setup for a 
genuine second factor on top of your 
private key.

Highest Hurdles

Hardware tokens seem to be dis-
proportionately widespread among 

computed on the basis of the secret 
key and the absolute time.
On Debian and its derivatives, you 
only need one additional package:

sudo apt install U
  libpam-google-authenticator

You then need to tell the system to 
request the second factor after a suc-
cessful authentication by the public 
key method. Here is where the idea of 
the pluggable authentication module 
(PAM) comes into play. As the name 
suggests, PAM can control authentica-
tion to certain services with extensible 
rulesets. If you get something wrong, 
you might not be able to log in on the 
system, so it makes sense to make a 
backup copy of all files in advance.
After integrating the Authenticator 
library, enable it in PAM by opening 
the /etc/pam.d/sshd file in your choice 
of editor and adding the line:

auth required pam_google_authenticator.so

Also make sure the challenge-response 
procedure is enabled in the /etc/ssh/
sshd_config file. The ChallengeRespon-
seAuthentication yes line is manda-
tory for TOTP. Finally, restart the SSH 
daemon by typing:

sudo systemctl restart sshd.service

You now need to set up Google 
Authenticator; simply launch 

Figure 1: Creating an SSH key pair for test purposes.
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to remember them. The handles 
can be pre-filled. Authentication 
can also be tied to a specific device 
(device-specific authentication).
However, the process has its down-
sides because, even in this age of vir-
tually unlimited storage space, many 
security keys can only store a very 
limited number of credentials. As a 
rule, hardware tokens offer between 
eight and 100 storage slots for resi-
dent keys. If you reach the limit, the 
content in some of the memory slots 

must be cleared to create space for 
new credentials.
Another risk is losing the hardware 
token. If this happens, all the stored 
keys are lost, which might mean that 
you can no longer log in to the ser-
vices you need. Moreover, you run the 
theoretical risk that an attacker could 
manage to extract the stored creden-
tials from a captured security key. Al-
though modern authenticator devices 
are hardened to prevent this outcome 
(e.g., mechanisms such as PINs or 

biometric data to prevent extraction), 
there is always a residual risk.

Non-Discoverable Credentials

Non-discoverable credentials are a 
slightly different beast. In contrast 
to the resident keys stored on the 
device, these credentials are not 
stored on the hardware token. In-
stead, the authenticator generates a 
separate key pair for each requester 
based on the protected, internal 
master key. Its public key is sent to 
the RP’s requesting server, along 
with a credential ID. The RP then 
maps this public key with the user 
account. For each subsequent au-
thentication, the authenticator uses 
the credential ID to derive the pri-
vate key from the master key.
Because this key is stored only 
temporarily in the authenticator’s 
protected memory, it is called an 
ephemeral key. Importantly, the 
authenticator itself cannot identify 
the non-discoverable credentials 
(Figure 3). It cannot search for the 
key from the rpID and, without the 
credential ID, would not even be 
able determine whether a matching 
key exists at all.
Obviously, in the case of non-
discoverable credentials, the RP first 
needs to obtain the email address, 
username, or telephone number. 
After doing so, it can send the as-
sociated credential ID back to the 
browser. As soon as the security key 
receives this credential ID from the 
browser, it can derive an ephemeral 
key by way of the master key and 
use it for signing.
In contrast to the discoverable cre-
dentials, you find no restrictions. The 
keys are not stored on the authentica-
tor, which means you can basically 
have any number of keys. If you use 
non-resident keys, you are also not 
tied to specific devices. With a suit-
able authenticator, authentication 
works across any number of devices 
and platforms.
However, this greater flexibility also 
comes with a downside: You need to 
remember which user handle (email, 
username, phone number) you used 

Figure 2: The schematic workflow of an authentication procedure by discoverable 
credentials. This method means you don’t have to memorize your credentials.

Figure 3: The schematic workflow of an authentication procedure by non-discoverable 
credentials, which the authenticator itself cannot identify.
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The <description> is simply text that 
describes where the key is used (e.g., 
a server name) to help users identify 
the correct discoverable credential 
if several are stored on the YubiKey. 
Although a description is optional, I 
highly recommend entering a mean-
ingful text.
Although the conventional key pair 
I created with ssh-keygen in Figure 1 
still exists, the tool in Figure 4 gener-
ates a variant optimized for security 
keys. You need to both enter a PIN 
and touch the authenticator.
After entering ssh-copy-id to trans-
fer the public key to the target sys-
tem, the next step is to check that 
the login works. You have to prove 
that you are physically present (i.e., 
touch the YubiKey). The SSH client 
then prompts for the PIN. If every-
thing works, SSH confirms that you 
are present and lets you access the 
system.

Conclusions

If you plan to open access to SSH 
(possibly even to users on the In-
ternet), you need to harden your 
authentication process. Both Google 
Authenticator (i.e., TOTP) and 
hardware-supported authentication 
by secure key offer huge security 
benefits with a manageable configu-
ration overhead. 
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be set on the YubiKey. Once these 
requirements are met, you need to 
add a line for the PubkeyAuthOptions 
verify-required option to the /etc/
ssh/sshd_config file on all the re-
mote systems and then restart SSH. 
You can restrict this to specify cre-
dentials by adding verify-required 
as a suffix to the matching entries 
in ~/.ssh/authorized_keys.
To use discoverable credentials with 
a YubiKey, first insert the token; 
then, load a key pair on the basis of 
the ECDSA curve (first command) or 
ED25519 curve (second command):

$ ssh-keygen U
  -t ecdsa-sk U
  -O resident U
  -O application=ssh:<description> U
  -O verify-required
$ ssh-keygen U
  -t ed25519-sk U
  -O resident U
  -O application=ssh:<description> U
  -O verify-required

You need firmware version 5.2.3 or 
later on the YubiKey.

for which website. Additionally, web-
sites need to store the links reliably be-
tween user accounts and public keys. 
A lack of diligence can all too easily 
lead to serious security problems.
The question is: What does this 
means in relation to SSH authentica-
tion? Third parties cannot use non-
discoverable credentials if they do 
not have the associated credential ID 
file – even if they know the PIN. This 
procedure is ideal for environments in 
which confidentiality must be guaran-
teed even if a YubiKey is lost.
In contrast, discoverable credentials 
are impressive in terms of their flex-
ibility. The only way to log in from an 
arbitrary workstation is to touch the 
YubiKey and enter the FIDO2 PIN. If 
the PIN is known, this procedure is 
ideal when you require particularly 
simple processes.

OpenSSH and FIDO2

To set up OpenSSH with FIDO2 
authentication, you need the right 
OpenSSH version, as mentioned 
earlier. A PIN for FIDO2 must also 

Figure 4: Creating an ED25519 key pair.
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In most cases, the basis for collabo-
ration is good communication and 
documenting processes, events, and 
results. Today, you have access to 
countless tools and frameworks for 
this process, often specialized for par-
ticular kinds of work. London-based 
Security Roots is the developer of the 
open source Dradis [1] software for 
IT security teams. The framework 
creates standardized reports specifi-
cally for security checks, helps teams 
prepare for penetration testing of IT 
infrastructures, and organizes the 
implementation and evaluation.
Security experts often use an expan-
sive kit of tools, each with its specific 
focus, when carrying out penetration 
tests. Although some of these tools 
support standardized output formats 
for the results, the penetration tester 
is then ultimately forced to compile 
and organize things on their own to 
create a comprehensive report for all 
the tests. Because no uniform stan-
dards exist for organizing or creating 
reports from the individual results, 
the developers at Dradis stepped in 
with a web application that acts as a 
central interface for the penetration 
testing process.
The free community version allows 
several employees to work on one 
project per instance. You can use 
various plugins to provide data from 
common penetration testing tools 

within the scope of the project, in-
cluding add-ons for Metasploit, Nes-
sus, Nikto, and Nmap.

First Steps in the Container

Of the various installation options for 
viewing Dradis in action, I’ll first take 
a quick look at the Docker image:

docker run -it --rm U
           -p 3000:3000 dradis/dradis-ce

Of course, you can also download 
sources from the Git repository [2] 
and install the software on your local 
system. If you have access to Heroku 
or DigitalOcean, you can install Dra-
dis there directly from the Git docu-
mentation at the push of a button.
If you now type http:// localhost: 3000 
in your web browser’s address bar, 
you are first prompted to define a 
password. In the Community Edition, 
this is the team password, which all 
team members then use to authenti-
cate for access to the project. If you 
want to have a look around, populate 
the setup with sample data as your 
second step by selecting the No, I’m a 
new user button.
As soon as the sample data import 
completes, you are redirected to the 
login page, where you can select 
an individual username and log in 
with the team password you selected 

previously. In my tests, I always had 
a session timeout error on the first at-
tempt. Simply try again straightaway 
and be patient, because it will take a 
moment to call the dashboard for the 
first time. When done, you will see a 
summary of current issues, the prog-
ress of the project, and the individual 
activities for the sample project.

Kanban Board

If you click the Getting started with 
Dradis Checklist link in the middle of 
the project step, you are taken to a 
simple Kanban board in the Method-
ologies item in the sidebar, where you 
model the systematic process of your 
penetration testing as a methodology, 
which is then processed in the form 
of individual cards on the board. 
If you need further lists for your 
own workflow (e.g., a Backlog or a 
Blocked/ Need input list) for work that 
cannot be continued at the moment, 
you can easily create them.
To call up edit mode, where you can 
assign a task to a member of your 
team, select a card and press Edit. 
Although this step can help with 
planning, with no overview of the 
tasks assigned to you, you will not 
find it very useful when implement-
ing the tests. Overall, the methodol-
ogy boards offer the basic functions, 
but you don’t expect to find the same 

The open source Dradis framework helps you create plans for carrying out team pentests and facilitates 
the task of standardizing reports from different tools to create summary output. By Matthias Wübbeling
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feature scope as in Trello. Neverthe-
less, it is worthwhile taking the time 
to work through the cards one after 
the other to dig down into Dradis.

Editing Findings

For the next step in this overview, 
select All issues from the left sidebar, 
which takes you to a table view of the 
issues in the system (i.e., the findings 
from your penetration test enriched 
with recommendations for action for 
the responsible administrators). To 
change the default set of fields in the 
table, you can click on the small ar-
row next to Columns icon and select, 
say, Description as an additional col-
umn. Significantly more information 
for the individual entries is displayed. 
You can use tags to rate the criticality 
of your findings in Dradis. Some of 
these are preconfigured, but you can 
also create your own tags.
Click on any entry to view more 
detailed information on a finding, 
such as the one for Apache server 
version 1.3. The documentation con-
tains detailed information and sugges-
tions for solving the problems. In the 
Evidence tab, you will see evidence 
to support the findings – typically log 
data from the penetration testing tool 
with a reference to the network nodes 
on which the vulnerability exists. For 
the sample data populated for new 
users, the web server on 10.0.155.160 
is affected.
The tabs for CVSS and DREAD allow 
further specification of ratings for the 
severity of vulnerability in line with 
these specifications. Now go back 
to the first tab and scroll all the way 
down. In the footer you will see that 
the report was not typed by an ana-
lyst, instead the Qualys upload plugin 
is listed as the author – that is, the 
report was imported directly from the 
tool’s output.

Creating Findings

In the next step, try out the upload 
plugins for creating issues. The vari-
ous Dradis extensions help you im-
port results from external tools into 
your penetration test. If you do not 

docker exec -ti -u root <containername> U
  chown rails /app/app/views/tmp

You will then be able to export the 
report without an error message. The 
practical ability to export to Word and 
Excel file formats is reserved for users 
of the Pro version. Armed with your 
own HTML templates, though, you 
can achieve a similarly professional 
look when completing your report.

Conclusions

In this article, I provided insights into 
the basic use of Dradis. Even if the 
Community Edition is a little limited 
in terms of functionality in some re-
spects, it is definitely suitable for the 
team-based preparation, implementa-
tion, and reporting of penetration tests.
In fact, you will find more use cases 
for Dradis and, with a little program-
ming overhead, be able to develop 
additional plugins to import report 
data from the applications you regu-
larly use, along with templates for 
exporting your final reports. With the 
use of different instances, courtesy of 
Docker and the like, you can imple-
ment multiple projects, as well.  

Info

[1]  Dradis: [https://  dradis.  com]

[2]  Dradis repository:  

[https://  github.  com/  dradis/  dradis-ce]

[3]  Sample results for Burp Suite:  

[https://  portswigger.  net/  burp/ 

 samplereport/  burpscannersamplereport]

have a suitable result, just download 
the sample result from Burp Suite [3]: 
You just need to save the page as an 
HTML file; then, click on Upload in 
the menu at top right to open the Up-
load Manager (Figure 1).
Now select the Dradis::Plugins::Burp:: 
Html plugin in step 1; leave the is-
sue’s draft status by selecting Draft 
in step 2, and then select the previ-
ously downloaded file in step 3. 
After the upload, you can monitor 
the import progress in the output 
console. When done, select All issues 
again, and you will see the sample 
data for grandjuice.store. As an ana-
lyst, you would now process the data 
and finalize for your own report. Set 
the status to Ready for Review when 
saving, which means that the report 
can be published after a quality 
check by another member of staff.

Generating a Report

Once you and your colleagues have 
entered all the findings, it’s time to 
generate the final report. You can do 
this with the Export Manager, which 
you can access from the Export link 
in the menu at the top. The default 
is an HTML export that is based on 
one of the two ready-made Dradis 
templates.
Of course, with a little HTML knowl-
edge, you can create your own 
templates and make them available 
in the Dradis ./templates/reports/
html_export folder. When I clicked on 
Export for the 
sample run, my 
instance com-
plained about 
not having suf-
ficient access 
privileges to 
write the report. 
This warning 
seems to indi-
cate a bug in the 
Docker image. 
Use docker ps 
to discover your 
container’s name 
and then solve 
the problem with 
the command: Figure 1: Downloading a sample result with the Dradis Upload Manager.
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Managing Linux systems centrally 
in a web interface is old hat rather 
than Red Hat, who has the Satellite 
server [1] in its portfolio to perform 
this function. With this software, you 
can map the complete life cycle of 
a system, from initial provisioning 
through the distribution of software 
updates and configuration files. Red 
Hat Insights [2] now offers a cloud 
service that takes the system moni-
toring and management approach 
one step further, especially in hybrid 
cloud environments.
The service regularly analyzes Red 
Hat Enterprise Linux (RHEL) sys-
tems running the Insights client and 
proposes actions designed to elimi-
nate potential configuration issues. 
Insights draws on various data-
bases, and up-to-date common vul-
nerability and exposure (CVE) and 
error reports to do this. The data-
bases contain both OpenSCAP-based 
rulesets for implementing compli-
ance requirements and rulesets that 
were previously only available in 
the form of Red Hat Knowledgebase 
articles [3] (Figure 1).

In other words, to benefit from all 
the technical expertise, you need to 
analyze your systems thoroughly on a 
regular basis. Where appropriate, In-
sights draws on Ansible playbooks to 
eliminate automatically the problems 
it identifies.
Knowledgebase articles are typi-
cally authored by Red Hat support 
engineers in the context of support 
tickets. The articles usually describe 
a problem that has been identified on 
a customer system and put forward 
concrete solutions for resolving it. 
Admins who have similar difficulties 
can easily follow the proposed solu-
tion path themselves by referring to 
the problem description. Let’s look 
at a Red Hat Knowledgebase article 
on network configuration [4] as a 
concrete example of how Insights can 
help you detect potentially incorrect 
configuration settings.
If a system with the problem de-
scribed in the Knowledgebase article 
is registered with Insights, the service 
would proactively report that the er-
ror exists on the system and directly 
propose potential solutions. Using 

Ansible Playbooks, Insights can then 
fix the problem.

Available for Hybrid Cloud 
Console
Insights is available as a service for 
the web-based Red Hat Hybrid Cloud 
Console [5], for which you need a 
Red Hat account. You can then use 
the console to manage your entire in-
frastructure of RHEL systems, Open-
Shift clusters, and the Ansible auto-
mation platform. All the components 
in this infrastructure have Insights 
clients, which means you can use 
the individual Insights functions on 
RHEL, the Ansible automation plat-
form, and in OpenShift clusters.
Although you have various ways to 
register a system with Insights, in this 
article I just look at RHEL systems 
and, more specifically, discover how 
to register a system running the In-
sights client software with the cloud 
service. If you have already registered 
a system with the Red Hat Subscrip-
tion Manager (RHSM), you just need 
to install the insights-client package 
and then call up the tool:

insights-client --register

This command is the method of 
choice if you have already registered 
a large number of systems with Red 

Red Hat’s Insights cloud service helps you monitor the security, 
performance, and availability of Linux systems in hybrid cloud 
environments; new components now let you create systems with 
different cloud providers. By Thorsten Scherf
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Hat with RHMS but have not yet inte-
grated them with Insights.

Activation Key

Alternatively, you can use the remote 
host configuration (RHC) manager 
(rhc command) to connect new sys-
tems to Red Hat Subscription Man-
agement and Insights at the same 
time. As an RHC administrator, you 
can generate the required activation 
key in the Hybrid Cloud Console by 
navigating to Red Hat Insights | RHEL 
| Inventory | System Configuration | 
Activation Keys.
Users of the Red 
Hat Satellite 
software will be 
familiar with the 
idea of the activa-
tion key, which 
is a simple pre-
shared key that 
lets you register 
without entering 
a username and 
password. You 
can also bind 
additional infor-
mation such as 
software reposi-
tories to the key. 
This information 
is then passed on 
to all systems that 
you register with 

Insights | RHEL | 
Inventory | System 
Configuration | 
Remote Host Con-
figuration (RHCS). 
It makes sense to 
keep the default 
settings because 
Insights will not 
otherwise be able 
to resolve potential 
issues on your 
systems.
If you have dif-
ficulties com-
municating with 
the RHC manager, 
you can use the 
command

systemctl status rhcd

to check whether the local client ser-
vice is running.

Compliance with Insights 
Advisor
Once you register a system in Insights, 
it appears in the Red Hat Insights | 
RHEL | Inventory list on the Hybrid 
Cloud Console. After selecting the de-
sired system, you will see the Advisor, 
Vulnerability, Compliance, and Patch 
items, along with some general infor-
mation about the system (Figure 2).

the key. To connect a system, run 
the command:

rhc connect U
  -a <Activation Key> U
  -o <Organization ID>

At this point, it is also interesting to 
note that the RHC system consists of 
a server component as part of the In-
sights service and a client component 
on the system you are registering. 
You can define whether or not the cli-
ent is allowed to receive and execute 
changes to Insights configuration files 
on the console. To do so, navigate to 

Figure 1: A large number of Knowledgebase articles are available as rulesets in the Insights cloud service.

Figure 2: Once a system has been registered, Insights publishes the system analysis results on the web-based 
Hybrid Cloud Console.
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The Advisor feature delivers informa-
tion about potential configuration 
problems on your system. To do this, 
Insights uses rulesets that are related 
to the previously mentioned Knowl-
edgebase articles, where you also will 
find more detailed information about 
the problem and instructions on how 
to resolve it yourself.
Alternatively, you can use the Reme-
diate button to tell Insights to refer-
ence a matching Ansible playbook. 
To repair the incorrect configuration, 
the playbook is then automatically 
executed the next time the system 
checks in. It is important to note at 
this point that Insights cannot resolve 
every single configuration problem 
with a playbook.
The situation is very similar when 
you install the Red Hat Security 
Advisories (RHSAs). In the Vulner-
ability pane, you can see where 
you need to install packages on the 
system to fix the vulnerabilities de-
scribed in the CVE messages. A list 
of pending bug fixes (RHBA) or en-
hancement advisories (RHEA) can be 
found in the Patch pane. You can use 
the Hybrid Cloud Console to import 
all the advisories centrally.
To scan a system for specific com-
pliance requirements, you first need 
to bind the system to the desired 
compliance rules. The Insights ser-
vice gives you an easy option for 
this purpose. On the Hybrid Cloud 
Console, navigate to Security | Com-
pliance | SCAP Policies and look for 
the Red Hat Insights | RHEL item. If 
you want to use, say, the Defense 
Information Systems Agency (DISA) 
Secure Technical Implementation 
Guide (STIG) to scan a system, you 
just add the system in question to 
this compliance rulebook. You can 
then configure an automated scan 
on the system itself at the desired 
intervals. As an initial test, simply 
call up the Insights client with the 
--compliance option,

insights-client --compliance

which immediately runs a scan of 
the system and sends the results to 
Insights. When done, you can review 

the results in the system’s Compli-
ance pane.

System Deployment in 
the Cloud
Over the last few years, the Insights 
service has added a number of new 
features. You can now use the image 
builder tool on the Hybrid Cloud Con-
sole to create your own images; you 
are not restricted to using Red Hat’s 
own software repositories but can 
also integrate your own repositories, 
which means you can directly include 
the software packages you need on 
your systems when you create a new 
system image.
To integrate your own software di-
rectly into images, Insights lets you 
set up arbitrary software sources 
under Content | Repositiories. All 
you need to do is type in the URL 
of the repository along with some 
additional information, such as an 
optional GPG key to validate the sig-
nature of packages originating from 
this repository.
Insights then enables the deployment 
of these images in different cloud en-
vironments. Connectors are currently 
available for Amazon Web Services, 
Microsoft Azure, and the Google 
Cloud Platform. After provisioning 
the system, you will automatically 
have access to all other Insights 
services.

Creating and Rolling Out 
Images
Now you can use Insights to create 
system images, which you can update 
after deployment in the classic way 
by rpm or dnf. Alternatively, immu-
table images on the basis of OSTree 
[6] are available and are always 
used when you want to roll out a 
completely new version of a system 
image directly instead of rolling out 
individual packages. One example is 
RHEL for Edge systems [7].
Before you create your first image, 
it makes sense to set up a shortcut 
between your cloud provider and the 
Red Hat Hybrid Cloud Console. When 
creating an image, you can then take 

the shortcut and use the newly cre-
ated image directly when provision-
ing a new system in the target cloud 
environment.
To create a new shortcut, click on 
the small wheel at top right on your 
screen and go to the console Set-
tings. Under Integrations | Cloud, 
create a new shortcut by clicking 
the Add Source button, select the de-
sired cloud provider, and go through 
the configuration wizard step by 
step. Depending on the cloud pro-
vider, you will be prompted for vari-
ous items of information relating to 
your account. To link to AWS, for 
example, you will need the Access 
ID and the Secret Access Key for 
your AWS account.
After completing these steps, the new 
shortcut appears in the overview, and 
you can click it when creating new 
images to deploy the image within 
the cloud environment you just 
configured.
Next, create some images for your 
cloud environments under Inventory | 
Images. As mentioned earlier, you 
need to decide whether you want 
to create an RPM/ DNF or OSTree-
based image. In this article, I use 
an RPM/ DNF image to provision a 
RHEL system. To launch the wizard, 
press the Create Image button. In 
addition to the operating system and 
architecture, here you can specify 
the desired cloud environment for 
deploying the image.
In the next step, select the shortcut 
you set up earlier under Integrations 
so you can use your stored account 
to access this environment. In the 
Register option, select an activation 
key with which the new system will 
be registered in Insights when you 
launch this image to create a new 
system.
Once you have decided on a suit-
able partitioning layout, you can 
finally select the software packages 
you want to include in this image. 
You can access the repositories you 
bound to the activation key and the 
custom repositories created previ-
ously under Content | Repositories. 
In the final step, you will see a sum-
mary of the data you entered. Once 
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Conclusions

With Insights, Red Hat provides a 
cloud service that proactively ana-
lyzes RHEL environments to help you 
identify and resolve configuration and 
compliance issues quickly. Insights 
also detects and reports missing 
patches.
The service now also supports the 
provisioning of RHEL systems in 
hybrid cloud environments by help-
ing you create your own images in 
Insights, which you can then use 
to deploy the systems. As always, 
reading the very comprehensive 
documentation [8] will help you 
familiarize yourself with the very 
powerful feature set of the Insights 
cloud service. 
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also clean up the dataset to be 
transmitted in advance to ensure 
that hostnames and IP addresses 
are transmitted anonymously. To do 
so, edit the /etc/insights-client/
insights-client.conf file and make 
sure that the following two configu-
ration options are enabled:

obfuscate=true
obfuscate_hostname=true

If you want to anonymize more data 
in the dataset, you can do so by 
creating an /etc/insights-client/
remove.conf file, which ensures that 
specific files are excluded from 
the dataset, the output of certain 
commands does not become part 
of the dataset, certain patterns are 
removed, and specific keywords are 
anonymized:

[remove]
files=/etc/hosts
commands=/bin/dmesg
patterns=password,username
keywords=Secret123,PassW0rd

On discovering a pattern in the data-
set, Insights removes the entire row 
in which the pattern appears. The 
keywords are replaced by a string: 
keyword[0], keyword[1], and so on. 
To make sure data anonymization is 
working as intended, you can use the 
--no-upload option:

insights-client --no-upload

The tool then creates a record by us-
ing the remove.conf file without send-
ing it to the Red Hat Insights Service. 
You can then unpack the archive lo-
cally to check whether the intended 
changes were made to the files.
Please note that new versions of the 
Insights Client also support YAML 
files. Instead of the remove.conf file, 
you can work with two files named 
file-redaction.yaml and file-con-
tent-redaction.yaml. In contrast to 
remove.conf, these files also support 
the use of regular expressions.

you confirm, the image builder 
starts creating the new image in 
Insights.

Starting New Systems

As soon as this process is complete, 
the new image appears in the over-
view under Inventory | Images. In 
the Instance column, you can then 
select Launch to create new systems 
on the basis of the image you just 
created. Another wizard launches 
to guide you through the process 
step by step. For an AWS image, for 
example, you can specify the region 
you want to use for the launch, as 
well as the types and the number 
of instances. You can also store an 
SSH that can be used to log in to the 
system after a successful launch. 
Again, you will see an overview of 
the data you entered when the wiz-
ard is done.
The whole process takes a few min-
utes. Assuming everything went 
well, Insights shows the System 
launched successfully message, and 
you can use the ssh command listed 
on the screen to log in to the new 
system instance with SSH. Because 
the system was already registered 
with Insights during the launch 
process with the activation key men-
tioned earlier, it is now listed under 
Inventory | Systems.

Filtering Out Sensitive Data

Because Insights continuously moni-
tors systems for potential risks and 
incorrect configurations, the Insights 
client service regularly sends data 
to the Insights cloud service – once 
a day by default. The transferred 
dataset contains the essential infor-
mation, which is less data than the 
typical sosreport output of the type 
typically sent to Red Hat Technical 
Support in the scope of a support 
ticket.
The client service encrypts all data 
transmissions over a TLS-protected 
communication channel. You can 
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An analysis of the critical network-
ing components to optimize the 
performance and security of Linux 
workloads on Azure includes a look 
at virtual networks (VNets), network 
security groups (NSGs), and custom 
routing. In this article, I offer practi-
cal insights and best practices for 
IT professionals while delving into 
performance tuning through Acceler-
ated Networking, traffic management 
with Azure Load Balancer and Ap-
plication Gateway, and secure hybrid 
connectivity with VPN Gateway and 
ExpressRoute.

Overview

Networking in Azure is a critical 
aspect of managing Linux-based en-
vironments, given the growing preva-
lence of Linux workloads in enter-
prise cloud deployments. Azure, Mi-
crosoft’s cloud platform, provides an 
array of networking tools that are de-
signed to support the unique needs of 
Linux applications. These tools allow 
for the creation of high-performance, 
secure, and scalable networks, which 
is important for managing complex, 
distributed Linux-based workloads.
At the heart of networking in Azure 
is VNet, which serves as a logically 
isolated network where Linux virtual 
machines (VMs) and other services 
operate. VNets enable IT profes-
sionals to establish secure, private 
networks that can be customized to 
fit a variety of network topologies. 
This adaptability is important in 
Linux-based environments, where the 

network architecture needs to be both 
strong and flexible to accommodate 
the demands of diverse applications.
Azure’s networking capabilities are 
particularly well suited for Linux 
systems, offering the necessary tools 
to optimize network performance, 
security, and reliability. The platform 
supports advanced configurations 
such as multiple network interfaces 
on a single VM, custom routing, and 
the use of both public and private 
IP addresses. Additionally, Azure’s 
support for IPv6 and its API offerings 
allow for deep customization and 
automation, which are important for 
maintaining and scaling large Linux 
deployments efficiently.

Networking Challenges and 
Opportunities
Deploying the Linux operating sys-
tem (OS) in Azure presents unique 
networking challenges, but these 
challenges also bring opportunities to 
influence Azure’s powerful features 
to build efficient and secure network 
infrastructures.
One of the challenges is the complex-
ity of network design and configura-
tion. Creating a network in Azure 
for Linux environments can be intri-
cate, particularly when integrating 
on-premises networks with Azure’s 
VNets. The process requires careful 
management of IP address schemes, 
routing tables, and subnet configura-
tions to avoid conflicts and ensure 
efficient traffic flow. Additionally, en-
suring the security of these networks 

against unauthorized access adds 
another layer of complexity.
Security management is another con-
cern when deploying Linux VMs in 
Azure. Protecting these VMs requires 
a security strategy that addresses 
both external threats and internal 
vulnerabilities. Misconfigured security 
rules, particularly in NSGs or Azure 
Firewall, can lead to the exposure of 
sensitive data or unauthorized access, 
compromising the entire network.
Performance optimization is another 
challenge in managing Linux-based 
applications in Azure. Ensuring that 
these applications perform optimally, 
particularly those that are latency-
sensitive or require high throughput, 
can be difficult. Inadequate network 
configurations can lead to bottle-
necks, negatively affecting application 
performance and user experience.
Integrating on-premises Linux envi-
ronments with Azure’s cloud infra-
structure poses additional challenges, 
particularly in maintaining consistent 
security, performance, and manage-
ment practices across a hybrid setup. 
Establishing secure connections 
between on-premises networks and 
Azure, especially through VPN gate-
ways or ExpressRoute, requires deep 
knowledge of network engineering 
and Azure’s specific tools.

VNet Architecture

In Azure, VNet is the fundamental 
building block for networking, provid-
ing the framework within which all 
cloud-based resources communicate. 

We explore advanced networking strategies tailored for Linux workloads on Azure. By Marcin Gastol
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For Linux workloads, a well-archi-
tected VNet is important to ensuring 
secure, efficient, and scalable opera-
tions. Advanced VNet design patterns 
enable IT professionals to create a 
network architecture that meets the 
specific needs of Linux VMs, ensuring 
that these workloads perform opti-
mally and securely within the Azure 
environment (Figure 1).

Advanced VNet Design 
Patterns
When designing VNets for Linux 
workloads, it’s important to con-
sider advanced patterns that address 
the specific requirements of these 

secure traffic flow between different 
Linux environments, such as develop-
ment, testing, and production. The 
hub VNet typically contains shared 
resources, such as firewalls (Figure 2) 
or VPN gateways, and manages traf-
fic to and from each spoke VNet 
that hosts the Linux workloads. This 
pattern simplifies the management 
of security policies and reduces the 
complexity of network management.
Another critical design pattern is the 
use of VNet peering, which allows 
two VNets to connect seamlessly, en-
abling direct communication between 
Linux VMs in different VNets with-
out the need for a VPN or additional 
gateways. This technique is especially 

environments. A typical VNet can 
be structured to include multiple 
subnets, each tailored to the differ-
ent roles that Linux VMs play in your 
architecture. For instance, separating 
web servers, application servers, and 
database servers into distinct subnets 
not only organizes your network but 
also enhances security and perfor-
mance by isolating different layers 
of your application stack.
One advanced design pattern is the 
use of hub-and-spoke topologies, 
wherein a central hub VNet controls 
communication between multiple 
spoke VNets. This design is par-
ticularly useful in large-scale deploy-
ments where you need to manage and 

Figure 1: Subnet configuration within an Azure VNet (vnet1). Three subnets are highlighted: default, AzureBastionSubnet, and 
AzureFirewallSubnet, configured with specific IPv4 ranges and available IP addresses.

Figure 2: The Azure Firewall Manager dashboard shows an overview of security coverage across your Azure environment.
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useful for multiregion deployments 
in which workloads need to commu-
nicate across regions with minimal 
latency. VNet peering is cost-effective 
and provides high-bandwidth, low-
latency connections, making it ideal 
for Linux workloads that require fast, 
reliable interconnectivity across dif-
ferent geographic locations.

Integration

Customizing VNet configurations to 
meet the needs of Linux workloads 
involves more than just setting up ba-
sic network parameters. It requires a 
deep understanding of how Linux sys-
tems interact with network resources 
and how to optimize these interac-
tions for performance and security.
One key aspect of customization is IP 
address management. For Linux VMs, 
assigning static IP addresses can be 
critical, particularly for services that 
require stable endpoints, such as da-
tabases or internal APIs. Azure allows 
for the reservation of static private 
IP addresses within a VNet, ensuring 
that your Linux workloads maintain 
consistent IP addresses, even through 
reboots or redeployments.
Routing is another area where cus-
tomization can importantly affect 
performance and security. Azure’s 
user-defined route (UDR) tables can 
be used to define custom routes 
that override Azure’s default system 
routes. For instance, you might create 
routes that force all outbound traf-
fic from Linux VMs to pass through 
a network virtual appliance (NVA) 
for inspection and logging, thereby 
enhancing security. Alternatively, you 
could define routes that optimize traf-
fic flow between VMs across different 
subnets or VNets, reducing latency 
and improving performance.
In some cases, you might need to 
integrate Linux workloads with on-
premises networks, for which Azure 
provides several options. Among 
these options are VPN Gateway and 
ExpressRoute, which offer secure 
and reliable connections between 
Azure VNets and your on-premises 
infrastructure. When configuring 
these connections, it’s important to 

consider factors such as bandwidth, 
latency, and failover capabilities, 
ensuring that your Linux workloads 
can communicate seamlessly with on-
premises resources.

Managing NSGs

NSGs play a important role in protect-
ing Linux workloads in Azure by con-
trolling inbound and outbound traffic 
to VMs according to predefined secu-
rity rules. Properly configuring NSGs 
is critical to maintaining the security 
of your Linux environments.
When managing NSGs for Linux VMs, 
it’s important to implement a least 
privilege approach, which means 
only allowing the minimum necessary 
traffic to and from your Linux VMs. 
For example, you might create NSG 
rules that only permit SSH access 
from specific IP addresses or ranges, 
thus reducing the attack surface. Ad-
ditionally, for web servers, you could 
restrict HTTP/ HTTPS traffic to only 
the necessary ports (e.g., 80 and 443) 
and block all other traffic.
NSGs can be applied at both the sub-
net and network interface card (NIC) 
level. Applying NSGs at the subnet 
level is generally more efficient and 
easier to manage because it covers 
all VMs within the subnet. However, 
for scenarios in which specific VMs 
require different security rules, NSGs 
can also be applied directly to the 
NICs of individual Linux VMs, provid-
ing more granular control.
It’s also important to audit and up-
date NSG rules regularly (Figure 3) to 
ensure they remain aligned with your 
security policies and the evolving 
threat landscape. Azure provides tools 
like Azure Security Center and Azure 
Monitor that can help you track and 
manage NSG configurations, ensuring 
that your Linux workloads are always 
protected against unauthorized access 
and network threats.

Optimization

Optimizing network interfaces and IP 
configurations on Azure is important 
for ensuring that Linux VMs operate 
efficiently and securely in a cloud 

environment. Azure provides a range 
of advanced networking features 
that allow IT professionals to fine-
tune network performance, manage 
multiple IP addresses, and use public 
and private IP addresses effectively 
to meet the specific needs of Linux 
workloads.

Advanced NIC Configuration

In Azure, each Linux VM is equipped 
with at least one NIC that connects 
it to a VNet. However, for more 
complex scenarios, such as those 
requiring advanced routing or net-
work isolation, it is often necessary 
to configure multiple NICs on a single 
VM. This setup allows a Linux VM to 
handle traffic from different subnets, 
making it possible to segregate differ-
ent types of traffic for enhanced secu-
rity and performance.
When dealing with multiple NICs, 
it’s important to configure routing 
tables properly and ensure that the 
correct traffic flows through the 
appropriate NIC. For example, you 
might dedicate one NIC to handle 
internal traffic within the VNet, 
while another NIC manages traf-
fic that flows to external networks 
or the Internet. This separation of 
traffic not only enhances security 
but also allows for more granular 
control over traffic policies and 
monitoring.
Additionally, configuring multiple 
NICs can help in scenarios that re-
quire high availability or redundancy. 
For instance, you can set up multiple 
NICs connected to different subnets 
or VNets, allowing the Linux VM to 
maintain connectivity, even if one 
network path fails. This approach 
is particularly useful in mission-
critical applications where uptime is 
important.

Multiple IP Addresses

Linux VMs in Azure can be config-
ured to handle multiple IP addresses 
on a single NIC. This capability is 
useful for scenarios in which a VM 
needs to host multiple services, each 
requiring its own IP address, or when 
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between different subnets and VNets. 
Azure provides features like Private 
Link and VNet peering to extend the 
utility of private IPs, enabling secure 
connections between different Azure 
services or between Azure and on-
premises environments without the 
need for a public IP.
For scenarios in which high avail-
ability and load balancing are re-
quired, public and private IPs can 
be used in conjunction with Azure 
Load Balancer. For instance, a web 
application might use a public IP ad-
dress as the front end for incoming 
traffic, whereas the back-end VMs 
communicate by private IPs within 
a secure VNet. This setup not only 
enhances security but also improves 
performance by localizing traffic and 
reducing the attack surface.

Traffic Management

Effective traffic management is impor-
tant for maintaining the performance, 
availability, and security of Linux-
based applications hosted on Azure. 
Azure provides a suite of tools that 
allows IT professionals to implement 
strong traffic management strategies, 
ensuring that applications remain 
responsive and resilient under vary-
ing loads and conditions. Key tools 
in this suite include the Azure Load 
Balancer, Azure Application Gateway, 
and Azure Traffic Manager, each of 
which plays a distinct role in manag-
ing traffic for Linux environments.

Implementing and  
Managing IPs
Azure allows Linux VMs to be as-
signed both public and private IP 
addresses, each serving different 
purposes within a network architec-
ture. Properly managing these IPs is 
important for maintaining security 
and ensuring that applications are 
accessible as intended.
Private IP addresses are used for in-
ternal communication within a VNet, 
making them important for services 
that need to interact with other VMs, 
databases, or services, without expos-
ing them to the public Internet. In 
contrast, public IP addresses are used 
to expose specific services or applica-
tions to the Internet, making them 
accessible from anywhere.
When assigning public IP addresses, 
it is important to consider security 
implications. Public IPs should be 
limited to only those VMs that require 
external access, such as web servers 
or VPN gateways. Additionally, the 
use of NSGs for tight control of in-
bound and outbound traffic on public 
IP addresses helps mitigate risks asso-
ciated with exposure to the Internet.
On the other hand, private IPs should 
be carefully managed to ensure 
proper internal communication by 
making certain IP address ranges 
do not overlap with on-premises 
networks (if connected over a VPN 
or ExpressRoute) and routing is con-
figured correctly to handle traffic 

you need to maintain separate com-
munication channels for different ap-
plications or customers.
Configuring multiple IP addresses 
involves adding secondary IP con-
figurations to a NIC. These addresses 
can be used by applications running 
on the Linux VM to listen on different 
IPs, thus providing a more organized 
and secure way to manage network 
traffic. For example, a web server 
might use one IP address for public-
facing traffic and another for internal 
API calls, thereby isolating different 
types of network traffic.
To handle multiple IP addresses ef-
fectively, it is important to adjust 
the network configuration on the 
Linux VM itself, which typically 
involves modifying the network 
interface settings to recognize and 
properly route traffic for each as-
signed IP address. Tools like ip or 
network configuration files such as 
/etc/network/interfaces (on Debian-
based systems) or ifcfg files (on 
Red Hat-based systems) are used 
to configure the IP addresses and 
ensure they are recognized by the 
operating system.
In more advanced scenarios, you 
might also need to configure iptables 
or firewalld rules to manage how 
traffic is handled by the Linux VM. 
This step ensures that traffic arriv-
ing on specific IP addresses is pro-
cessed by the correct service, adding 
an extra layer of security and traffic 
management.

Figure 3: NSG settings in Azure detail both inbound and outbound security rules.
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Configuring for High 
Availability
The Azure Load Balancer (Figure 4) 
is a foundational component for 
achieving high availability in Linux-
based environments. It operates at the 
transport layer (Layer 4) and is de-
signed to distribute incoming network 
traffic across multiple VMs within a 
VNet, ensuring that no single VM be-
comes a bottleneck or point of failure.
When configuring the Azure Load 
Balancer for Linux workloads, it’s im-
portant to consider both internal and 
external load-balancing needs. Internal 
load balancing is typically used to 
distribute traffic among VMs within 
a private VNet, which is common for 
back-end services such as databases 
or internal APIs. External load balanc-
ing, on the other hand, distributes 
traffic from the Internet to VMs within 
a VNet, which is often used for public-
facing web servers or applications.
To set up a load balancer, you define 
a front-end IP configuration, back-end 
pool, and load-balancing rules. The 
front-end IP configuration is the entry 
point for incoming traffic, which the 
load balancer then distributes to the 
VMs in the back-end pool according 
to the defined rules. These rules deter-
mine how traffic is distributed, such as 
by source IP, protocol, or port.
For high availability, it’s important to 
include multiple VMs in the back-end 

pool, ideally spread across different 
availability zones or availability sets. 
This configuration ensures that if one 
VM or zone experiences an outage, 
the load balancer can continue direct-
ing traffic to the remaining healthy 
VMs, maintaining the availability of 
the application.
Additionally, leveraging health probes 
is important for ensuring that only 
healthy VMs receive traffic. Health 
probes periodically check the health 
status of each VM in the back-end 
pool. If a VM fails the health check, 
the load balancer automatically stops 
directing traffic to that VM until it is 
back online, thus preventing service 
interruptions.

Application Gateway

The Azure Application Gateway is a 
traffic management tool that operates 
at the application layer (Layer 7), 
providing more sophisticated routing 
capabilities tailored to web-based ap-
plications. It is particularly useful for 
Linux-based web services that require 
advanced routing, Secure Sockets 
Layer (SSL) termination, and applica-
tion firewall capabilities.
One of the primary features of the Ap-
plication Gateway is its ability to per-
form SSL offloading, which reduces 
the computational load on your Linux 
VMs by handling SSL termination at 
the gateway level. This offloading 

frees up resources on the VMs, allow-
ing them to handle more application-
level processing. SSL termination also 
simplifies certificate management be-
cause SSL certificates are only applied 
at the gateway, rather than on each 
individual VM.
Another critical feature is URL-based 
routing, which allows the Application 
Gateway to direct traffic by URL path. 
This capability is especially useful 
for microservices architectures or ap-
plications with multiple subdomains. 
For instance, requests to api.example.
com can be routed to a specific set of 
Linux VMs optimized for API process-
ing, whereas requests to www.exam-
ple.com are directed to a different set 
of VMs that handle web traffic.
The Application Gateway also inte-
grates with the web application fire-
wall (WAF), providing an additional 
layer of security for Linux-based 
web applications. The WAF protects 
against common web vulnerabilities 
such as SQL injection, cross-site 
scripting (XSS), and other Open Web 
Application Security Project (OWASP) 
top 10 threats. This integration en-
sures that your Linux web services 
are not only performant but also se-
cure from common attack vectors.

Traffic Routing

Azure Traffic Manager is a global 
DNS-based traffic routing service that 

Figure 4: Configuration of a front-end IP for a load balancer in Azure.
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Accelerated Networking 
and Performance Tuning
Optimizing network performance is 
important for Linux workloads run-
ning on Azure, especially for applica-
tions that demand low latency, high 
throughput, and consistent reliability. 
Azure offers several tools and tech-
niques to enhance network perfor-
mance, with Accelerated Networking 
being a key feature. Coupled with ad-
vanced throughput optimization and 
latency minimization strategies, IT 
professionals can ensure their Linux-
based applications perform optimally 
in the cloud.
The Accelerated Networking feature 
provided by Azure importantly im-
proves the network performance of 
VMs by reducing latency, lowering 
jitter, and decreasing CPU utilization 
on the VM. It does so by offloading 
network processing from the VM’s 
CPU to the underlying hardware, 

can be used to implement a primary 
backup failover strategy, ensuring 
that traffic is directed to a secondary 
region if the primary region becomes 
unavailable.
Traffic Manager also supports 
Weighted routing, allowing you to 
distribute traffic across multiple 
endpoints on the basis of assigned 
weights. This feature is useful for 
gradually rolling out updates or bal-
ancing loads across different regions 
to prevent overloading a single data 
center.
Integrating Traffic Manager with 
your Linux deployments involves 
configuring DNS settings to point to 
the Traffic Manager profile, which 
then directs traffic according to the 
specified routing method. This setup 
provides a resilient and flexible way 
to manage global traffic, ensuring 
that your Linux applications remain 
available and performant even under 
challenging conditions.

enables you to distribute traffic across 
multiple Azure regions. This service 
is particularly beneficial for Linux 
deployments that need to ensure high 
availability and optimal performance 
for users across different geographic 
locations.
Traffic Manager works by directing 
incoming DNS requests to the most 
appropriate endpoint according to 
the routing method you choose. The 
available routing methods include Pri-
ority, Performance, Geographic, and 
MultiValue. Each method serves a dif-
ferent purpose, allowing you to tailor 
traffic routing to your specific needs.
For instance, the Performance routing 
method directs traffic to the closest 
endpoint with the lowest latency, 
ensuring that users experience the 
best possible performance regardless 
of their location. This method is ideal 
for global Linux applications where 
user experience is critical. Alterna-
tively, the Priority routing method 
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specifically to a dedicated NIC that 
supports single-root I/ O virtualization 
(SR-IOV).
To enable Accelerated Networking on 
Linux VMs, you first need to ensure 
that the VM size and the operating 
system version support this feature. 
Accelerated Networking is available 
on most general-purpose and com-
pute-optimized VM sizes in Azure, 
but it’s important to verify compat-
ibility with the specific Linux distri-
bution you are using.
Once compatibility is confirmed, Ac-
celerated Networking can be enabled 
during the VM creation process or 
on existing VMs by attaching a sup-
ported NIC through the Azure Portal, 
Azure command-line interface (CLI), 
or Azure Resource Manager (ARM) 
templates. For example, from the 
Azure CLI, you can enable Acceler-
ated Networking on a NIC with the 
command

az network nic update U
  --name <nic-name> U
  --resource-group <resource-group-name> U
  --accelerated-networking true

After enabling Accelerated Network-
ing, you should verify that the feature 
is working as expected by checking 
the NIC properties in the Azure Portal 
or by issuing the ethtool command 
on the Linux VM, which should show 
that SR-IOV is enabled.

Network Throughput 
Optimization
Network throughput is a critical 
factor in the performance of many 
Linux-based applications, especially 
those that handle large volumes 
of data or require high-speed data 
transfer. Azure provides several 
techniques to optimize network 
throughput for Linux VMs, ensuring 
that applications can handle their 
workloads efficiently.
One key technique is to select VM 
sizes that are optimized for network 
performance. Azure offers special-
ized VM sizes, such as the H-series 
for high-performance computing 
or the D-series for general-purpose 

workloads, that provide enhanced 
network capabilities. These VMs 
often come with higher network 
bandwidth limits and are ideal for 
applications requiring substantial 
data movement.
Another throughput optimization 
technique is to ensure that the under-
lying storage infrastructure is not a 
bottleneck. The use of Azure Premium 
SSDs or Ultra Disks can importantly 
improve data read/ write speeds, 
which directly affects the network 
performance of data-intensive appli-
cations. Combining these techniques 
with Accelerated Networking can lead 
to substantial performance gains.
Configuring the Linux VM’s network 
stack to handle high throughput, 
which includes tuning TCP settings 
such as window size, buffer sizes, 
and congestion-control algorithms, is 
also important. Tools such as sysctl 
can be used to adjust these param-
eters, allowing the Linux kernel to 
manage larger data flows more effec-
tively, for example:

sysctl -w net.core.rmem_max=16777216
sysctl -w net.core.wmem_max=16777216
sysctl -w net.ipv4.tcp_window_scaling=1

These adjustments help in maximiz-
ing the throughput by allowing the 
Linux VM to process more data pack-
ets simultaneously, reducing delays 
caused by network congestion.

Latency Minimization 
Strategies
Minimizing latency is important for 
latency-sensitive Linux applications, 
such as those used in real-time data 
processing, financial transactions, 
or interactive user interfaces. Azure 
offers several strategies to reduce 
network latency, ensuring that Linux 
workloads remain responsive and 
efficient.
One of the primary strategies is to use 
Accelerated Networking, which, as 
mentioned earlier, reduces network 
latency by offloading processing to 
the NIC hardware. This method is 
particularly effective in scenarios 
where even microseconds of delay 

can have an important effect on ap-
plication performance.
Keeping resources close to each other 
geographically reduces the physical 
distance data must travel, thereby 
minimizing latency. Additionally, the 
use of Azure proximity placement 
groups can further reduce latency by 
ensuring that VMs are physically lo-
cated close to one another within the 
same data center.
For applications that require global 
reach, Azure Traffic Manager can be 
used to direct users to the nearest 
Azure region by network perfor-
mance metrics. This approach helps 
minimize latency for end users by 
routing their requests to the clos-
est available resource, reducing the 
time it takes for data to travel across 
the network.
Finally, optimizing the Linux kernel’s 
networking stack for low latency is 
important and includes disabling fea-
tures that introduce unnecessary pro-
cessing delays, such as TCP slow start 
and tuning the interrupt coalescing 
settings on the NIC to reduce the time 
it takes to process network packets. 
Tools like ethtool,

ethtool -C eth0 rx-usecs 0

adjust these settings.

Summary

In this article, I explored the critical 
components of networking for Linux 
workloads on Azure, from architect-
ing advanced VNet designs and cus-
tomizing configurations for optimal IP 
management and routing to securing 
environments with NSGs and ad-
vanced firewall configurations. 

Keywords: Azure, Linux, networking, VNet, NSG, Load Balancer, 
Accelerated Networking, traffic management
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Files are often stored multiple times, 
unnecessarily hogging storage space 
on data carriers and in backups; 
therefore, data deduplication is par-
ticularly useful for file servers. Virtual 
desktop infrastructure (VDI) environ-
ments also benefit from this technology, 
for which data deduplication even 
offers separate options that I also 
cover in this article. The technology 
can use both physical data carriers 
and virtual disks, which means that 
deduplication can be used effectively 
in virtual environments.
Once the feature has been installed, 
the connected hard drives are checked 
according to a schedule, and the dedu-
plication rate is displayed in the Server 
Manager console. In this way, you can 
keep an eye on the success and utility 
value of deduplication for individual 
disks. Because you are not forced to 
deduplicate every single data carrier on 
a server, you can flexibly control which 
data carriers are worth the overhead. 
If you discover that deduplication does 
not deliver meaningful results for in-
dividual data carriers, you can remove 
them from the configuration at any 
time. Starting with Windows Server 
2019, deduplication not only supports 
NTFS, but also the Protogon resilient 
filesystem (ReFS), and therefore very 
large data carriers, as well.

All told, data deduplication on Win-
dows Server 2022 is a powerful way 
to optimize storage capacities and 
reduce costs. However, you need to 
find a balance between the benefits 
and the potential challenges to ensure 
smooth and efficient system manage-
ment. In this article, I shed light on 
the technical background of dedupli-
cation and show you how to set up 
and manage data deduplication in a 
graphical interface, with PowerShell, 
and from the command line on 
Windows Server 2022.

The Downside

Of course, you also need to consider 
the potential downsides of data de-
duplication because it is not useful 
in all environments. Database serv-
ers, Exchange, or Hyper-V hosts will 
rarely benefit, although VDI environ-
ments are an exception. On virtual 
machines (VMs), in contrast, dedu-
plication can certainly offer benefits, 
depending on the server role. Virtual 
file servers benefit from data dedu-
plication just as much as physical 
file servers. One possible disad-
vantage is that data deduplication 
requires compute resources, which 
can affect performance on servers 
that are already heavily utilized. 

Initializing the deduplication process 
in particular may involve heavy use 
of CPU and memory.
Moreover, it is important to configure 
deduplication carefully to make sure 
important files are not excluded or in-
advertently modified. Another aspect 
to keep in mind is the dependency 
of data recovery on deduplication. 
Because deduplicated data is stored 
once only, recovery can be more com-
plex than with conventional methods, 
which entails careful planning and 
regular testing of backup and recov-
ery processes.

When Not To Dedup

After you decide to use data dedupli-
cation on Windows Server 2022, you 
need to remember that this technol-
ogy is not the answer for some data 
types and files. In fact, some data 
types will benefit less or not at all 
from deduplication. Formats such 
as JPEG, MP3, MP4, or ZIP, which 
already use forms of data compres-
sion, offer little leverage for reducing 
redundancy and saving storage space.
Active database files, especially files 
that require frequent write opera-
tions, are generally not a good choice 
for deduplication. Constant changes 
to them can affect deduplication 

Data deduplication tools boost efficiency in storage management by improving storage utilization and saving 
network bandwidth during backup and replication processes. By Thomas Joos
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efficiency and, in some cases, per-
formance. Files that are updated in 
real time, such as system logs, can 
even be blocked by the deduplication 
process. Constant write access to 
these files conflicts with the way 
deduplication works.
Deduplication is more suited to 
static data or content that is not fre-
quently modified. Also, where files 
are individually encrypted, each file 
is unique, even if the original unen-
crypted content was identical. This 
characteristic considerably limits 
the effectiveness of deduplication, 
because no significant redundancies 
can be identified.
Data deduplication is also possible 
in storage pools and on virtual hard 
drives. If you have installed role ser-
vices, a window will appear when 
you create a new volume. You can 
use it to enable deduplication for the 
current volume, assuming deduplica-
tion will work on it. It does not matter 
whether you use data deduplication 
for data on normal volumes or on 
virtual disks in storage pools.

SSD, HDD, and NVMe

When implementing data deduplica-
tion in environments that use differ-
ent storage technologies (e.g., hard 
disk (HDD), solid-state (SSD), and 
non-volatile memory (i.e., NVMe) 
drives), you need to consider several 
aspects. Data deduplication perfor-
mance can vary greatly depending 
on your choice of storage technology. 
HDDs with their slower access times 
could lead to bottlenecks in dedupli-
cation-intensive scenarios, whereas 
SSDs and NVMe drives, with their 
higher speed and lower latency, are 
better suited in this scenario, particu-
larly because deduplication involves 
many I/ O operations that run more 
efficiently on SSDs and NVMe drives.
The effect of deduplication on the 
service life of SSDs and NVMe drives 
is another important aspect. Because 
the number of write cycles is limited 
for these storage types, the frequent 
write activity associated with dedu-
plication could potentially curtail the 
service life of these devices. You need 

Deduplication on Windows Server 
2022 uses a postprocess approach 
(i.e., the data is first saved in its 
original form and then retroactively 
deduplicated). This approach mini-
mizes the effect on system perfor-
mance during primary storage opera-
tions. For efficient data processing, 
deduplication relies on a chunking 
algorithm that breaks the data down 
into smaller units and then analyzes 
them individually.
Data integrity is a key aspect of de-
duplication. Windows Server 2022 
uses various mechanisms, including 
checksums and integrity checks, to 
ensure that the deduplicated data is 
not corrupted. Deduplication relies 
on metadata to manage the original 
data and the deduplicated copies, 
requiring additional care for backup 
and restore operations because the 
metadata is key to reconstructing the 
original data correctly.

Installation Two Ways

Data deduplication can be integrated 
with Server Manager by installing 
the Data Deduplication server role 
under File and Storage Services | File 
and iSCSI Services (Figure 1). Alterna-
tively, you can run the following com-
mand in PowerShell:

to take this into account when plan-
ning the storage infrastructure and its 
maintenance cycles.
In environments with a combination 
of storage types, it might make sense 
to store deduplicated data on SSDs 
or NVMe drives to take advantage of 
the higher speed, while storing larger 
and less frequently accessed data 
on the less expensive HDDs. In this 
way, the storage space on the more 
expensive SSDs and NVMe drives can 
be better utilized through the efficient 
use of data deduplication. Regard-
less of the type of storage used, it is 
crucial to implement robust backup 
and recovery strategies. Deduplication 
can increase the complexity of data 
recovery, requiring careful planning 
and regular reviews of the backup 
strategies.

Deduplication Process

Technically speaking, the dedupli-
cation function analyzes the data 
blocks on a volume and searches for 
duplicates. As soon as identical data 
blocks are found, the system only 
keeps one copy and creates links to 
this block for each instance of its use. 
This process is executed by a back-
ground service that runs regularly to 
check for new and modified files.

Figure 1: Setting up data deduplication in Server Manager and with PowerShell on Windows 
Server 2019/ 2022.
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Install-WindowsFeature U
  -Name FS-Data-Deduplication

Installing deduplication does not 
start the process; it simply imports 
the required system files. You need to 
complete the configuration in Server 
Manager or PowerShell.

Testing Volumes

In the course of installing the server 
roles for data deduplication, the in-
stallation wizard also integrates the 
ddpeval.exe command-line tool. You 
can use it at the command line to 
search for duplicate files (Figure 2). 
Doing so will tell you whether the 
server role can be meaningfully ap-
plied to the individual data carriers 
on the server. You cannot enable data 
deduplication on boot drives or use 
ddpeval to check whether data dedu-
plication on boot drives makes sense.
The tool resides in the \Windows\
System32 directory and supports 
both local drives and network 
shares. The syntax of the tool is 
ddpeval <Volume:>, as in:

ddpeval E:\
ddpeval \\nas\data

The ddpeval tool itself does not 
clean up the files; it simply tells you 
whether or not data deduplication 
makes sense for the drive in ques-
tion and offers a preview of possible 
savings through data deduplication 
without modifying the data. For a 
more targeted analysis of a specific 
directory, you need to modify the 
command as follows:

ddpeval.exe D:\Data\Projects

The output from ddpeval contains de-
tails of the total size of the analyzed 
data, the estimated size after dedu-
plication, and the savings as a per-
centage. This information is crucial 
for making an informed decision on 
implementing data deduplication. In 
particular, the tool helps you evaluate 
the potential benefits of deduplication 
and decide which volumes or directo-
ries are best suited for deduplication. 

The following command lets you save 
the results:

DDPEval.exe d:\wsus /v /o:C:\temp\dedup.txt

This syntax gives you a comprehen-
sive report on the potential storage 
space savings that you can achieve by 
introducing data deduplication.

Data Deduplication for 
Volumes
After installing the server role for data 
deduplication and testing the individ-
ual drives, the next step is to enable 
the feature for the target drives on 
the target server. To do this, you can 
either use the Server Manager and en-
able the function by selecting File and 
Storage Services | Volumes followed 
by Configure Data Deduplication in 
the target volume’s context menu, or 
you can use PowerShell if you prefer. 
I will be looking at both options later. 
Selecting the option in Server Man-
ager pops up a window where you 
can configure all the settings required 
for the target volume.
Start by selecting the server type and 
the data to be deduplicated. General 
purpose file server, Virtual Desktop 
Infrastructure (VDI) server, and Vir-
tualized Backup 
Server are avail-
able as options. 
Specify the 
number of days 
to wait before 
deduplicating 
duplicate files 
(Figure 3). A pe-
riod of three days 
is preconfigured 
by default. You 
can also exclude 
individual file 
types, individual 
files, or entire 
folders from 
deduplication.
Click the Set 
Deduplication 
Schedule button 
to set up in detail 
when you want 
the background 

service to clean up the server. You 
will generally want to check the En-
able background optimization option, 
which means that the deduplication 
service will run in the background 
and generate as little load as possible 
on the server. Windows can even stop 
the service if required. In the window, 
you can also define two additional 
schedules for days on which dedu-
plication will run with normal prior-
ity at specific times. Of course, you 
will want to select times when the 
server is not very busy. As a general 
rule, you should avoid other activi-
ties taking place on the server at the 
same time as deduplication, including 
maintenance, data backups, and mal-
ware scans.

Deduplication of VDI 
Servers
Data deduplication in VDI environ-
ments offers substantial benefits, 
but some key aspects differ from 
deduplication on conventional file 
servers. VDI scenarios often have 
many desktop instances with similar 
or identical data, and deduplication 
can achieve significant storage space 
savings by eliminating redundant 
data across multiple virtual desktops. 

Figure 2: Use the command line to discover whether data 
deduplication makes sense for individual drives.
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a customized configuration to meet 
the specific requirements of these 
environments. For example, it can 
be important to configure dedupli-
cation such that it does not affect 
performance at peak times; after all, 
response times and availability are 
critical factors in VDI environments.
Another difference lies in main-
tenance and administration. VDI 
environments can be dynamic by 
nature, with frequent changes to 
virtual desktops, requiring regular 
reviews and adjustments of the de-
duplication settings. In contrast, the 
content on the file servers is often 
more static, which means the dedu-
plication settings do not need to be 
modified as frequently.

PowerShell

To use PowerShell to control data de-
duplication on Windows Server 2022, 
the following commands enable data 

One significant difference from dedu-
plication on file servers relates to the 
type of data stored. Whereas file serv-
ers usually store a variety of file types 
and data structures, the files in a VDI 

environment 
are often more 
homogeneous, 
because many 
virtual machines 
use similar op-
erating systems 
and applications. 
This homogene-
ity increases 
the potential for 
deduplication 
because more 
redundant data 
exists.
Additionally, 
deduplica-
tion in VDI 
environments 
often requires 

This process does not just reduce 
the storage capacity you need, it also 
improves performance, because less 
physical storage space is required to 
store and read the data.

Figure 3: Setting up data deduplication for individual drives in 
Server Manager.
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deduplication for a target volume and 
configure the settings:

Enable-DedupVolume -Volume F:
Enable-DedupVolume -Volume d: U
                   -UsageType Default

You can also manage this process with 
General purpose file server in Server 
Manager, and you can immediately 
start deduplication with the command

Start-DedupJob -Volume <drive letter> U
               -Type Optimization

Set-DedupSchedule modifies the 
configuration of the deduplication 
parameters, such as the schedule for 
garbage collection and optimization:

Set-DedupSchedule U
  -Name "DailyOptimization" U
  -Type Optimization U
  -Start 01:00 U
  -DurationHours 3

You can use the following PowerShell 
command to discover the scheduled 
tasks:

Get-ScheduledTask U
  -TaskPath \Microsoft\Windows\U
             Deduplication\

Get-DedupStatus lets you monitor 
the deduplication rate and savings 
achieved, whereas

Start-DedupJob -Volume "D:" -Type Scrubbing

checks the integrity of the dedupli-
cated data. These commands give you 
comprehensive options for control-
ling and monitoring data deduplica-
tion without Server Manager. If you 
want to wait for the deduplication 
response, type

Start-DedupJob <drive letter> U
  -Type Optimization -Wait

You can also display the current sta-
tus of a job and retrieve further infor-
mation by typing

Get-DedupJob
Get-DedupVolume

For more detailed information, you 
can redirect the output to the For-
mat-List cmdlet (e.g., Get-DedupVolume 
| fl). Careful monitoring of dedupli-
cation success is also important. You 
can create reports with commands 
such as

Get-DedupVolume -Volume "D:" | U
  Select-Object SavingsRate,U
                OptimizedFilesCount

to output deduplication success 
metrics and make adjustments, if 
necessary. PowerShell also lets you 
configure the various deduplication 
options. For example, you can adjust 
the minimum file size for deduplica-
tion to improve efficiency:

Set-DedupVolume -Volume "D:" U
  -MinimumFileSize 128KB

You can also disable additional com-
pression with the NoCompress param-
eter if the data is already compressed. 
Certain file types can be excluded 
from deduplication to optimize per-
formance for these files, which is not 
only possible in Server Manager, but 
also in PowerShell:

Set-DedupVolume -Volume "D:" U
  -ExcludeFileType "log","tmp"

If you want to disable data deduplica-
tion for a drive again, you can use 
Server Manager from the same win-
dow as for enabling deduplication. 
To do so, set the Disabled option in 
Configure Data Deduplication. If you 
want to use PowerShell instead, run 
the command

Disable-DedupVolume -Volume F:

In some circumstances, you might 
need to restore deduplicated volumes, 
for which you can use

Start-DedupJob -Volume "D:" U
  -Type Unoptimization

This kind of flexibility is particularly 
useful in complex IT environments. 
Windows Server 2022 offers special 
optimization options for custom 

applications such as VDI environ-
ments. Adjusting the settings with 
commands such as

Set-DedupVolume -Volume "D:" U
  -OptimizeInUseFiles U
  -OptimizePartialFiles

maximizes deduplication performance 
in these environments. It is also ad-
visable to carry out regular checks 
and maintenance to ensure that your 
data deduplication setup is running 
efficiently and without interruptions. 
When planning deduplication tasks, 
you also need to take the server load 
into account. Scheduling deduplica-
tion tasks outside of peak times helps 
you minimize the server load and op-
timize the overall performance.

Conclusions

Data deduplication in Windows 
Server 2022 is a powerful tool that 
can significantly improve the ef-
ficiency and management of server 
storage resources. One of the main 
advantages is the significant reduc-
tion in storage space requirements 
by eliminating redundant data on the 
server, which in turn drives cost sav-
ings and enables more efficient stor-
age management, especially in envi-
ronments with large volumes of data. 
Network bandwidth is also conserved 
by reducing the data transfer volumes 
for backup and replication.
On the downside, deduplication can 
generate CPU and memory load, 
potentially causing performance is-
sues in server environments that are 
already heavily utilized. Also, some 
file types do not lend themselves to 
deduplication – specifically, com-
pressed data or data prone to rapid 
change, such as databases or real-
time logfiles. 
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Often, users fail to back up their data 
regularly and synchronize backups. 
Of course, any data you store locally 
should also be stored on a remote 
mass storage device. If the local server 
or network-attached storage (NAS) is 
stolen or destroyed by natural events 
(e.g., floods, fires), the backups they 
store will also be lost. Because most 
companies and many private individu-
als now use cloud storage, it makes 
sense to transfer backups to the cloud, 
and Rclone [1] is the ideal solution.

Strategy

The standard command-line tool 
for backing up data on remote 

computers on the intranet is Rsync, 
but Rclone is far better suited for 
backing up data to the cloud. The 
learning curve is manageable be-
cause the tool is based on Rsync 
syntax (Table 1). Rclone can be 
easily installed on most popular 
distributions with built-in package 
managers.
The latest versions are also avail-
able for download on the project’s 
website for other operating systems, 
including various BSD derivatives 
and Solaris. Rclone is controlled from 
the command line, but the develop-
ers have also provided a graphical 
front end [2], although it is still in 
an experimental phase, so you might 

want to avoid using it in production 
environments.
The application was largely developed 
in the Go programming language and is 
available under an MIT license. Rclone 
can back up and synchronize entire da-
tabases, as well as individual files and 
directories, in the cloud, and you can 
encrypt and synchronize backups be-
tween different cloud services. Rclone 
supports more than 70 cloud providers, 
as well as individual systems such as 
on-premises SFTP servers.
For each supported provider, the de-
velopers have detailed individual con-
figuration instructions [3] so that even 
beginners can set up the tool for use 
with an existing cloud account. Rclone 

You don’t need native clients for every single service just to back up or synchronize your data in the 
cloud; Rclone helps you handle these tasks for multiple cloud accounts at the command line or in a 
graphical front end.  By Erik Bärwaldt
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Table 1: Rsync vs. Rclone

Feature Rsync Rclone

License GPLv3 MIT

Intended use Data backup between two computers or servers Data backup to the cloud, treating cloud storage like local drives

Backup type Unidirectional Unidirectional

Threads Single-threaded Multithreaded

Transfer method Single file blocks Complete files

Integrity check Yes Yes

Support for cloud services No Yes

Mount target drives No Yes
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can also use a cron job to synchronize 
data automatically, making sure your 
backups are always up to date.

Installation

The easiest way to install Rclone is to 
use the software repositories provided 
by your chosen distribution. If you only 
find an older version there, simply re-
trieve Rclone from the project’s GitHub 
page. You can also use the script to 
install it on your system, for which 
you need curl. To install curl, integrate 
Rclone into your system, and start the 
basic configuration in a wizard, enter:

sudo apt install curl
$ curl https://rclone.org/install.sh | U
  sudo bash
$ rclone config

distribution’s software manager to 
install. RPM and DEB packages for 
32- and 64-bit Linux systems are 
available on the website, along with 
packages for various versions of the 
ARM architecture. A ZIP archive [4] 
for Linux is also available that 
contains a generic binary package 
of the software. Simply unzip the 
file in a directory of your choice, 
change to that directory, and call 
up the configuration wizard as de-
scribed above to configure the basic 
settings. The software is then ready 
for use.
If you already have an older version 
of the program in place, you can up-
date it by running the rclone selfup-
date command. If required, you can 
use the rclone version command to 
query the currently installed version 
(Figure 2).
For an overview of the software’s 
numerous functions and parameters, 
type rclone -h at the prompt. Detailed 
help is available for every option, 
which you can access with the

rclone <option> --help

command. You can also combine 
parameters.

Network Drive

To set up cloud storage for this sce-
nario, begin by creating a new direc-
tory in your personal folder before 
mounting your cloud storage on your 
system like a conventional network 
drive:

The first step in the wizard asks for 
the remote (i.e., the target system). 
Pressing n opens the dialog for con-
figuring a new cloud service. You will 
see a list of storage services, each of 
which has its own number. Simply 
enter the number that matches your 
provider.
The script then requests the creden-
tials for the service, which can be lo-
cation information or authentication 
data. The wizard does not display 
the password, but you do need to 
type it in a second time to confirm. 
In the next step, the access creden-
tials you entered are displayed and 
the wizard prompts you to confirm. 
If you make a mistake, you can edit 
the entry by pressing e or delete 
it completely by pressing d. If the 
data is correct, press y. The wizard 

now displays 
the external ser-
vice along with 
a selection of 
options, includ-
ing an option 
for setting up 
another ser-
vice (Figure 1). 
When done, 
press q to quit 
the configuration 
wizard.
Alternatively, 
you can in-
stall Rclone by 
downloading the 
package from 
the website 
and using your Figure 1: The configuration wizard runs in a terminal window.

Figure 2: Update the program with just a few commands.
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$ rclone U
  --vfs-cache-mode writes mount <service> U
  ~/<folder>

The <service> parameter refers to 
the cloud service you defined in the 
Rclone configuration phase, and 
<folder> refers to the newly created 
target folder. Please note that the 
spelling of the service name when en-
tering the command must be exactly 
the same as when configuring Rclone.
Depending on your Internet access 
speed and the volume of data to be 
transferred, the complete folder struc-
ture of the cloud storage will appear 
in the target folder on your system 
after a wait (Figure 3). You now have 
full access to all content stored in the 
cloud, provided you also granted all 
rights for this service in the Rclone 
configuration.
In your desktop’s file manager, you 
can then use the cloud directory and 
its subfolders in the same way as 

local directories. Copying files from 
the cloud to the local system is also 
a painless experience, but note that 
content, particularly larger documents 
such as PDF files, will take far longer 
to load than local files.
Also note that you do need to re-
enter the command for mounting 
your cloud storage as a network drive 
every time your restart the system. 

It makes sense to create a script to 
integrate cloud storage automatically 
after a restart.

Copying Data
The copy subcommand tells Rclone to 
copy individual files to the cloud. For 
example, in the command

$ rclone copy <Source>/<File> U
              <Target>:/<Path>/

<Target> refers to the cloud service 
defined in the Rclone configuration 
wizard. To display progress during 
the copy, you can also add the -P 
parameter (Figure 4). The applica-
tion then displays both the transfer 
history and the time required, once 
the data transfer has completed. Note 
that Rclone overwrites existing files of 
the same name in the target directory 
without a warning prompt.
The application supports numerous 
flags (e.g., to avoid having to write 
the entire database from the source 
folder to the cloud every time you 
make a regular copy). To transfer just 
modified or newly added files, you 
can use the --max-age <age> flag to 
back up only the files that were modi-
fied during the specified time period. 
You can specify the time format in 
any increment from milliseconds to 
years. The flags are described in de-
tail in the software documentation.

Synchronizing Data

When synchronizing data between 
two drives, Rclone has an option to 

Figure 3: Rclone mounts cloud storage on your system like a network drive.

Figure 4: Copying individual files from the command line.

Figure 5: Rclone synchronizes large databases by transferring several files in parallel.
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retrieves the package from the proj-
ect’s GitHub page and sets it up. 
After the install, the graphical dash-
board (Figure 6) automatically ap-
pears in your local web browser. You 
can call it up again later at any time 
by typing http:// 127.0.0.1:5572/  in 
the address bar.
The front end gives you direct access 
to the content of the target cloud ac-
count. You can use the Explorer file 
manager option in the left control bar 
to browse the content, navigate be-
tween the individual directory trees, 
and download or share files from the 

is currently synchronizing with the 
cloud. By default, the tool transfers 
up to four files simultaneously. If 
required, you can set a higher num-
ber of simultaneous transfers with 
the --transfers=<number> parameter 
(Figure 5).

Graphical Front End

The developers of Rclone provide a 
graphical, web-based front end for the 
application. The command

rclone rcd --rc-web-gui

delete data that no longer exists in the 
source folder from the target drive. 
The sync subcommand synchronizes 
locally stored content with the cloud; 
you’ll only need the name of the root 
directory, not file names:

$ rclone sync U
  -P /<Source>/ <Target>:/<Path>/

Rclone copies the data to the cloud 
and keeps the folder structure.
The -P parameter displays a prog-
ress bar. Rclone then displays the 
names of the individual files that it 

Figure 6: The Rclone graphical user interface looks very professional.

Figure 7: Rclone Browser makes using the software child’s play.
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cloud. You can also create new direc-
tories in the cloud or upload content 
with the buttons displayed top right 
in the window. A search function can 
help you search for specific file for-
mats, and the Configs option lets you 
integrate new cloud connections in 
the graphical user interface or update 
or delete existing connections.

Rclone Browser

Rclone Browser [5] offers a convenient 
graphical user interface for Rclone. 
You can download this application 
from the project’s GitHub page as an 
app image for 32- and 64-bit PCs and 
the Raspberry Pi. Once execute rights 
have been granted,

chmod +x <image>

the images can be used independent of 
the package manager on any Linux dis-
tribution without the need to install.
Calling the program opens a standard 
program window with a menubar, a 
tab bar, and a buttonbar. Start by go-
ing to the Remotes tab and press the 
Refresh button below to the left to 
display the cloud services configured 

in Rclone. Selecting a service opens 
it and displays the content in a tree 
view in the new tab created for the 
service (Figure 7).
You can navigate freely in the tree 
view. To edit content, click on the de-
sired directory or file, which enables 
the function buttons for the file or 
directory in the toolbar above the tree 
view. You can use them to upload, 
download, rename, and delete files. 
Dialog boxes let you tweak the set-
tings for uploading or downloading.
Regardless of the content currently 
selected, you can create new folders 
and rename or move existing ones at 
any time. The application can also dis-
play the folder size and the number of 
files it contains. You can view existing 
control actions such as cron jobs in 
the Jobs and Tasks tabs, provided you 
used Rclone to define them.
Instead of the toolbar, you can use 
the context menus with a right-click 
on a file or directory in the tree view 
to work with your cloud content.

Customization

Pressing File | Preferences brings up 
the Preferences dialog (Figure 8). 

Under the General tab, you can spec-
ify the Browser start parameters that 
Rclone uses when opening connec-
tions to the cloud services. You can 
also predefine upload and download 
folders here.
In the Interface tab, you can specify 
various options for the appearance 
and behavior of the application. The 
Proxy tab offers a range of configura-
tion options for a proxy server. The 
settings made here affect all activated 
cloud connections.

Conclusions

Rclone is the perfect counterpart for 
admins who use the Rsync tool on lo-
cal networks by helping them integrate 
cloud services into their data backup 
strategy. With its various operating 
modes, it not only supports typical 
deployment options, but also lets you 
use multiple cloud services simultane-
ously without having to install native 
clients up front. Various graphical 
front ends add more convenience for 
the tasks at hand. Cloud storage can 
be seamlessly mounted on the local 
system as a network drive, but given 
the diverse feature set, make sure 
you plan time to familiarize yourself 
with the software. If you want to use 
Rclone at work, go the extra mile and 
customize the application to precisely 
meet your needs. 

Info

[1]  Rclone:  

[https://  rclone.  org]

[2]  Graphical front end:  

[https://  rclone.  org/  gui/]

[3]  Documentation: [https://  rclone.  org/  docs/]

[4]  Generic binary: [https://  github.  com/ 

 rclone/  rclone/  releases/  tag/  v1.  65.  0]

[5]  Rclone Browser download: [https:// 

 kapitainsky.  github.  io/  RcloneBrowser/]

Keywords: Rclone, cloud, storage, Rsync, backup

Figure 8: The Preferences dialog has parameters and flags you use to customize your 
Rclone Browser settings.
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